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Software Risk Manager User Guide ¢ Getting Started with Software Risk Manager

Software Risk Manager User Guide

Getting Started with Software Risk Manager

Software Risk Manager (SRM) is a complete application security posture management (ASPM) solution.
SRM enables you to set up policy-driven workflows to orchestrate AST tools like Coverity and Black Duck,
prioritize issues, and monitor compliance across your software assets.

Software Risk Manager allows you to do the following with your AppSec data:

Correlate results
Prioritize vulnerabilities
Track remediation

Centralize risk visibility

SRM also provides issue tracking functionality as well as policy management solutions.

About This Guide

This guide provides descriptions of SRM functionality and instructions to maximize SRM deployment.
Additional information can be found in the following guides:

Software Risk Manager Installation Guide. This guide provides instructions for installing and configuring
Software Risk Manager on Windows and Linux platforms.

Software Risk Manager Plugins Guide. This guide provides information and instructions for integrating
Software Risk Manager with a variety of development tools and environments.

Software Risk Manager API Guide. This guide documents the various REST resources provided by
Software Risk Manager, which allows external applications and scripts to interface with SRM core
functionality.

Black Duck Bridge CLI. This guide explains how to run scans and receive results from the command
line.

Conventions Used in this Guide

The following conventions are used in this guide:

Page names. The Software Risk Manager Ul consists of a series of pages. The name of the page
appears in the top-left corner of the screen. In this guide, the page name begins with a capital letter. For
example, the Settings page.

Button names. Tasks are performed by clicking buttons. The button name begins with a capital letter.
For example, Click Save.

Icons. Icons appear throughout the Software Risk Manager Ul. Icons can provide a visual indication of
a state or status, such as a policy violation. Icons can also serve as links to other pages. In this guide,
the icons are indicated by the name of the icon, beginning with a capital letter. For example, Click the
Settings icon.

Menu items. Several pages in Software Risk Manager include sub-pages, which are listed as menu
items along the top or left of the screen. A menu item begins with a capital letter. For example, Select
License from the top menu.

Software Risk Manager Documentation (v2025.9.4) « 5
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« Dropdown configuration options. When working with certain elements, such as a project or finding, a
configuration icon appears to the right of the page. The icon appears as three horizontal dots. Clicking
this icon displays a dropdown list of options. Options appear in this guide by name, starting with a
capital letter. For example, Click the project's dropdown configuration icon and select New Analysis.

e Code strings and filenames. Code strings and filenames are shown in a mono-spaced font. For
example, Enter the following command: run srm i nstal |

Note: A command that is designated as "code" needs to be entered exactly as shown.

Software Risk Manager Navigation

The Software Risk Manager Ul consists of a series of pages, sub-pages, menus, buttons, and so on.
Each page includes common elements for navigation, as can be seen the sample image below and the
descriptions that follow.

6 BLACKDUCK SOFTWARE RISK MANAGER v 208 |

Projects

+Add Project

Insecure Bank (salas) (F main (default))

Q© o 8

% OFindings & No analyses yet

(2]

Lobsters (¥ main (default))

R

# 25Findings @i Lastanalyzed 10/16/2024 2t 9:17:14AM  (® Analysis took 4 min, 37 sec

WebGoat-6.0.1 (partial) (¥ main (default))

& 0

% 4,031 Findings P ] & Last analyzed 10/10/2024 at 11:48:24 AM (@ Analysis took 3 min, 38 sec

WebGoat-8.1.0 (¥ main (default))

4 879 Findings i Last analyzed 10/15/2024 at 11:02:10 AM (® Analysis took 39 sec

The Software Risk Manager Ul is structured around seven main pages:

» Projects. This page shows all the currently defined projects in Software Risk Manager.

* Findings. This page displays all the findings from a selected analysis.

» Policies. This page lists all the currently defined policies, policy violations, and other policy-related data
» Integrations. This page provides links to all the tool integrations supported by Software Risk Manager.

» Reports. This page provides a list of existing reports and allows you to create reports to automatically
be run on a custom schedule based on saved filters from the Findings page.

» Hosts. This page lists the currently defined hosts and host-related data.

» Settings. This page provides links to sub-pages where you can configure SRM. The Settings page and
sub-pages allow you configure users, define user groups, view server logs, and so on.

These pages are accessed by clicking their respective icons (links) in the SRM navigation bar, as shown in
the figure below.
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Projects
Findings
Policies

Integrations

<M Reporis
=l Hosts
il Settings

Software Risk Manager User Guide ¢ Getting Started with Software Risk Manager

Clicking an icon from the navigation bar opens the corresponding page. The name of the page appears in

the top left of the screen.

63 BLACKDUCK
E | Settings » Users
ﬁ Users
@ User Groups
E\? Roles
API Keys
=
Project Metadata
=

Triage Approval Workflow
) Manual Entry Config

Triage Assistant

+ Add User v

Name

admin

John

Paul

SOFTWARE RISK MANAGER

Last login
7 minutes ago
Norecent log-ins

No recent log-ins

Q Filter users
Expires Active
N/A ap
N/A ao
N/A aD

Displaying 1- 3of 3users

Menus, when available, appear along the left side of the page. Clicking a menu option opens the
corresponding page.

€y BLACKDUCK
Settings » Users

Users

User Groups

Roles

API Keys

Project Metadata
Triage Approval Workflow
Manual Entry Config
Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

+ Add User v

Name

admin

John

Paul

SOFTWARE RISK MANAGER

Last login
7 minutes ago
No recent log-ins

No recent log-ins

QFilter users
Expires Active
N/A ao
N/A ao
N/A [on @]

Displaying 1-3 of 3users

The dropdown configuration icon (three horizontal dots) is located to the right of a particular entity, such as a
project or a finding, and provides a dropdown list of options.
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—>[]
BB Dashboard
+ New Analysis
# Edit Project b
+ Create Child Project [
= Policy Associations
& Analysis Config
¥ Project Metadata
¥ GitConfig
M |ssue Tracker Config
@ UserRoles
A Tool Config
@ Tool Connectors
¥ Manage Branches
@ Delete Project

The menu in the top right corner of the screen provides additional options and information (from left to right):
* Software version. This is the version number of the Software Risk Manager installation.

* In-app documentation. Click the question mark icon to access the Software Risk Manager
documentation set. Both PDF and web versions of the guides are available.

* Plugin downloads. Click the plugins download icon to display a list of plugin options you can download.
» Settings. Click the settings icon to access the Software Risk Manager visual log.

» [username]. Click the username icon to access the My Settings page or to log out of Software Risk
Manager.

w2023.8.0 Enterprise
T/6/2023

(®) admin

Software Risk Manager Deployment Options

Software Risk Manager has several deployment options, depending on your AppSec environment and
requirements. The most common SRM deployment options are as follows:

» Data aggregation

» Tool orchestration (requires the SRM Tool Orchestration module deployed on Kubernetes)

* SRM coupled with SAST (requires the SRM Scan Farm module deployed on Kubernetes)

*  SRM coupled with SCA (requires the SRM Scan Farm module deployed on Kubernetes)

*  SRM coupled with SAST and SCA (requires the SRM Scan Farm module deployed on Kubernetes)

Data Aggregation from Multiple Sources

Software Risk Manager supports a large and growing list of tool connectors that can be used to collect and
aggregate data from multiple sources. In addition to providing risk assessment detail for each finding, SRM
provides policy violation management, dashboards, and a host of other features. For this deployment option,
SRM is installed as a standalone product in a Windows or Linux environment.
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Data Aggregation with Tool Orchestration

SRM with tool orchestration enables AppSec teams to build their own custom pipeline and orchestrate all
scanning from a central location. If a required tool isn't currently supported, SRM allows teams to configure
any commercial or open source tool to work with SRM. This option requires the SRM Tool Orchestration
module and a Kubernetes deployment.

Software Risk Manager Coupled with SAST

This deployment option allows teams to run Coverity (SAST) scans seamlessly with SRM. This option
requires the SRM Scan Farm module deployed on Kubernetes.

Software Risk Manager Coupled with SCA

This deployment option allows teams to run Black Duck (SCA) scans seamlessly with SRM. This option
requires the SRM Scan Farm module deployed on Kubernetes.

Software Risk Manager Coupled with SAST and SCA

This deployment option allows teams to run Coverity (SAST) and Black Duck (SCA) scans seamlessly with
SRM. This option requires the SRM Scan Farm module deployed on Kubernetes.

Software Risk Manager Support Information

Software Risk Manager supports the following browsers and configurations.

Supported Platforms

Software Risk Manager APIs are compatible with any operating system and hardware that can connect to
the SRM server or APIs via HTTPS.

Browser Support

The SRM web Ul can be accessed using any of the supported browsers shown in the following table:

Table 1:

Browser Versions Provider

Firefox Latest Versions supported by Mozilla

Google Latest Versions supported by

Chrome Google

Microsoft Edge | Latest Versions supported by
Windows 10

Safari Latest Versions supported by Apple

Scan Farm Supported File Types and Tests
Note: Supported file types and tests apply to integrated Coverity and Black Duck only.
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SRM supports the following SAST languages:

Software Risk Manager User Guide ¢ Software Risk Manager Support Information

Table 2:
Language Language Code Upload |Git Cl via Black
Versions un Integration Duck Bridge
CLI (CLI)
Salesforce Supported Supported Supported
Apex
C/C++ C++23 Not Supported | Not Supported | Supported
C++20
C++98
C++03
C++11
C++14
C++17
C89
C99
Cl1
C# Upto C# 12 Supported Supported Supported
Dart Version Supported Supported Supported
Agnostic
Go G0 1.20-1.21 | Not Supported | Not Supported | Supported
Java UptoJava 21 [Supported Supported Supported
JavaScript ECMAScript Supported Supported Supported
2023
Kotlin 1.8.0-1.8.22, Not Supported | Not Supported | Supported
1.9.0
Obijective-C/C Not Supported | Not Supported | Supported
++
PHP Version Supported Supported Supported
Agnostic
Python Python 3.x— Supported Supported Supported
3.11
Ruby Matz's Supported Supported Supported
Reference
Impl. (MRI)
1.9.2-3.2 and
equivalents
(via Breakman
pro bundles
into analysis
kit)
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Language Language Code Upload |Git Cl via Black
Versions (un Integration Duck Bridge
CLI (CLI)
Swift Version Supported Supported Supported
Agnostic
TypeScript TypeScript Supported Supported Supported
1.0-5.2
Visual Basic Up to Visual Not Supported | Not Supported | Supported
Basic 16
Infrastructure as Code: Static Testing
SRM supports the following Infrastructure as Code Static Testing.
Table 3:
Language What is Code Upload |[Git Cl via Black
supported (un Integration Duck Bridge
CLI (CLI)
laC Platforms: Supported Supported Supported
AWS
CloudFormation
Kubernetes,
Terraform.
Formats: HCL
(Terraform),
JSON, XML,
YAML

SCA Language and Package Manager Support

SRM supports the following SCA languages and package manager support:

Table 4:
Package Language Test Mode Supported Entry Point Supported Detectors, Accura
Manager Requirements
Apache Ivy Various Code upload Not Supported
or SCM
integration
Black Duck Supported Ivy Build Parse | lvy Build Parse Low
Bridge CLI (Cl/ oo
CLI) * Files: ivy.zml,
build.zml
BitBake Various Code upload Not Supported
or SCM
integration
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
Black Duck Supported Bitbake CLI
Bridge CLI (Cl/
CLI)
Cargo Rust Code upload Not Supported
or SCM
integration
Black Duck Supported Cargo Lock Cargo Lock High
CB::_'%ge LIV * Files: Cartfile,
Cartfile.resolved
Carthage Various Code upload Not Supported
or SCM
integration
Black Duck Supported Carthage Lock [ Carthage Lock High
CB::_l(Ij)ge CLI(Cv e Files: Cartfile,
Cartfile.resolved
CocoaPods Objective-C Code upload Not Supported
or SCM
integration
Black Duck Supported Pod Lock Pod Lock High
Bridge CLI (Cl/ . . i
cLI) Files: Podfile.lock
Conan CIC++ Code upload Not Supported
or SCM
integration
Black Duck Supported Conan Lock Conan Lock High
Bridge CLI (Cl/ . .
cLI) Files: conan.lock
Conan CLI High
* Files: conanfile.txt or
conanfile.py
» Executables: conan
Conan CLI Conan CLI High
* Files: conanfile.txt or
conanfile.py
» Executables: conan
Conda Python Code upload Not Supported
or SCM
integration
Black Duck Supported Conda CLI Conda CLI High

Bridge CLI (Cl/
CLI)
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
* Files:
environment.yml
* Executables: conda
CPAN Perl Code upload Not Supported
or SCM
integration
Black Duck Supported Cpan CLI Cpan CLI High
grL.?)ge CLI(CV - File: Makefile.PL
* Executables: cpan
CRAN R Code upload Not Supported
or SCM
integration
Black Duck Supported Packrat Lock | Packrat Lock High
Bridge CLI (Cl/ . -
cLI) File: packrat.lock
Dart Dart Code upload Not Supported
or SCM
integration
Black Duck Supported Dart CLI Dart CLI High
Bridge CLI (CV * Files: pubspec.yaml,
CLI)
pubspec.lock
e Executables: dart,
flutter
Dart PubSpec Lock High
e Files:
pubspec.yaml,pubspe¢.lock
Dart PubSpec | Dart PubSpec Lock High
Lock .
* Files:
pubspec.yaml,pubspe¢.lock
Go Dep Golang (Go) Code upload Not Supported
or SCM
integration
Black Duck Supported GoDep Lock GoDep Lock High
Bridge CLI (Cl/ . ha
CLI) File: Gopkg.lock
Go Gradle Golang (Go) Code upload Not Supported
or SCM
integration
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
Black Duck Supported GoGradle Lock | GoGradle Lock High
Bridge CLI (Cl/ . -
cLI) File: gogradle.lock
Go Modules Golang (Go) Code upload Not Supported
or SCM
integration
Black Duck Supported GoMod CLI GoMod CLI High
CB::_'%ge LIV * Files: go.mod
* Executables: go
Go Vendor Golang (Go) Code upload Not Supported
or SCM
integration
Black Duck Supported Go Vendor Go Vendor High
Bridge CLI (CI/ » Files: vendor/
CLI) i
vendor.json
GoVndr CLI GoVndr CLI High
* Files: vendor.conf
Gradle Various Code upload Supported Gradle Project | Gradle Project Inspector | Low
or SCM. Inspector e Files: build.gradle
integration
Black Duck Supported Gradle Native | Gradle Native Inspector | High
(B;:_Klj)ge CLi(cv Inspector * Files: build.gradle or
build.gradle.kts
* Executables: gradlew
or gradle
Gradle Project Inspector | Low
* Files: build.gradle
Hex Erlang Code upload Not Supported
or SCM
integration
Black Duck Supported Rebar CLI Rebar CLI High
CB::_ltlj)ge CLI(Cv e Files: rebar.config
» Executables: rebar3
Lerna Node.js Code upload Not Supported
or SCM
integration
Black Duck Supported Lerna CLI Lerna CLI High

Bridge CLI (Cl/
CLI)

* Files: lema.json,
package.json
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
* Executables: Lerna,
and one of the
following:
e packagelock.json
e npmshrinkwrap.jsdn
e yarn.ock
Maven Various Code upload Supported Maven Project | Maven Project Inspector | Low
or SCM Inspector .
) . e Files: pom.xml
integration
Black Duck Supported Maven CLI Maven CLI High
Bridge CLI (Cl/ .
cLI) * Files: pom.xml
* Executables: mvnw
or mvn
Maven Project Inspector | Low
* Files: pom.xml
Maven Maven Wrapper CLI High
Wrapper CLI * Files: pom.groovy
* Executables: mvnw
or mvn
Maven Project Inspector | Low
* Files: pom.xml
npm Node.js Code upload Supported NPM Package | NPM Package Lock High
or SCM Lock .
integration * Files:
9 packagelock.json.
For better
results, include a
package.json also.
NPM Package | NPM Package Json Low
Json Parse Parse
» Files: package.json
Black Duck Supported NPM NPM Shrinkwrap High
Bridge CLI (Cl/ Shrinkwrap .
cLI) * Files: npm-
shrinkwrap.json. For
better results, include
a package.json also.
NPM Package Lock High

e Files:
packagelock.json.
For better results,
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Package Language Test Mode Supported Entry Point Supported Detectors, Accura
Manager Requirements
include package.json
also.
NPM CLI High
e Files node_modules,
package.json
e Executables: npm
NPM Package Json High
Parse
* Files:
packagelock.json
NPM Package | NPM Package Lock High
Lock .
* Files:
packagelock.json.
For better
results, include a
package.json also.
NPM CLI High
* Files: node_modules,
package.json
e Executables: npm
NPM Package Json Low
Parse
» Files: package.json
NPM CLI NPM CLI High
e Files: node_modules,
package.json
» Executables: npm
NPM Package Json Low
Parse
* Files: package.json
NPM Package | NPM Package Json Low
Json Parse Parse
* Files: package.json
NuGet C# All Supported NuGet NuGet Solution Native High
Solution Native | Inspector
Inspector * Files: A solution file
with a .sln extension
NuGet Project Inspector | Low
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
* Files: A project file
with the .csproj
or .sln extension
NuGet NuGet Project Native High
Project Native | Inspector
Inspector « Files: A project
file with the
csproj, .fsproj, .vbproj,|.asaproj,
or .rproj extension
NuGet Project Inspector | Low
* Files: A project file
with the .csproj
or .sln extension
Packagist PHP Code upload Not Supported
or SCM
integration
Black Duck Supported Composer Composer Lock High
Bridge CLI (Cl/ Lock .
CLI) » Files: composer.lock,
composer.json
PEAR PHP Code upload Not Supported
or SCM
integration
Black Duck Supported Pear CLI Pear CLI High
ELI?)ge CLI(CV * Files: package.xml
* Executables: pear
pip Python Code upload Supported Pipfile Lock Pipfile Lock High
or SCM R
intearation e Files: Pipfile or
9 Pipfile.lock
Black Duck Supported Pipenv Lock Pipfile Lock High
CB;_I(Ii)ge CLi(cy * Files: Pipfile or
Pipfile.lock
» Executables: python
or python3, and
pipenv
PIP Native Inspector High

* Files: setup.py,
or one or more
requirements.txt
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Package Language Test Mode Supported Entry Point Supported Detectors, Accura
Manager Requirements
* Executables: python
and pip, or python3
and pip3
Pipfile Lock High
e Files: Pipfile,
Pipfile.lock
Pip Native PIP Native Inspector High
Inspector » Files: setup.py,
or one or more
requirements.txt
» Executables: python
and pip, or python3
and pip3
Pipfile Lock High
* Files Pipfile,
Pipfile.lock
Pipfile Lock Pipfile Lock High
e Files: Pipfile,
Pipfile.lock
pnpm Node.js All Supported Pnpm Lock Pnpm Lock High
* Files pnpmlock.yaml,
package.json
Poetry Python All Supported Poetry Lock Poetry Lock High
* Files Poetrylock,
pyproject.toml
RubyGems Ruby Code upload Not Supported
or SCM
integration
Black Duck Supported Gemfile Lock | Gemfile Lock High
Bridge CLI (Cl/ . . ,
cLI) Files: Gemfile.lock
Gemspec Parse Low
* Files: A gemspec file
with the .gemspec
extension
Gemspec Gemspec Parse Low
Parse * Files: A gemspec
file with a .gemspec
extension
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Accura

Package Language Test Mode Supported Entry Point Supported Detectors,
Manager Requirements
SBT Scala Code upload Not Supported
or SCM
integration
Black Duck Supported Sht Native Sbt Native Inspector High
CB::_ulj)ge CLI (Ccl/ Inspector . Files: build.sbt
e Plugins: Dependency
Graph
Swift Swift Code upload Supported Swift Lock Swift Lock High
ic;:tescrgcion » Files: Package.swift,
9 Package.resolved
Black Duck Supported Swift Lock Swift Lock High
ELI?)ge CLI(CV * Files: Package.swift,
Package.resolved
Swift CLI High
« Files: Package.swift
» Executables: swift
Swift CLI Swift CLI High
» Files: Package.swift
* Executables: swift
Xcode Swift Code upload Not Supported
or SCM
integration
Black Duck Supported Xcode Xcode Workspace Lock | High
Bridge CLI (Cl/ Workspace : o
» Directories:
CLI) Lock N
.xcworkspace
Xcode Project Lock
* Directories:
*.xcodeproj
* Files:
Package.resolved
Xcode Project | Xcode Project Lock
Lock . .
* Directories:
* xcodeproj
* Files:
Package.resolved
Yarn Node.js All Supported Yarn Lock Yarn Lock High

* Files: yarn.lock,
package.json
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SCA Package Manager Versions
SRM supports the following SCA package manager versions:

¥y Note: Package manager version requirements are only applicable to tests created with Black Duck
Bridge CLI (when testing relies on/requires access to executables). "N/A" in the table below indicates
buildless capture is used to test projects that depend on the package manager.

Table 5:

Package Latest Supported

Manager Version

Apache Ivy N/A

Bazel 4.2.0

BitBake 2.6.0 (Yocto 4.3.2)

Cargo N/A

Carthage N/A

CocoaPods N/A

Conan 2.0.14

Conda 4.10.3

CPAN Cpan Script 1.678
CPAN.pm 2.36
Cpanm 1.7047

CRAN N/A

Dart Dart 3.1.2
Flutter 3.13.4

Go 1.20.4

Go Dep N/A

Gogradle N/A

Go Modules 1.20.4

Go Vendor N/A

Gradle 8.2.1

Hex Rebar 3.20.0

Lerna 6.6.2

Maven 3.81

npm Node 20.5.1
npm 9.8.1

NuGet nuget 6.2
.NET runtime is not
required with 7.13.0
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Package Latest Supported
Manager Version
Packagist N/A
PEAR 1.10.12
pip 23.1.2
pnpm N/A
Poetry N/A
RubyGems 2.0.0
SBT 1.5.0
Swift 5.6.1
Xcode N/A
Yarn 4.1.0

Running a Basic Analysis with Sample Data

To provide an overview of how to use Software Risk Manager to run an analysis, the following is an outline
of the process:

7.

o o~ w N PRE

Make sure SRM has been installed and configured.
Launch the app and log in.

Create a project.

Configure the parameters for a new analysis.
Upload the source files.

Manually start a New Analysis for the project.
SRM will begin analyzing the code. (The analysis will run in the background until complete.)

Inspect the findings from the project Findings page or the Dashboard.

Sample Data Sets

If you would like to use sample code for testing purposes, the following are some datasets that are all
intentionally vulnerable applications used for educational and training purposes. They're referenced by their
primary language, although some of them are multi-language.

Java - WebGoat

We recommend you use one of the WebGoat released war files directly as the input for Software
Risk Manager since those tend to package everything, including the source, bytecode, and third-party
dependencies. For instance, try this release.

.NET - WebGoat.NET

Since the Software Risk Manager .NET scanners require compiled assemblies, you will need to
download the WebGoat.NET source and build it on your machine. Instructions for how to do so are at
the link above.

For the following datasets, you can configure your new project's Git Config to fetch the source directly from
GitHub using their git URL.

Software Risk Manager Documentation (v2025.9.4) « 21


https://github.com/WebGoat/WebGoat
https://github.com/WebGoat/WebGoat-Legacy/releases/download/v6.0.1/WebGoat-6.0.1.war
https://github.com/jerryhoff/WebGoat.NET

Software Risk Manager User Guide  User Configuration Settings (My Settings)

e Ruby on Rails - RailsGoat
git URL: https://github.com/OWASP/railsgoat.git

e JavaScript - NodeGoat
git URL: https://github.com/OWASP/NodeGoat.git

For other datasets, we recommend that you browse GitHub for different projects and scan some of them for
testing purposes. Here are some queries to get you started:

 Java

« C

o CH++

« PHP

* Scala
e Python

e Ruby on Rails

e JavaScript

User Configuration Settings (My Settings)

User Configuration settings, or "My Settings," allows you to set notifications, manage passwords, and
configure personal access tokens, which can be used to access the Software Risk Manager REST API.

Click your username in the upper right corner of the page and select My Settings to open the My Settings
page.

v2023.7.0 Enterprise ) o N
sogo2s @ b B @ admin
e & My Settings

[+ Logout

My Settings » Notifications

Notifications  Password Personal Access Tokens

Software Risk Manager can send you email notifications
Email

tom@company.com

Cm Project Policy status email notifications

Cm Analysis failure email notifications

@ Upcoming API Key expirations

@ Upcoming Personal Access Token expirations

For more information on user configuration settings, see the following topics:
e Configuring email notifications
e Changing your password

e Managing personal access tokens

Configuring Email Notifications

Email notifications allow you to receive emails when a policy status changes or when there's an analysis
failure. (For more information on polices and policy status, see the Policies Overview section.)

To configure email notifications:
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1. Click your username in the upper right corner of the page and select My Settings from the dropdown

menu.

v2023.7.0 Enterprise 3 o .
smomozs | @ & B @admin

e 1t My Settings
(* Logout

2. Select Notifications from the top menu to open the Notifications page.

My Settings » Notifications

Notifications Password Personal Access Tokens

Software Risk Manager can send you email notifications
Email

tom@company.com

(m Project Policy status email notifications

Cm Analysis failure email notifications

@ Upcoming APl Key expirations

@ Upcoming Personal Access Token expirations

3. Enter your email address in the Email field.

4. Use the toggles to enable email notifications.
There are four notification options:

* Project Policy status email notifications. Sends an email when there's a policy status change for

a project.

¢ Analysis failure email notifications. Sends an email when there is an analysis failure for a project.

* Upcoming API Key expirations. Sends an email when an API Key is due to expire.

* Upcoming Personal Access Token expirations. Sends an email when a Personal Access Token

is due to expire.

Changes are saved automatically.

Changing Your Password

Users can change their own password from the My Settings page. (Admins can also change user

passwords. See Changing a User Password.)

To change your password:

1. Click your username in the upper right corner of the page and select My Settings from the dropdown

menu.

v2023.7.0 Enterprise 3 o .
sz @ & @ @admin

R e &t My Settings

(# Logout

2. Select Password from the top menu.
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My Settings » Password

Notifications ~ Password Personal Access Tokens

Current Password

New Password

Confirm New Password

Password must:

X Be at least 12 characters
+ Match password re-entry

3. Enter your current password.

4. Enter and confirm your new password.
Passwords must be at least 12 characters.

5. Click Change Password.

Managing Personal Access Tokens

The Personal Access Tokens page displays a list of users and usage data and allows you to generate a
new token or delete an existing one.

Viewing Existing Tokens
To view personal access tokens:

1. Click your username in the upper right corner of the page and select My Settings from the dropdown
menu.

v20237.0Enterprise | =
sonzs @ & @

—p (R

(# Logout

(2 admin

2. Select Personal Access Tokens from the top menu.

My Settings » Personal Access Tokens
Notifications ~ Password Personal Access Tokens

Personal Access Tokens can be used to access the Software Risk Manager REST API
Name Number of uses Expires
expire: 90 days Never used 10/28/2024
expire 7 days Never used 8/6/2024
expire 30 days Never used 8/29/2024
expires 10/01/2025 Never used 10/1/2025
no expiration date Never used N/A

This page displays the existing tokens and usage data. Click the column headers to sort the list.

Generating Personal Access Tokens

To generate a personal access token:
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1. Click your username in the upper right corner of the page and select My Settings from the dropdown
menu.

v20237.0Enterprise | =
o2 @ & @

@ admin

SN (X My Settings

(* Logout

2. Select Personal Access Tokens from the top menu.

My Settings » Personal Access Tokens
Notifications ~ Password Personal Access Tokens

Personal Access Tokens can be used to access the Software Risk Manager REST API
Name Number of uses Expires
expire: 90 days Never used 10/28/2024
expire 7 days Never used 8/6/2024
expire 30 days Never used 8/29/2024
expires 10/01/2025 Never used 10/1/2025
no expiration date Never used N/A

This page displays the existing tokens and usage data.

3. Click Generate Token to create a new personal access token.

Generate New Token

Name

Expiration
90 days -
This token will expire on October 29, 2024

Inherit Permissions
© Inherit all of my permissions

Inherit specific permissions @

4, Enter a name for the token.

Select an expiration. (The default is 90 days.)
6. Select permission options:
¢ Inherit all of my permissions. The token will include all of your configured roles.

* Inherit specific permissions (Read, Create, Update, Manage). The token will inherit the selected
roles only. For example, selecting "Read" will allow the token to read any project where you have the
"Read" permission set.

Note: This setting will not override or grant permissions that a user doesn't already have.

7. Click Generate Token.

New Personal Access Token
Make sure to copy your new personal access token now. You won't be
able to see it again!

Personal Access Token
secret-token: ymJR1bBIXUTLDG]ZLawgMnRQooA152h2unksG0_N N
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8. Copy and save your new token.
Once this window is closed, the token cannot be redisplayed.

9. Click Done to close the window.

Deleting a Token
To delete a personal access token:

1. Click your username in the upper right corner of the page and select My Settings from the dropdown
menu.

v20237.0Enterprise | =
sonozs | @ b W

® admin

B —— & My Settings

(® Logout

2. Select Personal Access Tokens from the top menu.

My Settings » Personal Access Tokens

Notifications Password Personal Access Tokens

Personal Access Tokens can be used to access the Software Risk Manager REST API

Name Number of uses Expires

expire: 90 days Never used 10/28/2024
expire 7 days Never used 8/6/2024
expire 30 days Never used 8/29/2024
expires 10/01/2025 Never used 10/1/2025

no expiration date Never used N/A Delete Token

3. Locate the token you want to delete and click Delete Token.

Delete Personal Access Token: TEMP

Are you sure you want to delete TEMP?

4. Click Delete to confirm.

Configuring Software Risk Manager

The Settings pages are used to configure Software Risk Manager.

Click the Settings icon in the left navigation bar to open the Settings page.
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€3 BLACKDUCK SOFTWARE RISK MANAGER

3 Settings » Users

[=]
b0g Users
+ Add User v
@ User Groups
a Name Last login Expires Active
o Roles
E:’ admin 13 minutes ago N/A @
API| Keys
|22 Displaying 1- 1 of 1 user
Project Metadata
=
(=]

Triage Approval Workflow
I@I Manual Entry Config
Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

Select a settings option from the left menu to open the corresponding Settings page. The page currently
being displayed is shown in the top left corner.

For detailed information on each page, see the following topics:

» Users. Add new users, configure user roles, manage existing user profiles, and so on.
* User Groups. Create and manage groups of users.

* Roles. Create and Manage Roles.

* API Keys. Generate and configure API keys.

» Project Metadata. Create, define, and configure custom metadata for projects.

» Triage Approval Workflow. Configure how status change requests are handled.

* Manual Entry Config. Define custom values that can be entered into selected fields and added as
manual results in a findings report.

» Triage Assistant. Configure SRM to use previous triage determinations to make predictions about future
findings.

» Polaris Assist (Beta). Generate Al Insight information.

* Add-In Tools. Configure additional tools that can be used to analyze code.

» Tags. Create and manage tags that can be assigned to findings.

» License. View license information with an option to update the current license.

» Server Logs. View events and errors associated with an analysis.

User Administration

Before running an analysis, an admin needs to configure user profiles, which includes user roles,
permissions, group associations, and so on.
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Note: Users can be managed individually or in groups. (To manage user groups, see Managing
User Groups.)

Click the Settings icon in the navigation bar and select Users from the left menu to open the Users page.

6 BLACKDUCK SOFTWARE RISK MANAGER

R B © kb

& W

Settings » Users

Users

User Groups
@  Name Last login Expires Active

Roles
admin 13 minutes ago N/A ao

API Keys
Displaying 1- 1 of 1user

Project Metadata

Triage Approval Workflow

Manual Entry Config

Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

This page displays a list of current users, the date the user last logged in, and whether that user is active.
Clicking the column headings will re-sort the list.

For more information on configuring user profiles, see the following topics:

Viewing existing users
Adding a user

Configuring user profiles
Changing a user password

Deleting a user profile

Viewing Existing Users

The User page allows you to view a list of existing users, the date of their last login, and whether they are
active.

Note: The superuser's admin and active states may not be modified.

To view a list of existing users:

1. Click the Settings icon in the navigation bar and select Users from the left menu.

28 « Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide  Configuring Software Risk Manager

€ BLACKDUCK SOFTWARE RISK MANAGER
Settings » Users

o
P03 Users.
+ Add User v
@ User Groups
& | Name Last login Expires Active
5 Roles
& admin 13 minutes ago N/A ao
API Keys
[ Displaying 1- 1 of 1user
Project Metadata
=)
=] Triage Approval Workflow
b} Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

This page lists each user, when they last logged in, and whether they are "active."

2. Use the filter field to search for a specific user, or click the column headings to re-sort the list.

Adding a User
Admins can add three different types of users: Local, LDAP, and SAML (depending on your configuration).
To add a user:

1. Click the Settings icon in the navigation bar and select Users from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » Users

y
b0 3 Users.
+ Add User ~
© User Groups
a8 Name Last login Expires Active
o Roles
& admin 13 minutes ago NA ao
API Keys
& Displaying 1- 1 of 1user
Project Metadata
=
= Triage Approval Workflow
o] Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click Add User and select a user type.
There are three user types:

e Local Users. Local Users exist only within Software Risk Manager. You pick a username and
password for them. Software Risk Manager keeps their credentials in its database.

e« LDAP Users. LDAP Users can be added to Software Risk Manager by their username, but their
password is managed by an external LDAP server. When an LDAP user logs in, Software Risk
Manager will send their credentials to that server in order to authenticate the user.

¢ SAML Users. SAML Users can be added to Software Risk Manager by their username, but
authentication is handled by an external SAML provider. When a user reaches the Login page,
Software Risk Manager will redirect them to the Sign On Portal of your SAML provider in order to
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authenticate the user. They may see the standard Software Risk Manager Login page with a link to
sign in via SAML, depending on your configuration.

Enter a name, password, and confirm the new password.
4. Use the toggles to set global permissions for the user.
¢ Administrator. Grants user admin privileges. Admin users inherit all roles.
e Project Administrator. Allows the user to create a new project.
« Integrations Administrator. Allows user to manage centralized project configuration.
e Policy Administrator. Allows user to create polices.
« APl Key Administrator. Allows user to manage API Keys.
e Project Viewer. Allows user to view all projects.
5. Select which roles the user will have for each project.

« Read. The user or user group can see the specified project and all of its contents. If a user doesn't
have the Read role for a particular project, that project will not appear in the Projects page for that
user.

e Update. The user or user group can change the finding status and comment on findings for the
specified project.

e Create. The user or user group can create new analyses for the specified project

« Manage. The user or user group can manage the specified project's configuration (e.g., Git, Issue
tracker, etc.). The Manage role also allows the user to delete the specified project.

6. Click Create Local User.

Configuring a User Profile

Configuration settings in a user profile determines how a user interacts with Software Risk Manager globally
and what the user will be able to do on a project-by-project basis. Global permissions (or roles) include
Administrator, Project Administrator, and Integrations Administrator. Next, users can be assigned specific
roles for individual projects: Read, Update, Create, and Manage.

Note: The Super User's admin and active states may not be modified.

To edit an existing user profile:

1. Click the Settings icon in the navigation bar and select Users from the left menu.

30  Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide  Configuring Software Risk Manager

€ BLACKDUCK SOFTWARE RISK MANAGER
Settings » Users

88

o
P03 Users.
+ Add User v
@ User Groups
& | Name Last login Expires Active
5 Roles
& admin 13 minutes ago N/A ao
API Keys
[ Displaying 1- 1 of 1user
Project Metadata
=)
=] Triage Approval Workflow
b} Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click the dropdown configuration icon to the right of the user name and select Configure Roles.

aD Configure Roles
Change Password
ao Delete User

This opens the "Configure Roles" window.

User Alice: Configure Roles

\\\\\

3. Configure user roles as needed.
Click on a role to select it. Click Clear to remove all selections.

Global Permissions. Select global permissions for the new user.

e Administrator. Grants user admin privileges. Admin users inherit all roles.

« Project Administrator. Allows the user to create a new project.

* Integrations Administrator. Allows user to manage centralized project configuration.
* Policy Administrator. Allows user to create polices.

« APl Key Administrator. Allows user to manage API Keys.

« Project Viewer. Allows user to view all projects.

Project Roles. Select permissions for individual projects.

« Read. The user or user group can see the specified project and all of its contents. If a user doesn't
have the Read role for a particular project, that project will not appear in the Projects page for that
user.

« Update. The user or user group can change the finding status and comment on findings for the
specified project.

Software Risk Manager Documentation (v2025.9.4) « 31



Software Risk Manager User Guide » Configuring Software Risk Manager

e Create. The user or user group can create new analyses for the specified project

« Manage. The user or user group can manage the specified project's configuration (e.g., Git, Issue
tracker, etc.). The Manage role also allows the user to delete the specified project.

4. Click Save.

Changing a User Password

Admins can change the password of any user. (Users can change their own passwords on the My Settings
page. See Changing Your Password.)

To change a user's password:

1. Click the Settings icon in the navigation bar and select Users from the left menu.

€ BLACKDUCK SOFTWARE RISK MANAGER
Settings » Users

888

o
03 Users
+ Add User v
@ User Groups.
a8 Name Last login Expires Active
- Roles
& admin 13 minutes ago N/A apD
API Keys
[~ Displaying 1- 1 of 1 user
Project Metadata
=
= Triage Approval Workflow
] Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click the dropdown configuration icon to the right of the user name and select Change Password.

@ Configure Roles
Change Password
ao Delete User

This opens the change password window.

User A: Update Password

Password must:
X Be at least 12 characters
+" Match password re-entry

3. Enter and confirm the new password.
Passwords must be at least 12 characters.

4. Click Save.

Deleting a User Profile
Admins can delete one or more users.

To delete a user:
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1. Click the Settings icon in the navigation bar and select Users from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
E2l Settings » Users
o
u:
@ User Groups
&  Name Last login Expires Active
. Roles
& admin 13 minutes ago N/A ao
API Keys
[ Displaying 1- 1 of 1user
Project Metadata
=
= Triage Approval Workflow
b} Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click the dropdown configuration icon to the right of the user name and select Delete User.

aD Configure Roles
Change Password
ao Delete User

3. Click Delete to confirm.

Adding and Configuring Project Metadata Fields

Project Metadata Fields allow Software Risk Manager users to create and configure custom metadata
for specified projects. Once a field has been defined, you can use that field to enter metadata values for

specified projects. For more information on adding metadata values to projects, see Configuring Project
Metadata.

Click the Settings icon in the navigation bar and select Project Metadata Fields from the left menu to open
the Metadata Fields page.

63 BLACKDUCK SOFTWARE RISK MANAGER
=3 Settings » Project Metadata

35t Users
+ Add Field
© User Groups
Field Name Field Type
E‘_.? Roles )
Standard Field Text
API Keys
(2
Project Metadata
=
= Triage Approval Workflow
pex3 Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-InTools

Tags

License

Server Logs

The Project Metadata Fields page lists currently defined field names and types. Clicking on the column
header will re-sort the list.
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There are four field types:

e Text. A regular text input that allows a single line of text.

e Multiline. A larger text input that allows for multiple lines of text.

e Dropdown. Text input that a user can select from a dropdown list.

e Tags. A special input that behaves similarly to Text, but each individual word is converted to a "tag.”
As you type, pressing the space bar will convert whatever text you already had into a tag. (A space is
required after the last tag.)

For more information on project metadata fields, see the following topics:
« Viewing existing project metadata fields

e Adding a project metadata field

e Editing a project metadata field

« Deleting a project metadata field

Viewing Existing Metadata Fields
To view a list of existing metadata fields:

1. Click the Settings icon in the navigation bar and select Project Metadata Fields from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
2l Settings » Project Metadata
03 Users
@ User Groups
Field Name Field Type
5 Roles
63 Standard Field Text
API Keys
22
Project Metadata
(=
=] Triage Approval Workflow
o] Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

This page shows the existing metadata fields and field type. There are four field types:
e Text. A regular text input that allows a single line of text.

e Multiline. A larger text input that allows for multiple lines of text.

« Dropdown. Text input that a user can select from a dropdown list.

e Tags. A special input that behaves similarly to Text, but each individual word is converted to a "tag."
As you type, pressing the space bar will convert whatever text you already had into a tag. (A space
is required after the last tag.)

2. Click on the column headers to re-sort the list.

Adding a Metadata Field
Metadata fields are defined by name and type.

To add a metadata field:
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1. Click the Settings icon in the navigation bar and select Project Metadata Fields from the left menu.
63 BLACKDUCK SOFTWARE RISK MANAGER

Settings » Project Metadata

o
b0 3 Users
+ Add Field
@ User Groups
Field Name Field Type
E%‘ Roles
Standard Field Text
API Keys
&
Project Metadata
=
= Triage Approval Workflow
8 Manual Entry Config

Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

2. Click Add Field.

Add Project Metadata Field
Name
|

Type
Text

3. Enter a name for the field and select a field type.
There are four field types:

e Text. A regular text input that allows a single line of text.
e Multiline. A larger text input that allows for multiple lines of text.
« Dropdown. Text input that a user can select from a dropdown list.

e Tags. A special input that behaves similarly to Text, but each individual word is converted to a "tag."
As you type, pressing the space bar will convert whatever text you already had into a tag. (A space
is required after the last tag.)

4. Click Save.

Editing a Metadata Field
For existing metadata fields, both the field name and field type can be edited.
To edit a metadata field:

1. Click the Settings icon in the navigation bar and select Project Metadata Fields from the left menu.
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6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » Project Metadata

03 Users
+ Add Field
@ User Groups
Field Name Field Type
E%‘ Roles
Standard Field Text
API Keys
&
Project Metadata
=
= Triage Approval Workflow
83 Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click the field's dropdown configuration icon and select Edit.

Field Type

Text

Edit
Text

Delete

This opens the Edit Project Metadata Field window.

Edit Project Metadata Field

Name

Type
Text

Make changes to the fields as needed.
4. Click Save.

Deleting a Metadata Field
Once a metadata field is no longer needed, it can be deleted.
To delete a metadata field:

1. Click the Settings icon in the navigation bar and select Project Metadata Fields from the left menu.
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6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » Project Metadata

o
b0 3 Users
+ Add Field
@ User Groups
Field Name Field Type
E%‘ Roles
Standard Field Text
API Keys
&
Project Metadata
=
= Triage Approval Workflow
8 Manual Entry Config

Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

2. Click the field's dropdown configuration icon and select Delete.

Field Type

Text

Edit
Text
Delete

3. Click Delete to confirm.

APl Keys Administration

API Keys can be generated for use with the Software Risk Manager API. Typically one key would be
generated for a specific purpose, such as integrating with a specific tool or plugin. This would allow for fine-
grained control over each API key’s active/inactive state, as well as setting specific user roles for each key.
In addition, API keys can be subject to expiration (default is 90 days).

Click the Settings icon in the navigation bar and select API Keys from the top menu to open the APl Keys

page.
G BLACKDUCK SOFTWARE RISK MANAGER
Settings » API Keys
© User Groups
a Name Last activity Expires Active
Roles
2 Py admin 2months ago N/A ao
@ Displaying 1- 1of 1 key
Project Metadata

This page lists the currently assigned API keys, shows when they were last active, and if they are currently
active.

Note: For more information on Software Risk Manager API capabilities, please refer to the Software
Risk Manager API Guide.

For more information on administering API keys, see the following topics:
* Viewing existing API keys

* Creating an API key

* Editing an API key

* Regenerating an API key
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» Deleting an API key

Viewing Existing API Keys
To view a list of existing API keys:

1. Click the Settings icon in the navigation bar and select API Keys from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » APl Keys
£t Users
© User Groups
a8 Name Last activity Expires Active
o Roles
& admin Zmonths ago N/A apD
API Keys
(=2 Displaying 1-10f 1 key
Project Metadata

This page a list of existing API keys, the date of the most recent activity, and whether the key is active.

2. Use the filter field to search for a specific API key or click the column headings to re-sort the list.

Creating an API Key
To create an API key:

1. Click the Settings icon in the navigation bar and select API Keys from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » APl Keys
£t Users
© User Groups
a8 Name Last activity Expires Active
o Roles
& admin Zmonths ago N/A apD
API Keys
(=2 Displaying 1-10f 1 key
Project Metadata

2. Click Create New Key.

Create API Key

3. Enter a name for the new API Key.
4. Select an expiration. (The default is 90 days.)

5. Configure global permissions and project roles as needed.
Click on a role to select it. Click Clear to remove all selections.

Global Permissions. Select global permissions for the new user.

¢ Administrator. Grants user admin privileges. Admin users inherit all roles.

« Project Administrator. Allows the user to create a new project.

* Integrations Administrator. Allows user to manage centralized project configuration.
« Policy Administrator. Allows user to create polices.

¢ APl Key Administrator. Allows user to manage API Keys.
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* Project Viewer. Allows user to view all projects.
Project Roles. Select permissions for individual projects.

« Read. The user or user group can see the specified project and all of its contents. If a user doesn't
have the Read role for a particular project, that project will not appear in the Project List page for
that user.

e Update. The user or user group can change the finding status and comment on findings for the
specified project.

e Create. The user or user group can create new analyses for the specified project

* Manage. The user or user group can manage the specified project's configuration (e.g., Git, Issue
tracker, etc.). The Manage role also allows the user to delete the specified project.

6. Click Create API Key.

Editing an API Key
To edit an API key:

Note: The API token expiration cannot be edited; however, regenerating an API key allows you to
set a new expiration.

1. Click the Settings icon in the navigation bar and select API Keys from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » APl Keys
£t Users
o
@ User Groups
a8 Name Last activity Expires Active
- Roles
& admin Zmonths ago N/A apD
AP| Keys
= Displaying 1-10f 1key
Project Metadata

2. Click the dropdown configuration icon and select Edit API Key.

Active

Edit API Key
Regenerate API Key

Delete API Key

BBAAA

Displaying 1- 5 of 5 keys

This opens the "Edit APl Key" window.

Edit API Key ‘internal-key'

JJJJJ

NNNNN

3. Configure global permissions and project roles as needed.
Click on a role to select it. Click Clear to remove all selections.

Global Permissions. Select global permissions for the new user.
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Administrator. Grants user admin privileges. Admin users inherit all roles.

Project Administrator. Allows the user to create a new project.

Integrations Administrator. Allows user to manage centralized project configuration.
Policy Administrator. Allows user to create polices.

API Key Administrator. Allows user to manage API Keys.

Project Viewer. Allows user to view all projects.

Project Roles. Select permissions for individual projects.

Read. The user or user group can see the specified project and all of its contents. If a user doesn't
have the Read role for a particular project, that project will not appear in the Projects page for that
user.

Update. The user or user group can change the finding status and comment on findings for the
specified project.

Create. The user or user group can create new analyses for the specified project

Manage. The user or user group can manage the specified project's configuration (e.g., Git, Issue
tracker, etc.). The Manage role also allows the user to delete the specified project.

4. Click Save.

Regenerating an APl Key

To regenerate an API key:

1. Click the Settings icon in the navigation bar and select API Keys from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » APl Keys

£t Users
+ Create New Key
@ User Groups
a8 Name Last activity Expires Active
o Roles
& admin Zmonths ago N/A apD
AP| Keys
= Displaying 1-10f 1key

Project Metadata

2. Click the dropdown configuration icon and select Regenerate APl Key.

Active

Edit API Key
Regenerate API Key

Delete API Key

BBAAA

Displaying 1- 5 of 5 keys

This opens the "Regenerate Key" window.

Regenerate API Key 'Standard'

Expiration

90days -

This API Key will expire on October 21,2024

[ cocl | pegmare s

3. Select an expiration period and click Regenerate API Key. (The default is 90 days.)
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4. Copy and save the new API key and click Close.

Deleting an API Key
To delete an API key:

1. Click the Settings icon in the navigation bar and select API Keys from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER

E20 Settings » APl Keys
£t Users
o
@ User Groups
a8 Name Last activity Expires Active
- Roles
& admin Zmonths ago N/A apD
API Keys
& Displaying 1-10f 1 key
Project Metadata

2. Click the dropdown configuration icon and select Delete API Key.

Active

Edit API Key
Regenerate API Key

Delete API Key

BBAAA

Displaying 1- 5 of 5 keys

3. Click Delete to confirm.

Managing User Groups

To simplify user administration, users can be managed as groups. Roles and permissions assigned
to a group will apply to every member of that group. Admins can set up multiple groups with multiple
permissions, including nested groups.

Click the Settings icon in the navigation bar and select User Groups from the left menu to open the User
Groups page.

6 BLACKDUCK SOFTWARE RISK MANAGER
Settings » User Groups
Eo 2 Users
=
@ User Groups
Group Name Members
o Roles
[ All Users (id: 1) 5
API Keys
=2 Projects Team (id: 2) 1
Project Metadata
==} Displaying 2 of 2 groups.
=] Triage Approval Workflow
83 Manual Entry Config
Triage Assistant

The User Groups page shows a list of existing groups and the number of members in each. Clicking the
column headers will re-sort the list.

For more information on managing user groups, see the following topics.
« Viewing existing user groups

« Creating a user group

e Configuring user group roles

e Editing user group settings
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e Deleting a user group

Viewing Existing User Groups
To view a list of existing user groups:

1. Click the Settings icon in the navigation bar and select User Groups from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
tl Settings » User Groups
o
U
@ User Groups
Group Name Members
o Roles
By AllUsers (id: 1) 5
APl Keys
=2 Projects Team (id: 2) d
Project Metadata
= Displaying 2 of 2 groups.
= Triage Approval Workflow
b} Manual Entry Config
Triage Assistant

This page shows a list of existing groups and the number of members in each.

2. Use the filter field to search for a specific user group or click the column header to re-sort the list.

Creating a User Group
In addition to single groups, groups can be nested ("parent” group).
To create a user group:

1. Click the Settings icon in the navigation bar and select User Groups from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
(20 Settings » User Groups
@ User Groups
Group Name Members

o Roles

B% All Users (id: 1) 5
API Keys

I~ Projects Team (id: 2) 1

Project Metadata

Displaying 2 of 2 groups
Triage Approval Workflow

e Manual Entry Config

Triage Assistant

2. Click Create Group.

Add User Group
Name
Parent Group
None »
Selected users are part of this group Q Filter use X
Name Last Activity Global Role
] John No recent activity Administrator
(] Group Key No recent activity Administrator
Displaying 2 users of 2

3. Enter a group name and select group members from the list.

4. (Optional) Select a "Parent Group" to create a nested group.
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5. Click Save.

Configuring User Group Roles

Assigning roles to a group will apply those roles to every member of that group. However, roles assigned to
members in the group will not replace or overwrite the roles assigned individually to a user.

To configure group roles:

1. Click the Settings icon in the navigation bar and select User Groups from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
Settings » User Groups
03 Users
@ User Groups
Group Name Members
. Roles
By AllUsers (id: 1) 5
API Keys
=2 Projects Team (id:2) 1
Project Metadata
= Displaying 2 of 2 groups.
= Triage Approval Workflow
b} Manual Entry Config
Triage Assistant

2. Click the dropdown configuration icon and select Configure Roles.

Members

12

0 Edit User Group

3 Configure Roles
Delete

This opens the Configure Roles window.

Projects Team » Project Roles

Docker Files

‘Web Source

Displaying 2 objects out of 2

3. Make the necessary configuration changes.
4. Click Done.

Editing User Group Settings

Editing group settings includes changing the group name, reassigning the parent group, and adding or
removing users.

To edit group settings:

1. Click the Settings icon in the navigation bar and select User Groups from the left menu.
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63 BLACKDUCK SOFTWARE RISK MANAGER
tilll Settings » User Groups
o
U
@ User Groups
Group Name Members
5 Roles
B All Users (id: 1) 5
API Keys
[z Projects Team (id: 2) 1
Project Metadata
= Displaying 2 of 2 groups
= Triage Approval Workflow
8 Manual Entry Config
Triage Assistant

2. Click the dropdown configuration icon and select Edit Group Settings.

Members

12

1

[} Edit User Group

3 Configure Roles
Delete

2

This opens the Edit User Group window.

Edit User Group

Name
Projects Team
Parent Group
None »
Selected users are part of this group ‘2 Filter users *
Name Last Activity Global Role
John No recent activity Administrator
() GroupKey @D  Norecentactivity Administrator

Displaying 2 users of 2

Cancel Save

3. Make the necessary changes.
Use the filter field to search for individual users or click the column headers to re-sort the list.

4. Click Save.

Deleting a User Group

Deleting a user group will not delete individual users or remove any roles previously assigned to a user
individually

To delete a user group:

1. Click the Settings icon in the navigation bar and select User Groups from the left menu.
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63 BLACKDUCK SOFTWARE RISK MANAGER
tilll Settings » User Groups
F03 Users
@ User Groups
Group Name Members
5 Roles
B All Users (id: 1) 5
API Keys
[z Projects Team (id: 2) 1
Project Metadata
= Displaying 2 of 2 groups
= Triage Approval Workflow
8 Manual Entry Config
Triage Assistant

2. Click the dropdown configuration icon and select Delete Group.

Members

12

[} Edit User Group

3 Configure Roles
Delete

This opens the Confirm Delete window.

Confirm Delete

Are you sure you want to delete the "Acme" user group? This action is
irreversible.

Cancel iR

3. Click Delete to confirm.

Configuring LDAP for User Groups

¥y Note: To take advantage of LDAP with User Groups, there must be a valid LDAP configuration in
the Software Risk Manager properties file. For more information, see the SRM Install Guide.

This feature may be presented when LDAP is configured but is only compatible with providers that create a
user attribute containing group membership for SRM to check, such as Active Directory.

To manage mapping of LDAP groups to SRM user groups, pick the LDAP Config option from the group's
config menu.

Members

2

0

From here, you can enter a comma-separated list of LDAP group names.
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Projects Team » LDAP Config

LDAP Group Names
Provide a comma-separated, case-insensitive list of LDAP group names. Group membership in
SRM will be updated automatically when users log in.

srm-users Cancel

Membership Refresh
Here you can manually start a refresh operation to update membership status for all groups at
once. This is useful for updating user ip wi ing to sign them out and back in.

The names for your LDAP groups are pulled from the DN path attribute specified in the SRM properties file.
For more information, see LDAP group mapping in the SRM Install Guide.

When an LDAP user signs in, their LDAP groups will be checked against your mappings configured on this
page. The user will be added to the SRM group if they are a member of any of the listed LDAP groups;
otherwise, they will be removed.

If users are added or removed from an LDAP group, their membership will not be updated until they sign out
and back in. You can force a manual refresh of all group's LDAP members by clicking the "Refresh” button
on this page.

Note: If the LDAP Group Names textbox is empty, a membership refresh will have no effect on that
group.

Triage Approval Workflow

Triage settings associated with findings can be changed by users with an adm n or manage role. Users who
are unable to change the triage status directly can submit a change for approval. Admins can configure the
triage workflow from the Settings menu and define what users are allowed to do by configuring user roles.
Requests for changing triage status can be approved by admins.

Click the Settings icon in the navigation bar and select Triage Approval Workflow from the left menu to open
the configuration page.

65 BLACKDUCK SOFTWARE RISK MANAGER vaze120Enepre | ) ® admin
Settings » Triage Approval Workflow

g2
888

s
Eos Lz The triage approval workflow restricts the ability of some users from changing the Status of findings without the change being reviewed first.
@ User Groups When the triage approval workflow is enabled users with the Update role will only be able to request Status changes and the Status will be moved to a pending state until it is approved or
rejected by a user with the Manage or Admin role.
& RO No triage approval workflow
APl Keys Enable triage approval workflow for all Projects
= © Enable triage approval workflow, but allow it to be configured at the Project level
Project Metadata By default, every Project should have the Triage Workflow Approval
=
= Triage Approval Workflow © Enabled
Disabled
b3 Manual Entry Config

Triage Assistant
Polaris Assist (Beta)

Add-InTools

Managing the Triage Approval Workflow consists of the following tasks:
e Configuring the triage workflow

e Configuring the workflow for all projects

« Configuring the workflow for specified projects

e Approving requests for status changes
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Configuring Triage Workflow

This page provides three options for triage approval configuration:

No triage approval workflow. Select this option to restrict the ability to change status to admins and
users with "update"” or "manage" roles.

Enabled triage approval workflow for all projects. Select this option to enable the approval workflow for
all current and future projects.

Enable triage approval workflow, but allow it to be configured at the Project level. Select this option to
enable the workflow option on a project level.

Use the radio buttons to select an option. The selection will be saved automatically.

For more information on changing the status of a finding, see the Change Status section.

Configuring Triage Workflow for All Projects

Admins can configure the triage approval workflow based on a specified project.

To configure the triage workflow for a project:

1.

2.

Click the Settings icon in the navigation bar and select Triage Approval Workflow from the left menu to
open the configuration page.

& BLACKDUCK SOFTWARE RISK MANAGER e | @ & | @ @ admin
Settings » Triage Approval Workflow

o
BO3 ==t The triage approval workflow restricts the ability of some users from changing the Status of findings without the change being reviewed first.
@ User Group: When the triage approval workflow is enabled users with the Update role will only be able to request Status changes and the Status will be moved to a pending state until it is approved or
rejected by a user with the Manage or Admin role.
a3 Rk No triage approval workflow
APIKeys Enable triage approval workflow for all Projects
(&4 0 Enable triage approval workflow, but allow it te be configured at the Project level
Project Metadata By default, every Project should have the Triage Workflow Approval
[=}
=] Triage Approval Workflow O Enabled
Disabled
e Manual Entry Config

Triage Assistant
Polaris Assist (Beta)

Add-In Tools

Select the "Enable triage approval workflow for all projects" to include all projects.

Configuring Triage Workflow for Specified Projects

Admins can configure the triage approval workflow based on a specified project.

To configure the triage workflow for a project:

1.

Click the Settings icon in the navigation bar and select Triage Approval Workflow from the left menu to
open the configuration page.

Select the "Enable triage approval workflow for all projects" to include all projects, or select "Enable
triage approval workflow, but allow it to be configured at the Project level” for individual projects.

Open the Projects page, click the project's dropdown configuration icon, and select Triage Approval
Config.
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BB Dashboard

+ New Analysis

# Edit Project

+ Create Child Project
= Policy Associations
4 Analysis Config

® Project Metadata

¥ GitConfig

¥ Issue Tracker Config
& UserRoles

& Tool Config

@ Tool Connectors

© Configure Tool Service
3¢ View Orchestrated Analyses
¥ Manage Branches

e Triage Approval Config

@ Delete Project

4. Select one of the following options:
e Default (See Configuring Triage Workflow for All Projects.)
« No triage approval workflow

e Enable triage approval workflow

Triage Approval Configuration
» Standard

The triage approval workflow restricts the ability of some users from
changing the Status of findings without the change being reviewed first.

When the triage approval workflow is enabled, users with the Update role
will only be able to request Status change and Status will be moved toa
pending state until it is approved or rejected by a user with the Manage role.

Default (Enable Triage Approval)
No triage approval workflow
© Enable triage approval workflow

=s

5. Click Save.

Creating a Status Change Request
To create a triage status change request:
1. Open the Findings page.

2. Locate the finding whose status you want to change and click the Status dropdown menu to open a list
of Status options.

3. Select a new triage status.

Requesting Status Change

Requesting Status

Fixed -

* Comment

A comment is required to make a pending status request

4. Enter a comment and click Submit.

Approving a Status Change Request

To approve a triage status change request:
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1. Open the Findings page.
2. Use the Pending Status filter to list status change requests.

3. Click the requested status for the finding, then click Approve.

Status

Mitigated (Request.., ~

Approve

Reject

Manual Entry Configuration

The Manual Entry Configuration page allows Software Risk Manager administrators to define custom values
which can be entered into certain fields in the Manual Results.

Click the Settings icon in the navigation bar and select Manual Entry Configuration from the left menu to
open the Manual Entry Configuration page.

63 BLACKDUCK SOFTWARE RISK MANAGER

M Settings » Manual Entry Config

o
0 L Detection Methods
Use this section to define which Detection Methods can be used in the Findings > Add Results modal

@ User Groups
+ Add Detection Method
Roles
By
APl Keys Detection Method
122
Project Metadata Bug Bounty
= .
(=] Triage Approval Workflow Cloud Infrastructure Analysis
)3::3 Manual Entry Config Component Analysis
Triage Assistant Container Analysis

Polaris Assist (Beta) Database Analysis

LRI Dynamic Analysis
Tags ) ;
Hybrid Analysis
License
1aC Analysis

Server Logs
Interactive Analysis

Network Analysis
Static Analysis
Threat Model
Unknown

‘Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

This page displays a list of existing detection methods and allowed tools. From here, you can add, delete, or
rename detection methods, and add or remove allowed tools.
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For more information on detection methods and allowed tools, see the following topics:
e Managing Detection Methods

e Managing Allowed Tools

Managing Detection Methods

Software Risk Manager provides built-in detection methods, which explains how a finding was discovered.
These built-in detection methods reflect the types of tools currently supported by Software Risk Manager.
For manual entry, you may wish to specify your own custom detection methods.

Adding a Detection Method

To add a new detection method:

1. Click the Settings icon from the navigation bar and select Manual Entry Config from the left menu.
63 BLACKDUCK SOFTWARE RISK MANAGER

3l Settings » Manual Entry Config

£03 e Detection Methods
Use this section to define which Detection Methods can be used in the Findings > Add Results modal

@ User Groups
+ Add Detection Method
Roles
5]
APl Keys Detection Method
|22
Project Metadata Bug Bounty
[ ]
= Triage Approval Workflow Cloud Infrastructure Analysis
8:)3 Manual Entry Config Component Analysis
Triage Assistant Container Analysis

Polaris Assist (Beta) Database Analysis

Add-In Tool
ook Dynamic Analysis

Tags
Hybrid Analysis

License
1aC Analysis

Server Logs
Interactive Analysis
Network Analysis
Static Analysis
Threat Model

Unknown

Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

2. Click Add Detection Method.

Add Detection Method

Detection Method
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3. Enter a name for the detection method.
4. Click Save.

Renaming a Detection Method

You can rename your custom detection methods as needed. However, the built-in detection methods cannot
be edited in any way (indicated by the lock icon next to their edit/delete buttons).

To rename a detection method:

1. Click the Settings icon from the navigation bar and select Manual Entry Config from the left menu.
6 BLACKDUCK SOFTWARE RISK MANAGER

cag
Gag
Baa

Settings » Manual Entry Config

Users

Detection Methods
Use this section to define which Detection Methods can be used in the Findings > Add Results modal
@ User Groups
+ Add Detection Method
Roles
257
APl Keys Detection Method
=2
Project Metadata Bug Bounty
—= .
= Triage Approval Workflow Cloud Infrastructure Analysis
)3:)3 Manual Entry Config Component Analysis
Triage Assistant Container Analysis

Polaris Assist (Beta) Database Analysis

IS Dynamic Analysis
Tags ) .
Hybrid Analysis
License
IaC Analysis

Server Logs
Interactive Analysis

Network Analysis
Static Analysis
Threat Model
Unknown

Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

2. Click the dropdown configuration icon to the right of the detection method and select Rename.

Rename

Delete

This opens the Rename Detection Method window.

Rename Detection Method: a

Detection Method

B
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3. Enter a different name for the detection method.
4. Click Save.

Deleting a Detection Method

You can delete any unused custom detection methods (i.e., as long as no manually entered results use it
as their own detection method). If your custom detection method is in use when you try to delete it, you will
have to choose a replacement. All results using that detection method will be edited to use the replacement
detection method instead. This will likely trigger the recorrelation prompt, since detection method is one of

the correlation criteria.

To delete a detection method:

1. Click the Settings icon from the navigation bar and select Manual Entry Config from the left menu.
G BLAC

cag
Gag
Baa

oo

L

=
2

d

KDUCK

Users

User Groups

Roles

API Keys

Project Metadata
Triage Approval Workflow
Manual Entry Config
Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

SOFTWARE RISK MANAGER

Settings » Manual Entry Config

Detection Methods

Use this section to define which Detection Methods can be used in the Findings > Add Results modal

+ Add Detection Method

Detection Method
Bug Bounty

Cloud Infrastructure Analysis
Component Analysis
Container Analysis
Database Analysis
Dynamic Analysis
Hybrid Analysis

IaC Analysis
Interactive Analysis
Network Analysis
Static Analysis
Threat Model
Unknown

Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

2. Click the dropdown configuration icon and select Delete.

Rename

Delete

This opens the Delete Detection Method window.
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Delete Detection Method: z

Are you sure you want to delete z?

Caneel m

3. Click Delete to confirm.

Managing Allowed Tools

The Allowed Tools section lets you define which tools will appear in the Tool dropdown in the Manual Result
form. The names you add to this list do not necessarily need to correspond to a tool known to Software Risk
Manager, or even a real tool, for that matter: you can enter any tool name you want.

Note: Unlike the Detection Methods delete, you don't need to pick a replacement to delete an item
in this list; this list only controls which tools are available when creating a new manual result, not
which tools exist.

Adding an Allowed Tool

To add an allowed tool:

1. Click the Settings icon from the navigation bar and select Manual Entry Config from the left menu.
6 BLACKDUCK SOFTWARE RISK MANAGER

cag
Gag
Baa

Settings » Manual Entry Config

Users

Detection Methods
Use this section to define which Detection Methods can be used in the Findings > Add Results modal
@ User Groups
+ Add Detection Method
Roles
257
APl Keys Detection Method
=
Project Metadata Bug Bounty
Triage Approval Workflow Cloud Infrastructure Analysis
)3:)3 Manual Entry Config Component Analysis
Triage Assistant Container Analysis

Polaris Assist (Beta) Database Analysis

IS Dynamic Analysis
Tags ) .
Hybrid Analysis
License
IaC Analysis

Server Logs
Interactive Analysis

Network Analysis
Static Analysis
Threat Model
Unknown

Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

2. Click the Add Allowed Tool button.
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Add Allowed Tool

Allowed Tool

3. Enter the name of the tool.
4. Click Save.

Deleting an Allowed Tool

To delete an allowed tool:

1. Click the Settings icon from the navigation bar and select Manual Entry Config from the left menu.
© BLACKDUCK SOFTWARE RISK MANAGER

Settings » Manual Entry Config

e
888
888

e Detection Methods
Use this section to define which Detection Methods can be used in the Findings > Add Results modal

@ User Groups
+ Add Detection Method
Roles
B
APl Keys Detection Method
|22
Project Metadata Bug Bounty
[ ]
(=] Triage Approval Workflow Cloud Infrastructure Analysis
?B:J' Manual Entry Config Component Analysis
Triage Assistant Container Analysis

Polaris Assist (Beta) Database Analysis

Add-In Tool
ook Dynamic Analysis

Tags
Hybrid Analysis

License
1aC Analysis

Server Logs
Interactive Analysis
Network Analysis
Static Analysis
Threat Model

Unknown

Web Application Firewall Analysis

Allowed Tools
Use this section to specify which Allowed Tools can be used in the Findings > Add Results modal

+ Add Allowed Tool

Allowed Tool

2. Click the dropdown configuration icon to the right of the allowed tool and select Delete.

Delete

This opens the Delete Allowed Tool window.

54 « Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide  Configuring Software Risk Manager

Delete Allowed Tool: a

Are you sure you want to delete a?

3. Click Delete to confirm.

Triage Assistant

If machine learning is enabled, Software Risk Manager is capable of automatically (re)training a prediction
model so that it does not have to be done manually. The ML Service Management section will automatically
transition from an Idle state to a Working state when Software Risk Manager automatically initiates a
training session. Whether automatic updates of the prediction model occur at all, and the time at which they
occur, are configurable through the SRM props file (see the Install Guide for more information.)

Click the Settings icon in the navigation bar and select Machine Learning (ML) Control Panel from the top
menu to open the Machine Learning Control Panel page.

63 BLACKDUCK SOFTWARE RISK MANAGER

ago
888
888

Settings » Triage Assistant

ﬁt La=e Configure Machine Learning for Predicted Status
@ User Groups @ ML Service Management
Training succeeded on 10/28/2024 at 7:45:25 PM

@‘? Roles Training took 18 sec
22

(=== 2 B Identify projects that may be outliers for the predicted status
g Triage Approval Workflow
@3 Manual Entry Config

Project

Triage Assistant
Polaris Assist (Beta)

Add-In Tools

There are two parts to the Machine Learning Control Panel:

» Configure Machine Learning for Predicted Status. This part involves switching on the service
management and retraining the prediction model.

» ldentify projects that may be outliers for the predicted status. This part involves adding exclusions.

Configuring Machine Learning for Predicted Status

Machine learning configuration allows admins to manually trigger the training of the prediction model.

To make use of machine learning, Software Risk Manager requires that at least 100 findings have been
actively triaged. These triaged finding can come from multiple projects. If you have not met this requirement,
then you will be presented with a statement detailing how many findings you have actively triaged and a
statement detailing the minimum requirements.

The ML Service Management section of the control panel transitions back and forth between two states.
The first is an Idle state, which means that Software Risk Manager is not currently training a prediction
model. The second is a Working state, which means that Software Risk Manager is currently training a
prediction model. If the section is in an Idle state, then either a Build Prediction Model button or an Update
Prediction Model button will be present. Specifically, the Build Prediction Model button will be present if a
prediction model has not been trained, and the Update Prediction Model button will be present if a prediction
model has been trained.
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Configure Machine Learning for Predicted Status

@ ML Service Management

Training succeeded on 5/9/2023 at 7:45:41 PM
Training took 28 sec

Retrain Prediction Model

When ML Service Management is off, Software Risk Manager will begin training a prediction model when
the Retrain Prediction Model button is clicked. This will transition the section into a On state.

Once training has completed, the section will transition back to an Idle state and will present the user with
when the last training session completed, how long it took, and whether or not it succeeded.

Managing Exclusions

The Excluded Projects section allows admins to configure which projects should not be considered when
Software Risk Manager trains a prediction model. All excluded projects are listed.

Viewing Existing Exclusions

To view an existing exclusion:

1. Click the Settings icon in the navigation bar and select Machine Learning (ML) Control Panel from the
top menu.

3 BLACKDUCK' SOFTWARE RISK MANAGER

;0 Settings » Triage Assistant

o
B0 Lz Configure Machine Learning for Predicted Status
© User Groups m ML Service Management
Training succeeded on 10/28/2024 at 7:45:25 PM
E? Roles Training took 18 sec
APl Keys Retrain Prediction Model

22

Ririscibis tact Identify projects that may be outliers for the predicted status
=
—= Triage Approval Workflow + Add Exclusion
fé\] Manual Entry Config

Project

Triage Assistant
Polaris Assist (Beta)

Add-InTools

2. Use the search field to search by name or click the column header to re-sort the list.

Adding an Exclusion

Adding exclusions will exclude the selected project from prediction models that Software Risk Manager
trains.

To add an exclusion:

1. Click the Settings icon in the navigation bar and select Machine Learning (ML) Control Panel from the
top menu.

56 « Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide  Configuring Software Risk Manager

65 BLACKDUCK SOFTWARE RISK MANAGER
2l Settings » Triage Assistant

E03 == Configure Machine Learning for Predicted Status
@ User Groups @ ML Service Management
Training succeeded on 10/28/2024 at 7:45:25 PM
@‘? Roles Training took 18 sec
22
Rici== s tac et Identify projects that may be outliers for the predicted status
=
= Triage Approval Workflow Q, Search by name
33:8 Manual Entry Config Project
Triage Assistant
Polaris Assist (Beta)
Add-In Tools
2. Click Add Exclusion.
Add Exclusion
Q Search by name X
] Docker Files
] Web Source
Add Exclusion

3. Select from the list of exclusions or use the search field to search by name.
4. Click Add Exclusion.

Removing an Exclusion

You can also choose to re-include an excluded project so that it may be considered during training by
removing it.

To remove an exclusion:

1. Click the Settings icon in the navigation bar and select Machine Learning (ML) Control Panel from the
top menu.

€3 BLACKDUCK' SOFTWARE RISK MANAGER
i Settings » Triage Assistant

o
B0 Lz Configure Machine Learning for Predicted Status
© User Groups @ ML .Se.rvice Management
Training succeeded on 10/28/2024 at 7:45:25 PM
5‘? Roles Training took 18 sec
APl Keys Retrain Prediction Model
|2
Ririscibis tact Identify projects that may be outliers for the predicted status
=
L

Triage Approval Worlkflow =+ Add Exclusion Q, search by name

el Manual Entry Config Project
Triage Assistant

Polaris Assist (Beta)

Add-InTools

2. Locate the exclusion you want to delete.
You can use search field to search by name or click the column header to re-sort the list.
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Identify projects that may be outliers for the predicted status

Project

Branching (=) Remove

3. Click Remove.

Polaris Assist (Beta)

Use the "Polaris Assist (Beta)" tab on the Settings page to configure and enable Polaris Assist. SRM uses
Azure OpenAl APIs, namely the Chat Completion API, and the Azure OpenAl URL must refer to a service
which exposes this endpoint.

Warning: Polaris Assist generates results created by artificial intelligence (Al) or other automated
technologies. Such results are provided for informational purposes only and should not be relied upon for
any specific purpose without verification of its accuracy or completeness.

SRM will use the model gpt - 40 in its requests, which requires that a model with that name be available in
the provided API.

»y Note: The model gpt - 40 is the default. To change this model, see Polaris Assist in the Install
Guide.

Polaris Assist Settings (Beta) (£ Edit

Manage whether your organization can use Artificial Intelligence (Al) with Polaris Assist.
(Al generated content may be incorrect.)

Azure OpenAl URL

https://srm-lim.openai.azure.com/

API Key

Enable Polaris Assist (Beta)

Enter your Azure OpenAl URL and API Key, then click Test Connection. Use the checkbox to enable Polaris
Assist.

The "Test Connection" button will perform a test request using the configured nodel -i d.

For more information on configuring Polaris Assist and Al Insight, please refer to the Install Guide.

Add-In Tools

An add-in tool is based on a scan request file that you define and register with Software Risk Manager.
A scan request file contains the instructions that the tool service needs to invoke an application security
testing tool on a Kubernetes cluster and ingest its output into Software Risk Manager.

The Add-In Tools section appears when the Tool Orchestration Service is enabled. (See Tool Orchestration
in the Software Risk Manager Install Guide for instructions on how to enable this feature.)
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Click the Settings icon in the navigation bar and select Add-In Tools from the top menu to open the Add-In

tools page.
65 BLACKDUCK SOFTWARE RISK MANAGER
= Settings » Add-In Tools
o
@ User Groups
Tool = Tags @ Default Enabled @
a7 Roles
N Checkmarx 10 Cm
= AT ErrCheck 1
=3 Triage Approval Workflow Go Vet 1
ol Manual Entry Config Golint 1
Triage Assistant GoSec 1 am
Polaris Assist (Beta) Ineffassign 1
Add-InTools Security Code Scan 1
123 Staticcheck 1
License o _
SorvorLogs 2:::;;?:; \boer;liied;-m Tool name to see how the 1
ZAP 0
ZAP API 0

The Add-In Tools page allows you to manage the list of application security testing tools that can run on
your cluster.

Add-In tools must be enabled on a per-project basis, and a registered tool starts in a disabled state. See the
Customize Add-In Tools section to learn how to enable a tool for a specific project. You can also use the
Default enabled toggle to enable a tool for every project, excluding those where it was explicitly disabled.
Avoid enabling tools by default when they include project-based settings.

Some add-in tools, such as DAST tools, do not require an analysis input. Software Risk Manager will offer
to run them with each new analysis. Others require an input file, and Software Risk Manager will scan a
file to build a list of tags describing its contents. Tool registration data lets Software Risk Manager select
appropriate add-in tools to run.

The Matched Tags section lets you associate content tags with an add-in tool. Select the Tag type and
specify the associated criteria for the content tag. For Language, Runtime, and Meta, select from the options
in the dropdown menu. For Extensions, specify any number of extensions to associate with the add-in tool
as either a comma or space-delimited list (e.g., zi p, nsi, pkg orjustzi p). Click Add Tag to link a tool
with a content type.

The Language and Runtime tags are detected based on the presence of files with the appropriate extension
for the language or runtime. The Meta tags are based on the presence of other files:

* OpenSSL. An openssl v. h file
* NuGet Manifest. Any . nuspec file
e npm Package. A package. j son file

 .NET Core, Framework, Standard. Any . csproj or. vbproj file (contents are inspected to determine
framework type)

Viewing Existing Add-In Tools

To view existing add-in tools, click the Settings icon in the navigation bar and select Add-In Tools from the
left menu.

Software Risk Manager Documentation (v2025.9.4) « 59



Software Risk Manager User Guide » Configuring Software Risk Manager

65 BLACKDUCK SOFTWARE RISK MANAGER
i Settings » Add-In Tools
@ User Groups
Tool = Tags @ Default Enabled @
= Roles
R Checkmarx 10 CE
= P, ErrCheck 1 aD
S Triage Approval Workflow Go Vet 1 @
] Manual Entry Config Golint 1
Triage Assistant GoSec 1 CE
Polaris Assist (Beta) Ineffassign 1 (@0
Addinock Security Code Scan 1 @
123 Staticcheck 1
License o )
SomerLogs 2’:;:::,:,?:; Lzr;lgaced;-mTool name to see how the 1 @
ZAP 0 (@ orr )
ZAP API 0

This list shows all the existing add-in tools along with information about how many tags have been assigned
and whether the tool has been enabled.

Creating a New Add-In Tool

The Create New Tool feature allows you to add a tool registration.

To create an new add-in tool:

1. Click the Settings icon in the navigation bar and select Add-In Tools from the left menu.

63 BLACKDUCK SOFTWARE RISK MANAGER
il Settings » Add-In Tools
£04 Users
© User Groups
Tool Tags @ Default Enabled ®
o) Roles
Checkmarx 10 ( ': :9
API Keys
=
Project Metadata ERCHeCy i an
=
= Triage Approval Workflow Go Vet 1 (@ o]
3 Manual Entry Config Golint 1 (@0 ]
Triage Assistant GoSec 1 CE
Polaris Assist (Beta) M=t 1 (@0rr)
Add-In Tool:
n fools Security Code Scan 1 CE
Tags
Staticcheck 1 D
License
This s a really long Add-in Tool name to see how the
Server Logs text wrapping behaves. 1 CE
zap 0 aD
ZAP API 0 D

2. Click Create New Tool.
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New Tool &
Matched Tags
Tagtype | Source Code N No content tags have been assigned to this tool. It will be ran
as adynamic tool, which can run on any project regardless of
Language = Ada s inputs (if properly configured for that project.)
TOML Spec
concet [

Select a tag type and language from the dropdown list.
4, Add atag.

Enter a TOML Spec in the blank field.
The TOML Spec includes the scan request file content that defines an add-in tool. (See the Scan
Request File section to learn more about scan request files.)

6. Click Done.

Configuring an Add-In Tool

To configure an add-in tool:

1. Click the Settings icon in the navigation bar and select Add-In Tools from the left menu.
& BLACKDUCK SOFTWARE RISK MANAGER

= Settings » Add-In Tools
E03 Users
© User Groups
Tool Tags ® Default Enabled ®
5 Roles
& Checkmarx 10 Cm
API Keys
2
Project Metadata ey 1 an
=
=] Triage Approval Workflow Go Vet 1 D
3 Manual Entry Config Golint 1 D
Triage Assistant GoSec 1 Cm
Polaris Assist (Beta) Trfean i (@ or- )
Add-In Tool
n fools Security Code Scan 1 CE
Tags
Staticcheck 1 (@0rr )
License
This is a really long Add-in Tool name to see how the
Server Logs text wrapping behaves. 1 D
P 0 (@ orr)
ZAP API 0 (@ oF ]

2. Click the tool's dropdown configuration icon.

Software Risk Manager Documentation (v2025.9.4) « 61



Software Risk Manager User Guide » Configuring Software Risk Manager

ZAP

Matched Tags

-

No content tags have been assigned to this tool. It will be ran

Tagtype | Source Code
as a dynamic tool, which can run on any project regardless of

Language = Ada s inputs (if properly configured for that project.)
TOML Spec

# This Add-in Tool allows you to specify one or more workflow secrets for application login
# credentials by specifying a username and password field for each one.
#

{context]
target = "" # the URL where the scan starts
[scanOptions]
2 runactivescan = false # the decision to run an active scan (when true)
11 [reportoptions]
12 minRiskThreshold = 0 # the minimum risk code for ZAP report findings
13 mincConfThreshold = 0 # the minimum confidence for ZAP report findings
12
15 [authentication]
16 = "none” # the authentication type: none, formAuthentication, or scriptAuthen
17 loginIndicatorRegex = " # the regex to to indicate a successful login request
19 # ignored when authentication.type is not 'formAuthentication
20 [formAuthentication]
21 formuRL = ° # the URL of the login form for forms authentication
22 formUsernameFieldName = "* # the login form's username field name
2: formpasswordrieldname = "° # the login form's password fleld name
24 formhntiCrossSiteRequestForgeryFieldName = "° # the anti-XSRF token field name

25 formextraPostData = # the extra data to include with login request
27 # ignored when authentication.type is not 'scriptAuthentication’

28 [scriptAuthentication]
22 authenticationseriptContent = ° # the ZEST script for script authentication

- .. |

3. Make changes as needed.
4. Click Done.

Renaming an Add-In Tool

You can change the tool's name by editing the window title and clicking OK, but you must click Done to save

a tool name change. Tool names must be unique, and bundled add-in tools cannot be renamed.
Assigning Tags to Findings

Tags are part of a project's metadata, which can be configured by users with a "manage" role. (For more
information, see Configuring Project Metadata.)

Click the Settings icon in the navigation bar and select Tags from the left menu to open the Tags page.

6 BLACKDUCK SOFTWARE RISK MANAGER

(20 Settings » Tags

£t Users
+ Add Tag
© User Groups
Tag Name Assignments
E\? Roles
Custom o]
API Keys
(=2 Archive [¢]
Project Metadata
= Purge 0

Triage Approval Workflow
e Manual Entry Config
Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

This page lists all tags (alongside the number of findings to which each tag has been assigned) that can be
assigned to findings.

For more information, see the following topics:
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« Viewing existing tags
e Adding a tag
e Renaming a tag

e Deleting a tag

Viewing Existing Tags
The Tags page shows a list of existing tags and the number of associated assignments.
To view a list of existing tags:

1. Click the Settings icon in the navigation bar and select Tags from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
I Settings » Tags
@ User Groups
Tag Name Assignments
o Roles
E‘-” Custom 0o
API Keys
2 Archive 0
Project Metadata
= Purge 0

Triage Approval Workflow

o
&

Manual Entry Config
Triage Assistant
Polaris Assist (Beta)
Add-In Tools

Tags

License

Server Logs

2. Click the column headers to re-sort the list.

Adding a Tag
To add a tag:

1. Click the Settings icon in the navigation bar and select Tags from the left menu.
6 BLACKDUCK

SOFTWARE RISK MANAGER

(-l Settings » Tags

Eo 2 Users

+ Add Tag
@ User Groups

Tag Name Assignments
E‘? Rales

Custom 0

APl Keys

|2 Archive 0

ProjectMetadata
Triage Approval Workflow
3 Manual Entry Config
Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

Purge

0

2. Click Add Tag.
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Add Tag

Tag
I

3. Enter a name for the tag.
4. Click Save.

Renaming a Tag

Note: If you attempt to rename a tag to a name that already belongs to a tag that has been assigned
to at least one finding, then you will be prompted with a dialog asking you to confirm the operation.
If you confirm the operation, then the tag will be renamed, and the finding assignments between the
involved tags will be merged. Note that the number of assignments is not necessarily equal to the
sum of the finding assignments between tags once they have been merged, as it is possible for tags
to have overlapping finding assignments. If you do not confirm the operation, then the operation will
be cancelled.

To rename a tag:

1. Click the Settings icon in the navigation bar and select Tags from the left menu.
6 BLACKDUCK SOFTWARE RISK MANAGER

Settings » Tags

o
E0 3 Users
+ Add Tag
© User Groups
Tag Name Assignments
E‘? Rales
Custom 0
APl Keys
|2 Archive 0
Project Metadata
=
=] Triage Approval Workflow Purge 0
83 Manual Entry Config

Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

2. Click the dropdown configuration icon to the right of the tag name and select Rename.

Assignments

0

Rename
0
Delete

This opens the Rename Tag window.

Rename Tag: z

Tag

z

Enter a new name for the tag.
4. Click Save.
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Deleting a Tag

Note: If you attempt to delete a tag which has been assigned to at least one finding, then you will be
prompted with a dialog asking you to confirm the operation. If you confirm the operation, then the tag
will be deleted and, as a consequence, the tag will be unassigned from all findings to which the tag
had been assigned. If you do not confirm the operation, the operation will be cancelled.

To delete a tag:

1. Click the Settings icon in the navigation bar and select Tags from the left menu.

6 BLACKDUCK SOFTWARE RISK MANAGER
Settings » Tags
-
© User Groups
Tag Name Assignments
o Rales
& Custom 0
APl Keys
|2 Archive 0
Project Metadata
= Triage Approval Workflow Purge 0
83 Manual Entry Config

Triage Assistant

Polaris Assist (Beta)

Add-In Tools

Tags

License

Server Logs

2. Click the dropdown configuration icon to select Delete.

Assignments

0

Rename
0
Delete

This opens the Delete Tag window.

Delete Tag: dd

Avre you sure you want to delete dd? This will delete the tag and it will be

removed from anything to which it was assigned.

3. Click Delete to confirm.

Server Logs

The Server Logs page displays the contents of the Web App log, which includes details related to analysis
progress, user changes, issue tracker updates, and warnings and errors. The Web App log can be useful in
troubleshooting issues within Software Risk Manager as well as providing context when creating a support
ticket.

Click the Settings icon in the navigation bar and select Server Logs from the top menu to open the Server
Logs page.
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88
888

Settings » Server Logs

35t Users
© User Groups
‘Web App Log
o Roles 25 at io.netty.channel.nio. ioChannel iounsafe.fini ( Channel.java:339)
28] at io.netty.channel.nio.Ni . (NioEventLoop. java: 176)
2 at io.netty.channel.nio.Ni imized(NioEventL java:724)
APl Keys 82 at io.netty.channel.nio. NiGEVentLoop.processselectedKeys (NOEVentLoop. java:650)
| 29 at io.netty.channel.nio.NicEventLoop.run(NioEventLoop.java:562)
Project Metadata 83 at io.metty.util.concurrent.Sing: .run({Singl «Jjava:994)
at io.netty.util.internal. run(Th java:74)
= at io.metty.util.concurrent.FastThreadLocalRunnable.run(FastThreadlocalRunnable.java:30)
(=] Triage Approval Workflow at java.base/java.lang.Thread.run(Unknown Source)
2024-10-22 16:12:39.874 [ tor.default-di 7] com.avi.codedx.g.am - Job 6648a00d-d05f-479a-aa3l-db87el345dee [Issue Tracker Sync for Project
" 2024-10-22 16:12:39.915 [ i tor.default-di 7] com.avi.codedx.g.am - Starting job 6648a00d-d05f-479a-aa3l-dbg7el3d5dee [Issue Tracker Sync fc
3 Manual Entry Config 2024-10-22 16:12:40.068 | 3] com.avi.codedx.d - T will run for Project(3,WebGoat-§.0.1 (partial)) to sync 3 issues
2024-10-22 16:12:41.159 [ i tor.default-di 10] com.avi.codedx.g.am - Job -479a-aa3l-dbsTel345dee [Issue Tracker Sync for Projec

2024-10-22 16:20:00.596 [io-compute-1] com.avi. ai - version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguratiom, or the tc
2024-10-22 16:30:01.623 [io-compute-1] com.avi.c i - version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguration, or the tc
2024-10-22 16:40:02.747 [http-nio-8080-exec-4] c.avi.codedx.web.authentication.a.d - SAML authentication was either incomplete or missing, skipping

2024-10-22 16:40:02.748 [http-nio-8080-exec-4] c.avi.codedx.web.authentication.a.d - Kerberos authentication was either incomplete or missing, skipping

Triage Assistant

Polaris Assist (Beta)

2024-10-22 16:40:03.202 [i0-Compute-3] com.avi.codedx.d.e.i.n.ai - version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguration, or the te
2024-10-22 16:40:09.842 [http-nio-8080-exec-1] com.avi.codedx.c.d.a.b - User {admin) logged in
Add-In Tools 2024-10-22 16:50:04.599 [io-compute-1] com.avi.codedx.d.e.i.n.ai - version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguration, or the te
2024-10-22 17:00:06.797 [io-compute-1] com.avi.codedx.d.e.i.n.ai - Version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguration, or the te
2024-10-22 17:00:15.440 [http-nio-8080-exec-3] net.liftweb.nttp.LiftRules - Unmapped Lift-like parameter seen in request [/lift/comet/12585688574/F1568645164433PCVSBO/F156
Tags 2024-10-22 17:04:29.162 [http-nio-8080-exec-3] com.avi.codedx.c.d.a.b - User {admin) logged in
2024-10-22 17:10:08.840 [io0-Compute-0] com.avi.codedx.d.e.i.n.ai - version '2024.3.0' of Coverity is not available. This may be the result of a misconfiguration, or the te
2024-10-22 17:12:39.774 | 1 tor.default-di 10] com.avi.codedx.q.am - Job fd507ddf-cl4d-453a-8c25-4c5b70416462 [Issue Tracker Sync for Projec
License 2024-10-22 17:12:39.776 [ tor.default-di 10] com.avi.codedx.g.am - Starting job fd507ddf-cl4d-453a-8c25-4c5b70416462 [Issue Tracker Sync t
2024-10-22 17:12:39.788 | 1 com.avi.codedx.d - will run for Froject(3,webGost=6.0.1 (partial)) to sync 3 issues
2024-10-22 17:12:40.634 | tor.default-di 1 am - Job fd507ddf-cl4d-453a-8c25-4c5b70416462 [Issue Tracker sync for Projec
Server Logs 2024-10-22 17:20:09.083 [io-compute-0] com.avi.codedx.d.e.i.n.ai - version ' v nf Coverity is not available. This may be the result of a misconfiguration, or the tc

2024210222 17:30:09.332 | 1 com.avi.codedx.d.o.i.n.ai - Version '2024.3.0' of Coverity is not available. This may bo the result of a misconfiguration, or the tc

Software Risk Manager maintains additional log files that provide detailed information about runtime
operations for various other tools bundled with Software Risk Manager. These files are located in the | og-
fil es folder in the Software Risk Manager appdat a directory.

(For more information about the appdata directory, see "Understanding the AppData Directory" in the
Software Risk Manager Install Guide.)

Viewing and Downloading the Server Log

To view and download the server log file:

1. Click the settings icon in the navigation bar and select Server Logs from the left menu.
6 BLACKDUCK SOFTWARE RISK MANAGER o o

kil Settings » Server Logs

o
03 Users
© User Groups
‘Web App Log
o Roles 25 at io.netty.channel.nio. iechannel iounsate. £ind ( Channel.java:33g)
] 26 at ic.netty.channel.nio.Ni . (NioEventL java:776)
2 at ic.netty.channel.nio.Ni imized(NioEventLoop. java:724)
APl Keys 28 at io.netty.channel.ni Ilicqunthup processSelectedKeys (NioEventLoop.java:650)
29 at ic.netty.channel.nio.NioEVentLoop.run(NicEVentLoop.java:se2)
Project Metadata 1 at io.netty.util.concurrent.Sing . run(Singl .java:934)
3 at lo.netty.util.internal. run(Th java:74)
= at io.netty.util.concurrent.FastThreadLocalRunnable.run(FastThreadLocalRunnable.java:30)
= Triage Approval Workflow 3 at java.base/Java.lang.Thread.run(Unknown Source)
4 INFO 2024-10-22 16:12:39.874 [ tor.default-di 7] com.avi.codedx.g.am - Job 6648a00d-d05f-479a-aa31-db87el345dee [Issue Tracker Sync for Project
n 35 INFO 2024-10-22 16:12:39.915 [ i tor. default-di 7] com.avi.codedx.g.am - starting job 6648a00d-d05f-479a-aa3l-dbs7ell45dee [Issue Tracker sync Ic
a3 Manual Entry Config i INFO 2024-10-22 16:12:40.068 [ 3] com.avi.codedx.d -1 will run fnr Project (3,WebGoat-6.0.1 (partial)) to sync 3 issues
37 INFO  2024-10-22 16:12:41.159 [ i ‘tor. default-di 10] com.avi.cod: .am - Job -479a-aa3l-dbe7elidsdee [Issue Tracker Sync for Projec

) . i WARN 2024-10-22 16:20:00.596 [io-compute-1] com.avi.codedx.d.e.i.n.ai - Version '2024.3.0° of Cnvqrn:y is not available. This may be the result of a misconfiguration, or the tc
Triage Assistant 39 WARN 2024-10-22 16:30:01.623 [lo-compute-1] com.avi.codedx.d.e.i.n.al - Version '2024.3.0° of Coverity is not available. This may be the result of a misconfiguration, or the tc

40 INFO 2024-10-22 16:40:02.747 [http-nio-80B0-exec-4] c.avi.codedx.web.authentication.a.d - SAML authentication was either incomplete or missing, skipping
Polaris Assist (Beta) 4L INFO 2024-10-22 16:40:02.748 [http-nio-8080-exec-] c.avi.codedx.web.authentication.a.d - Kerbercs authentication was either incomplete or missing, skippin
47 WARN 2024-10-22 16:40:03.202 [io-compute-3] com.avi.codedx.d.e.i.n.ai - Version '2024.3.0° of Coverity is not available. This may be the result of a misconfiguration, or the tc
43 INFO 2024-10-22 16:40:09.842 [http-nio-8080-exec-1] com.avi. cededx c.d.a.b - User {admin) logged in
Add-In Tools 44 WARN 2024-10-22 16:50:04.599 [io-compute-1] com.avi.codedx.d.e.i.n.ai - Version '2024.3.0° of Coverity is mot available. This may be the result of a misconfiguration, or the tc
45 WARN 2024-10-22 17:00:06.797 [io-compute-1] Com.avi.codedu.d.e.1.n.al - Version '202¢.5.0° of Coverity is not available. This may be the result of a misconfiguration, or the tc
46 WARN 2024-10-22 17:00:15.440 [http-nio-8080-exec-3] net.liftweb.http.LiftRules - Unmapped Lift-like parameter seen in request [/lift/comet/12585688574/F1568645184433PCVSB0/F156
Tags 47 INFO 2024-10-22 17:04:29.162 [http-nic-8080-exec-9] com.avi.codedx.c.d.a.b - User {admin) logged in
4% WARN 2024-10-22 17:10:08.840 [io-compute-0] com.avi.codedx.d.e.i.n.ai - Version '2024.3.0° of Coverity is mot available. This may be the result of a misconfiguration, or the tc
19 INFO 2024-10-22 17:12:39.774 [ i ‘tor.default-di 10] com.avi.codedx.g.am - Job £d507ddf-cl4d-453a-Bc25-4cSh70416462 [Issue Tracker Sync for Projec
License ) INFO 2024=10-22 17:12:39.776 [ i tor.default-di 10] com.avi.codedx.g.am - Starting job fd507ddf-cl4d=-453a-8c25-4c5b70416462 [Issue Tracker Sync f
INFO 2024-10-22 17:12:39.788 [ 1 com.avi.codedx.d -1 will run for Project(3,WebGoat-6.0.1 (partial)) to Sync 3 issues
INFO 2024-10-22 17:12: i tor.default-di 10] com.avi.codedx.g.am - Job fd507ddf-c14d-453a-Bc25-4c5b70416462 [Issue Tracker Sync for Projec
Server Logs 53 [wmmn 2024-10-22 17:20103.003 [io—campute-0) con.avi.codedr.d.s.i.n.al - Varaion 12020.3.0° of Covarity is not available. This may ba tha masult of a misconfiquretion, or tha to
A WARN _2024-10-22 17:30:09.332 | lcon.avi dx.d.e.i.n.ai - Version '2024.3.0° of Coverity is mot ovailable. This may be the result of a misconfigquration, or the tc

Use the Line Wrapping toggle for easier viewing.
2. Click the Download button and select one of the following options:

e Last WebApp Log. Downloads the most current web app log. The WebApp Log is the most
common server log used for troubleshooting.

« All Logs Zipped. Downloads all of the server logs in one .zip file, including all webapp logs,
ML_Triage logs, and logs with supporting data from analyses.
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The License page provides information pertaining to the current SRM license and includes an option for

upgrading your license.

Click the Settings icon in the navigation bar and select License from the left menu to open the License page.

6 BLACKDUCK

SOFTWARE RISK MANAGER

g2
888

Settings » License

Eod Users
License:
© User Groups
Users: 1in use (No limit)
@? Roles Projects: 4 in use (No limit)
APl Keys Expires: July 14, 2025
= Update License
Project Metadata
f=
= Triage Approval Workflow
] Manual Entry Config

Triage Assistant
Polaris Assist (Beta)
Add-InTools

Tags

License

Server Logs

In addition to the SRM license ID, the following information is also displayed:

¢ Current number of active SRM users.

*  Number of projects.

* License expiration date.

Click Update License to enter a new license key.

Use anew license:

Hardware Id: 27330eca3-20cé-3e78-b33b-44ad71b44f6a

of your license in

Copy the contents

I don't have a license (2

Roles

Roles enable users to interact with SRM in ways permitted by the set of permissions included in their
definition. Role definitions can be viewed, edited, and created on the Roles page.

Software Risk Manager Documentation (v2025.9.4) « 67



Software Risk Manager User Guide » Configuring Software Risk Manager

Click the Settings icon in the navigation bar and select Roles from the left menu to open the Roles page.

6 BLACKDUCK SOFTWARE RISK MANAGER

il Settings » Roles

o
b0 3 Users
Global Roles Q_search Role
© User Groups
Role
Eg" Roles
@ Integrations Admin
API Keys
(2 . @ Api Key Administrator
Project Metadata
= Triage Approval Workflow @ Policy Administrator
& Manual Entry Config @ Project Administrator
Triage Assistant @ Integrations Administrator
Polaris Assist (Beta) @ AP| Key Administrator
Add-In Tools @ Project Viewer
Tags Displaying 1-7 of 7 roles

. Project Roles
License

You can create new custom roles by basing them on existing roles.

Server Logs Custom roles will not update if their base roles are updated.

+ New Custom Role Q_search Role

Role

@ Reader
@ Updater
@ Creator

@ Manager

Displaying 1- dof 4 roles

This page displays both Global Roles and Project Roles. SRM comes preconfigured with a collection of
built-in roles, each of which is denoted by a padlock symbol next to its name.

Built-in roles can only be viewed, while all other roles can be edited, deleted, and replaced. Only custom
project roles can be created.

View Role

A built-in role's name and its set of associated permissions can be viewed on the Roles page.

To view arole's definition:

1. Click the Settings icon in the navigation bar and select Roles from the left menu.

2. Open the context menu for the role and select the View Role option.

View Role

This opens the View Role window.

View Role: ‘Project Creator'

“Name.
roject Creator

Permissions
APIKeys
Create AP keys
Edit AP keys
View APl keys
Delete API keys
Analyses.
Rename analyses for a project
Create new analyses for a project

Archive analysis inputs

Analysis Config

3. Review the role's name and its set of associated permissions.
4. Click Done.
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Edit Role

A custom project role's name and its associated set of permissions can be edited on the Roles page.
To edit a custom project role's definition:
1. Click the Settings icon in the navigation bar and select Roles from the left menu.

2. Open the context menu for the role and select the Edit Role option.

¥

This opens the 'Edit Role' window.

View Role: 'Project Creator'

“Name

Permissions
APIKeys
Create AP keys
Edit AP keys
View APl keys
Delete AP keys

Analyses

3. Review the role's name and set of associated permissions and make changes as necessary.

Note: Role names are unique. An error will be presented in the event that a role's name is
changed to one that already exists.

4. To save the changes made, click Save, otherwise click Cancel to discard them.

Delete Role
Custom project roles can be deleted on the Roles page.
To delete a custom project role:

1. Click the Settings icon in the navigation bar and select Roles from the left menu.

2. Open the context menu for the role and select the Delete Role option.

Edi

This opens the Delete Role window.

Delete Role 'My Custom Role'?

After del

le Role'will

ol

[ [oe |

3. If the role to be deleted has been assigned to users or user groups, a replacement can be selected by
checking the "Reassign all..." checkbox and then selecting a replacement role.

Delete Role 'My Custom Role'?

|

4. To delete the role, click Delete, otherwise click Cancel.

Software Risk Manager Documentation (v2025.9.4) « 69



Software Risk Manager User Guide » Configuring Software Risk Manager

Replace Role Assignments

On the Roles page, users and user groups who have been assigned a role can have their assignment
replaced with a different role.

To reassign users and user groups who have been assigned a role with a different role:
1. Click the Settings icon in the navigation bar and select Roles from the left menu.
2. Open the context menu for the role and select the "Reassign Users and User Groups to Another Role."

Py Note: The "Reassign Users and User Groups to Another Role" context menu option will be
disabled if the role is not assigned to an users or user groups.

This opens the Replace Role window.

Replace Role ‘Manager

Select a replacement role.

4. To reassign users and user groups to the selected replacement role, click Replace, otherwise click
Cancel.

Create Custom Project Roles

Custom project roles can be created on the Roles page.

To create a custom project role:

1. Click the Settings icon in the navigation bar and select Roles from the left menu.

2. Click on the New Custom Role button in the Project Roles section of the Roles page and choose to base
the new role on an existing one or to build the new role from scratch.

From Scratch

This opens the New Custom Role window.

New Custom Role Based on ‘Creator'

This custom role will not update i the base ‘Creator'role is updated.

-----

3. Name the custom role and select any number of permissions.

Note: Role names are unique. An error will be presented in the event that a role is attempted to
be created with a name that already exists.

4. To create the new custom role, click Save, otherwise click Cancel.

For more information on how to assign roles, see the following topics:
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Configuring a User Profile

Configuring User Group Roles

Project Management Overview

Before you can run an analysis on a file, you need to create a project. Once projects are configured, which
includes policy associations, tool configurations, analysis settings, and so on, you can add files for analysis.
SRM analyzes the files in that project and creates findings that can be viewed on the Findings page.

When working with projects, it's important to understand the following terms:

Project. A collection of branches for a target software.

Branch. A unique line of development containing a collection of scans over time. A project contains at
least one branch, and each branch may contain any number of findings.

Analysis. An individual scan, in which any number of tool results are taken into account in order to
create or update findings.

Finding. Information about some part of an application, generally a flaw or vulnerability. Findings are
generated from an analysis, but can also be entered manually.

Tool Result. Information about an application, as reported by a tool; tool results are correlated during
analysis, becoming associated with findings.

Manual Result. Information about an application which is entered into the system manually.

Result. A generic term that includes both tool and manual results.

Project Management Tasks

For more information on Project Management tasks, see the following topics:

Working with Projects

Using Filters to Find Projects
Adding a Project

Working with Nested Projects
Configuring a Project Analysis
Configuring Tools for a Project
Configuring Tool Connectors for a Project
Analyzing Code in a Git Repository
Issue Tracker Configuration
Configuring Project Metadata

Tool Service Configuration
Orchestrated Analysis

Working with Project Branches

Intelligent Orchestration

Working with Projects
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Click the Project icon in the navigation bar to open the Projects page.

Projects

+ Add Project

v Acme (¥ main (default))
#OFindings & No analyses yet
Z Alpha (P Dev (default))

# 1,318 Findings [o]#7][e][0] 2= 1 policy & Last analyzed 7/7/2023 at 11:46:00 AM @ Analysis took 21 sec

Z Group Totals
# 1,318 Findings in this project group  [0]97][0][0]  iLastanalyzed 7/7/2023at 11:46:00AM (O Analysis took 21 sec

Beta (P main (default) )

# OFindings i No analyses yet

Q_Filter projects

Viewing Project Information

The Projects page provides a variety of information and project options, as detailed below.

1. Project name and branch. This includes the project name, child projects, and associated branch. A
paperclip "attachment” icon signifies that the project has linked attachments. (Clicking the icon displays

the Attachments page with its list of attached files.)

Projects

+Add Project

v  Acme main (default)

# OFindings &

Z Alpha (¥ Dev(default))

#1318 Findings  [0][97][@][0] 2= 1policy & Last analyzed 7/7/2023 at 11:46:00 AM © Analysis taok 21 sec

Z Group Totals
4 1,318 Findings in this project group [o]#7][e]0] i Last analyzed 7/7/2023 at 11:46:00 AM @ Analysis took 21 sec

Beta (Pmain (default))

4 OFindings & No analyses yet

Q,Filte

2. Analysis information. Shows the current number of findings, when the last analysis was completed,
and how long the analysis took to complete. Click the Findings link to open the project's Findings page.

Projects

+Add Project

v Acme (¥ main (default) )

# OFindings i No analyses yet

Z Alpha (¥ Dev (default)

# 1,318 Findings ~ [0][97][0][0] 2= 1policy & Last analyzed 7/7/2023 at 11:46:00 AM © Analysis taok 21 sec

Z Group Totals
4 1,318 Findings in this project group [o]#7][e]0] i Last analyzed 7/7/2023 at 11:46:00 AM @ Analysis took 21 sec

Beta (Pmain (default))

4 OFindings & No analyses yet

Q,Filte

3. Policy information. This includes an icon next to the project name to indicate policy violation status,
a tally of how many violations in each status category, and how many policies are associated with this

project.
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Projects

+Add Project

~  Acme (¥ main (default)

4 OFindings 15 analyses yet

E Alpha (¥ Dev (default))

# 1,318 Findings  [0][s7][0][0] 2 1 policy & Last analyzed 7/7/2023at 11:46:00AM (D Analysis took 21 sec

Z Group Totals
# 1,318 Findings in this projectgroup  [0][97][0][0] i Last analyzed 7/7/2023 at 11:46:00 AM (® Analysis took 21 sec

Beta (P main (default) )

#OFindings & No analyses yet

4. Task options. Click the dropdown configuration icon for a list of configuration options.

Projects

~  Acme (¥ main (default) ) @/'

#OFindings  #iNo analyses et

\ 4

% OFindings @ Noanalysesyet B Dashboard

+ New Analysis
Z Alpha (¥ Dev (default)) # Edit Project
+ Create Child Project
#1318Findings  [0][57][0]0] =1 policy i Last analyzed 7/7/2023at 11:46:00 AM (D Analysis took 21 sec = Policy Associations

& Analysis Config

Z Group Totals W Project Metadata

# 1,318 Findings in this project group  [0][%7][0][0]  #Lastanalyzed 7/7/2023at 11:46:00AM  ( Analysis took 21 sec P’ Git Config
¢ lssue Tracker Config
@ User Roles.

Beta (I main (default) ) & Tool Config

@ Tool Connectors
¥ Manage Branches
@ Delete Project

Adding an Attachment to a Project

File attachments can be added to a project from the Projects page or the project's Findings page.
Adding an Attachment from the Projects Page

To add an attachment to a project from the Projects page:

1. Click the Project icon in the navigation bar to open the Projects page.

2. Click the dropdown configuration icon for the desired project and select Attachments.

3. Use "drag-and-drop" to add a file or click Add Attachment.
New files will be displayed in the attachment list, which includes the file name, file size, type, who
attached the file, and when the file was added.

Attachments » Standard

Project Findings ~ Components  Project Dashboard ~ Attachments  Settings v

You may also drag and drop file(s) anywhere on this page.

Search attachmen @
File Name Size Type Attached By Date Added
Description.rtf 2588 rtf admin Feb 20,2024
10 v per page Displaying 1 out of 1 attachments

4. Use the dropdown configuration icon to download or delete an attachment.
You can also click the filename to download the attached file. Or, you can download multiple files by
selecting the file checkbox and clicking Download.
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Adding an Attachment from the Findings Page
To add an attachment to a project from the project's Findings page:
1. Click the Project icon in the navigation bar to open the Projects page.

2. Locate the desired project and click the Findings link.

Project Findings » Standard » (Pmain@efauit))

Project Findings ~ Components  Project Dashboard | Attachments |  Settings v
Show Inputs Last analyzed never O total findings (O types from O results)

Filters (Sl | Findings
All findings ¥ Displaying 0 matching findings | O selected
Q Search Displaying all findings

3. Select Attachments from the upper menu.
New files will be displayed in the attachment list, which includes the file name, file size, type, who
attached the file, and when the file was added.

Attachments » Standard

Project Findings ~ Components  Project Dashboard ~ Attachments  Settings v

You may also drag and drop file(s) anywhere on this page.
@
File Name Size Type Attached By Date Added
Description.rtf 2588 rtf admin Feb 20,2024
10 v per page Displaying 1 out of 1 attachments

4. Use the dropdown configuration icon to download or delete an attachment.
You can also click the filename to download the attached file. Or, you can download multiple files by
selecting the file checkbox and clicking Download.

Project Configuration Options

Clicking the project's dropdown configuration icon provides the following options:

« Dashboard. Opens the project's analysis dashboard.

 New Analysis. Triggers an analysis.

« Edit Project. Opens an edit window where you can change the project name and parent project
association.

e Create Child Project. Opens a window where you can create a new child project and branch
association.

» Policy Associations. Lists current policy associations and provides options to add or delete policy
associations.

« Analysis Config. Opens the configuration window where you can edit configuration settings.
* Project Metadata. Opens a window where you can add metadata to the project.

« Intelligent Orchestration. Allows you to enable or disable Intelligent Orchestration.

» Git Config. Allows you to enter a Git repository URL and assign a branch association.

» Issue tracker Config. Opens the Issue Tracker Configuration window where you can edit or delete
configuration settings.

» User Roles. Lists current users and their assigned roles and provides options to edit roles according to
project.
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e Tool Config. Opens the Tool Configuration page where you can configure appsec tools.
e Tool Connectors. Opens a window where you can add or remove associated tool connectors.
« Configure Tool Service. Opes the Tool Configuration page where you can edit configuration settings.

e View Orchestrated Analyses. Opens the Orchestrated Analyses page where you can view analysis
data.

« Manage Branches. Opens the Manage Branches page where you change branch associations.
e Attachments. Allows you to add attachments (files) to a project.

« Delete Project. Allows you to delete a project.

Using Filters to Find Projects

Filters can make it easier to find a specific project without having to scroll through the entire project list.

Click the Projects icon in the navigation bar to open the Projects page. The Filter field is located at the top of
the page on the right side.

Projects

+ Add Project

A Docker Files (¥ main (default))

% 5,263 Findings [228][20][0][0] =2 policies i Last analyzed 7/16/2023 at 3:46:42 PM @® Analysis took 9 min, 21 sec

%t
@
a8

v Web Source (¥ main(default))

# 5,263 Findings B Last analyzed 7/16/2023 at 5:50:55 PM (@ Analysis took 3 min, 41 sec

&

Data Subset (¥ main (default))

W Standard Field: Option 1

4 OFindings i No analyses yet

Group Totals

# 5,263 Findings in this project group i Last analyzed 7/16/2023 at 5:50:55 PM @ Analysis took 3 min, 41 sec

If the project includes metadata, advanced filters are available by clicking the filter icon next to the Add
Project button.

Filtering Projects
To filter the project list:

1. Click the Projects icon in the navigation bar to open the Projects page.

Projects

E + Add Project

A Docker Files (¥ main (default))

# 5,263 Findings [248][20][][0] =72 policies 8 Last analyzed 7/16/2023 at 3:46:42 PM (@ Analysis took 9 min, 21 sec

v Web Source (Fmain (default))

4 5263 Findings B Last analyzed 7/16/2023 at 5:50:55 PM @ Analysis took 3 min, 41 sec

& 0 B @ E

Data Subset (¥ main (default])

@ Standard Field: Option 1

4 OFindings B No analyses yet

Group Totals

# 5,263 Findings in this project group i Last analyzed 7/16/2023 at 5:50:55 PM @ Analysis took 3min, 41 sec

2. Enter a search term in the filter projects field and the list will filter automatically.
Use the "x" to clear the search field.
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3. (For projects including metadata) Click the Filter icon to open the advanced filter options.

88
888

Projects

Advanced Filter
Standard Field

Type 1

& 0 B @ kb

Type2

4. Enter search terms in the relevant metadata fields.

The list will sort automatically. Clicking the Filter icon again will close the filter window.

Adding a Project
Before you can run an analysis, you need to create a project.
To add a project:

1. Click the Projects icon in navigation bar to open the Projects page.

Projects

+Add Project

v Acme (¥ main (default) )

# OFindings i No analyses yet

Z Alpha (¥ Dev(default))

#1318 Findings  [0][97][@][0] 2= 1policy & Last analyzed 7/7/2023 at 11:46:00 AM © Analysis taok 21 sec

Z Group Totals
4 1,318 Findings in this project group [o]#7][e]0] i Last analyzed 7/7/2023 at 11:46:00 AM @ Analysis took 21 sec

Beta (Pmain (default))

4 OFindings & No analyses yet

2. Click Add Project.

Create Project

Project Name

Default Branch Name

main

3. Enter a unique project name.

4. Select or enter the default branch.
For more information on project branches, see Project Branches below.

5. Click Save.
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Project Branches

A Branch is a unique line of development containing a collection of scans over time. Each project contains
at least one branch.

New branches can only be created by running an analysis. When creating a new branch for an analysis, a
parent branch needs to be chosen. Conceptually, this represents the development line that this new branch
was forked from. The new branch will be created by cloning the Findings and Results from the chosen
parent branch, and then running the new analysis. The newly created branch will have the same contents as
if the analysis had been run on the parent branch. However, since this is a new branch, the parent branch
will be left untouched, and thus the two branches will be able to be tracked independently of each other over
time.

The Branch Management page is used to manage the branches for a project and is accessible by users with
the manage role.

Click the Projects icon in the navigation bar, then click the project's dropdown configuration icon and select
Manage Branches.

Projects » Branching » Manage Branches

Jump to default branch (burp2-renamed2)
» main-renamed 2
lobsters
» Arachni
Veracode-renamed again

Rename Branch
Set As Default Branch

Delete Branch

From the Manage Branches page, you can view all branch hierarchies for a project as well as rename
and delete individual branches. To navigate to a project's Branch Management page, click the project's
dropdown configuration icon and select Manage Branches.

When viewing the finding and result information for a branch, a contextualized view of that information
is given. Some information is shared globally across all branches containing the finding, while other
information may differ based on the branch.

Globally shared finding information will be visible on every branch where that finding is present and will not
change based on which branch is being viewed.

Information that is global includes the following:

» Comments added to findings by the user

* Issue Tracker Associations

e Tags

Contextual information will be tailored to the selected branch. Contextual information includes the following:

* Finding Status. Each branch includes a finding status, which includes "new," "existing," and "gone."
» Severity Override. Each branch has its own severity override for each finding.

» Associated Results. Different results may be present on each branch, depending on the analyses
performed.

* Location. Note that line numbers may differ between branches.

* Source Code. Source code mapping will be based on the latest copy of source code uploaded for the
branch.
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The Activity Stream will be tailored for the branch that is being viewed and will include the global information
as well as the contextual information (listed above) that is relevant to the branch. Contextual information

is inherited from the parent branch at the time the branch is created. After the analysis for a new branch
begins, any changes to the parent branch will diverge from the new branch and will not be visible in the child
branch.

Project Groups

Projects may be repositioned in a hierarchy, where one project may become the parent (or group)
containing another project.

Once you move one or more projects into a parent project, the parent project can be considered as a
"project group." The Projects page displays project groups as a summary of all findings for all projects in that
group, including the group project itself.

Note: A project group is still a project, and can still have findings of its own. The summary of
findings specific to the parent project will appear above the child projects when you expand the
group. There is no inherent limit to how deeply-nested projects can be. A child project can have its
own child projects, and so on.

Configuring a Project Analysis

Before files can be analyzed, the project needs to be configured for an analysis. Configuration settings
include auto-archiving, hybrid analysis, rule set associations, and so forth.

To configure a project analysis:
1. Click the Project icon in the navigation bar to open the Projects page.
2. Select a project and click the project's dropdown configuration icon and select Analysis Config.

3. Refer to the information below to complete each section.
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Edit My Project Analysis Configuration

Archive [change status to gone) findings not seen in subsequent tool inputs from the same tool

Allow gone findings to return
[ Reopen resolved findings when updated
Correlation Options

[ Prevent tool result correlation  for all detection methods +

[ Enable hybrid analysis (causes longer analysis times)

Correlate component results by vulnerability, component identifier,and type » @

Rule Set Associations

) Don't use any Rules

@® SRMRules®

+ Add

Input Content Exclusion Rules

<+ Add Rule

For entries matching... Do the following...

Include

Input Content Identification Rules

=+ Add Rule

For entries matching... Do the following...

Best Guess (auto)

Schedule Analyses

[ Automatically run an analysis

Analysis Configuration Options

Select general configuration options. General configuration includes the following settings:

Archive (change status to gone) findings not seen in subsequent tool inputs from the same tool
As files are analyzed with Software Risk Manager, each one is remembered as an analysis input. As
more and more analyses are performed, the number of analysis inputs can become very large. The
Auto-Archival setting controls how old analysis inputs are handled.

By default, auto-archival is enabled. As new inputs are analyzed, old inputs of the same type will be

archived. For example, two analyses are performed in series on a project, both supplying a SpotBugs
results file. In this scenario, the SpotBugs results file provided for the second analysis is perceived as
"newer," so it will replace the SpotBugs results from the first analysis. The analysis input for SpotBugs
results in the first analysis will be archived. Any findings that were present in the first file but not the
second will have their statuses changed to Gone as a part of this process.

With auto-archival disabled, the two SpotBugs result files will both remain present. This can be useful
if you wish to provide one SpotBugs results file for a part of your application, but a different SpotBugs
results file for a different part of your application. Both files may be analyzed without interfering with
each other. However, keep in mind that without manual management of the analysis inputs, inputs will
begin to pile up, potentially degrading the performance of filters and other interactions. Note: You can
manually archive old inputs from the Analysis Inputs List.
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Allow gone findings to be reopened

If the Allow gone findings to be reopened option is checked, then findings will be reused and have their
status set to Reopened if they reappear later at the same location. With this option disabled, a new
finding will be created instead.

Reopen resolved findings when updated

If the Reopen resolved findings when updated option is checked, then findings set to a resolved status
(i.e., Ignored, False Positive, Fixed, Mitigated) will have their status changed to Reopened if new data
is brought in from a tool (not matching previously seen data). Findings set to Fixed will be changed to
Reopened if reported, regardless of if the data is new or not (since this signals that the issue has not
been fixed).

Analysis Correlation Options

The correlation options are as follows:

Prevent tool result correlation

If the Prevent tool result correlation option is checked, then multiple tool results will not be added to a
finding. This will give you a separate finding for every issue reported by a tool. Tool results will still be
associated with rules according to the selected Rule Set; however, when multiple instances of the same
issue occur at the same location, they will not be merged.

Enable hybrid analysis (causes longer analysis times)

If the Enable hybrid analysis option is checked, then additional steps will be performed during analysis
to enable hybrid analysis. If you upload files that have Java Source or Java Binary files in them,
Software Risk Manager will analyze the structure of these files (gathering information about their classes
and methods), which will later be used to perform hybrid correlation. Note that this extra analysis is time-
consuming; the larger the project, the longer the analysis. Because of this, the Enable hybrid analysis
option is unchecked by default.

Correlate component results by [mode]

Correlation Options
Prevent tool result correlation

Enable hybrid analysis (causes longer analysis times)

Correlate component results by| vulnerability, component identifier, and type = (&

vulnerability, component name and version, a...

wvulnerability, component identifier, and type

component identifier and type

wvulnerability and type

Modes control how Software Component Analysis (SCA) tool results are correlated to findings (for more
information, see Understanding Component Correlation). The options are as follows:

¢ vulnerability, component name/version, and type
« vulnerability, component identifier, and type

e component identifier and type

e component name/version and type

¢ vulnerability and type

Exclude host when correlating infrastructure security-related findings

If the Exclude host option is checked, then host information will be excluded from the correlation criteria
when processing security-related findings. This will produce one finding with tool results from all hosts
for each applicable rule. When this option is not checked, one finding will be produced for each host for
each applicable rule.
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Rule Set Associations

The Rule Set Associations section allows you to select the Rule Set that will be used to correlate similar tool
results into Findings.

Three options are available:
e Don't use any rules

* SRMrules

* Clone of SRM rules

By default, new projects will use the built-in "Software Risk Manager Rules" set. The "Don't use any Rules"
option is available if you don't want tool results to be mapped to rules. More information on Rule Sets can be
found in the Rule Sets section of this guide.

Users with the admi n role can use this section to manage Rule Sets by creating, cloning, or deleting them.
Click the dropdown configuration icon to open, copy, or delete the Rule Set.
Adding a Rule Set using the Add button will initialize a blank Rule Set.

A cloned Rule Set will be initialized as a copy of the "parent" set. This can be useful if you want one project
to use mostly the same correlation logic, but with a few alterations from another project. Note that the
default Software Risk Manager Rules set is read-only.

To make modifications to a rule set, you need to create a clone first. Click the dropdown configuration icon
and select Copy to create a clone, then make modifications to the clone.

To view or modify an existing Rule Set, click the dropdown configuration icon and select Open.

Reminder: When making changes in the Analysis Configuration window, make sure to click OK to save any
changes.

Reminder 2: Since a project's configured Rule Set determines the manner in which results are correlated,
changing that configuration necessitates an update of the correlation. This happens when the configured
Rule Set for a project is modified in any way, or if the Analysis Configuration is changed to use a different
Rule Set. When this happens, the Findings page will display a natification prompting users to do so.

Host Scope Associations

Note: This section is only applicable to Software Risk Manager users with the InfraSec add-on.

Host Scopes are sets of projects that share host information with each other. They allow the Host
Normalization process to determine which hosts are actually the same hosts within a Host Scope. Selecting
any of the Host Scopes in the associations list will associate the current project with that Host Scope, which
implies that the current project's host information belongs to the selected Host Scope. Click the Manage
Host Scopes link to open the Hosts page.

Host Scope Associations

® Global
O Standard

Manage Host Scopes (3

Input Content Rules

When a zip-like file (e.g. Zip, Jar, War, etc) is uploaded to a Software Risk Manager project, that project's
Input Content Exclusion Rules and Input Content Identification Rules determine how entries in that zip file
(and possibly entries in other zip-like files nested within the main zip file) will be treated by bundled tools
using that file as input.

Exclusion Rules determine which zip entries will be ignored by bundled tools.
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Identification Rules determine the perceived source of the zip entries, as either "library code" or "custom
code" (third-party or first-party, respectively). Many tools will only be interested in custom code, and others
(like component analysis tools) will only be interested in library code.

Proper configuration of these rules can drastically reduce the number of unwanted findings, for example, by
avoiding analyzing files from a third-party library whose code you cannot directly modify.

By default, all entries in a zip-like file will be included, and their role (library code or custom code) will be
automatically guessed by Software Risk Manager.

Input Content Exclusion Rules
+ Add Rule

For entries matching... Do the following...

Include -

Input Content Identification Rules

E

Rule

For entries matching... Do the following...

Best Guess (auto) -

The two Input Content Rule sections in the Analysis Configuration window share a common format. Each
row represents a rule, where files matching that rule's pattern will be subject to the decision chosen from
its respective dropdown menu. Later rules (further down the list) take precedence over earlier rules. The
first rule will always use ** as its pattern, since it is the fallback for all zip entries. Its pattern may not be
changed, but its decision may be changed. The patterns must be Glob Patterns, e.g., **. j ava matches
any . j ava file in any folder. Patterns should use forward slashes (/ ) to denote directories instead of
backslashes (\ ), even on Windows.

The / button at the right of the pattern input can be clicked to add a nested pattern that will apply to files
nested in a zip-like file matched by the first pattern. For example, in a project where a . war file is typically
uploaded, you could configure a pattern to match a particular . j ar file inside that . war file, then click the

/ button to configure a pattern to match certain . cl ass files inside that particular . j ar . To undo adding a
nested pattern, mouse over the > icon to the left of its text input. The icon will become a delete button, which
can be clicked to remove the nested pattern.

To remove an entire rule, click the (-) icon to the right of the rule.

Input Content Exclusion Rules

Exclusion rules can be used to allow tools to completely ignore certain entries in an uploaded zip file. A
typical use-case for this is to avoid analyzing test files. For example, entering src/test/java/ **. j ava
and selecting "Exclude" will exclude all . j ava files in any subdirectory of the src/t est/j ava directory
in the main zip file. (Note that since there is no leading * * before sr c, it will only match if the sr ¢ folder
is at the "top level" of the zip. For example, the pattern won't match a file like ot her/ src/ test/j ava/
Foo. j ava, but it will match a file like src/ t est/j aval/ Foo. j ava.)

Input Content Identification Rules

Identification rules can be used to direct the attention of bundled tools to the correct sections of an uploaded
zip file. For example, many projects will contain a mix of first- and third-party code, and without insider
knowledge, there generally isn't a way for Software Risk Manager to know which is which.

One example of this is when uploading a . war file to be analyzed. The typical internal structure of a . war
file includes many third-party libraries as . j ar files, and often the custom code (first-party) is compiled
into another . j ar file and placed alongside the third-party . j ar s. In this case, Software Risk Manager
has no way to distinguish whether each individual . j ar file is first- or third-party, so it will typically assume
that all of them are first-party. This can lead to analysis tools becoming overwhelmed and running out of
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memory and causing the analysis to fail, or if the tool doesn't fail, it will have produced a large number of
unactionable results due to it analyzing code from those third-party . j ar s.

In the example below, a configuration has been made to address a particular case like the one described
above. It starts by assuming any . j ar file is "Library Code", by combining the **. j ar pattern with the Mark
as "Library Code" decision. The next rule uses a more specific pattern to match a my- cust om code. j ar
and identify it as "Custom Code". This rule overrides the previous one because it comes after. Next, the
user realized that they had some third-party library classes embedded in their "custom code" . j ar file,

so they configured a rule to mark those specific files as "Library Code," This was done by first entering
**my- cust om code. j ar as the pattern, then clicking the / button to add a nested pattern, then entering
**t hi rd- party-content. cl ass as the nested pattern.

Input Content Identification Rules

+ Add Rule

For entries matching... Do the following...

Best Guess (auto) -

D)

**jar Best Guess (auto) -

[O]

“*my-custom-code.jar /  BestGuess (auto) -

»  “*third-party-content.class

Schedule Analyses

You can set your project to schedule an analysis for its Tool Orchestration, Tool Connectors, and Git
configurations. Scheduling intervals include hours and minutes, number of days with a specified time of day,
and number of weeks with a specified day and time. Click the checkbox "Automatically run an analysis,"
then use the radio buttons to select how often to run the analysis. Click Save to keep your settings.

Using Tool Connectors with Analysis Scheduling
This section describes what you should do to have your tool connector(s) included in the analysis.
1. From the Projects page, click a project's dropdown configuration icon and select Tool Connectors.

2. The Tool Connectors window shows your existing tool connectors. Click the add icon (+) for each tool
connector that you want to include in every analysis.

3. Check Run this connector during normal analyses. This will let the tool connector run during an analysis.

Configuring Tools for a Project

During an analysis, tool results are identified by a tool result type, which is a combination of the tool's name,
any number of "groupings” (e.g., categories), and a name. The Tool Configuration page allows users with
the manage role on a project to enable and disable tool result types for that project. Results whose tool
result types are disabled by configuration will be ignored during an analysis.

Click the Projects icon in the navigation bar to open the Projects page, then click the Project's dropdown
configuration icon and select Tool Config.
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Projects

+ Add Project x

v Acme (P main (default))

4 4,434 Findings i Last analyzed 6/6/2023at 2:26:05PM  ® Analysis took & min, 24 sec B Dashboard

+ New Analysis
Part 1 (¥ main (default) ) # Edit Project
+ Create Child Project
= Policy Associations
4 Analysis Config
W Project Metadata
4 4,434 Findings in this project group 5 Last analyzed 6/6/2023 at 2:26:05 PM (® Analysis took 6 min, 24 sec % Intelligent Orchestration
P Git Config
3 Issue Tracker Config
@ UserRoles
& Tool Config
@ Tool Connectors

% OFindings & No analyses yet

Group Totals

© Configure Tool Service

3¢ View Orchestrated Analyses
¥ Manage Branches

@ Delete Project

Projects » Acme » Tool Configuration

Configure tools and rules to enable.

Brakeman 120rules @
CATNET arules R
Checkstyle 230t 176 rules G
Cppcheck 343 of 351 rules @
Dependency-Check 96 rules @
ESLint 1360f 613rules D)

Tool Result Types

Tool result types are organized in a hierarchy, grouped by tool, then category(ies), then name. Tool result
types can be enabled and disabled at any level of their hierarchy by clicking its respective on/off switch.
For example, it is possible to completely disable a tool by clicking the switch next to that tool on the Tool
Configuration page. Some entries will be disabled by default. The default enabled state is carefully selected
to provide optimal results. However, this can be overridden at any time from this page by re-enabling the
desired tool result types. Clicking on an entry (aside from its toggle switch) will expand (or collapse) it,
showing all of its sub-entries.

Note: Any changes made on this page are project-wide, impacting all users of the project.

Software Risk Manager comes with a large set of predefined tool result types, based on the results
generated by a collection of open-source tools. When Software Risk Manager encounters a new type of tool
result, it will create a corresponding entry based on the result's raw tool code. These entries are referred to
as "observed," and are marked with an eye icon.

If a change to the tool configuration would cause existing tool results to be disabled, it does not immediately
remove those results. Instead a notification will appear, indicating the number of results that would be
affected, prompting the user to purge those results. Clicking the Purge button in the notification will remove
any tool results that still exist despite being disabled. Doing so is highly recommended, as having fewer tool
results will improve the performance and responsiveness of Software Risk Manager. If you do not purge
disabled tool results, they will remain present in the project and will continue to appear in filters and affect
future analyses.

Configuring Tool Connectors for a Project
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Tool Connectors allow Software Risk Manager to pull results directly from external tools without manually
exporting the results from those tools and uploading them. Software Risk Manager provides tool connectors
for a variety of app-sec tools. For a complete list, click here.

Note: Users with the manage role need only configure a connection to their tools once.

The Tool Connectors window for a project can be accessed from the project's dropdown configuration icon
on the Projects page.

This window shows any tool connectors that have already been added, along with any tool connectors
configured via central configuration, as well as a list of available tool connectors.

Tool Connectors
» Standard

Tool connectors allow SRM to pull in results directly from external tools, without the manual work of
exporting and uploading the results. New tool connectors can also be created and configured using the
Integrations page.

Added Tool Connectors
No configured connectors yet

Awvailable Tool Connectors

() New 42Crunch Connector

(3 New APIsec Connector

(3 New ASoC Connector

(3 New AWS Security Hub Connector

(® New AppScan Enterprise Connector

(3 New Aqua Enterprise Connector

(3 New Black Duck Connector

(3 New Black Duck Binary Analysis Connector
() New Burp Enterprise Connector

(3 New Check Point CloudGuard Connector
(3 New Checkmarx Connector

(3 New Checkmarx IAST Connector

(3 New Checkmarx One Connector

(3 New CodeSonar Connector

(3 New Contrast Connector

() New Coverity Connector

() New Coverity on Polaris Connector

(3 New Data Theorem Mobile Connector

(3 New DefenseCode ThunderScan Connector
(3 New Dependency-Track Connector

(3 New Dynatrace Connector

On a new project, no tool connectors will be configured.
Clicking a link in the bottom section will open a form to configure a connector for the link's respective tool.

Each tool connector configuration form includes a set of fields and tabs, starting with a Config Name field,
which can be anything you choose. (The name won't affect the connector's functionality; it simply identifies
this particular configuration. Since users may configure multiple connectors for a single tool, it may be useful
to choose different names for each connector.)

Configuration tabs and fields are as follows:
* Connection tab

« Tool-Specific Fields. To connect to a tool's API, SRM requires valid credentials for that tool.
Different tools will require different fields; however, typically there will be a URL in combination with
user authentication, such as a username/password combination or APl Token.

* Project tab
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« Project (or similar). Different tools may use different terminology, such as Build or Application. This
field is used to tell Software Risk Manager which of the tool's projects to pull from. This tab will be
disabled until valid credentials have been entered.

* Version tab

e Target SRM Branch. This specifies the name of an SRM branch that the user wants to run analyses
with the selected tool connector.

e Derive version information based on SRM branch name during analysis. This checkbox, when
available, disables other fields from the integration. For example, if there was a "branch” dropdown
from the integration, and you selected this checkbox, the "branch" dropdown would be disabled.
This allows SRM to determine the rest of the configuration based on the SRM branch where you are
running the analysis.

« Fields defined by the integration.
e Options tab

« Available options depend on the specific tool connector.
* Schedule tab

e Auto-update. Selecting Auto-update along with one of the options below it tells Software Risk
Manager to automatically perform an analysis using the configured connector at a regular interval.
Selecting the first option will tell Software Risk Manager to auto-update at a fixed time interval, e.g.,
every 12 hours. Selecting the second option will tell Software Risk Manager to auto-update at a
specified time each day.

* Run this connector during normal analyses. This selection will cause the tool connector to
appear on the New Analysis page as if it were a bundled tool, allowing the tool connector to run
during a normal analysis, alongside any other files you might want to upload for analysis.

Note: Credentials entered for tool connector configurations will be stored (encrypted, but still
reversible) by Software Risk Manager. For added security, it is recommended that users create one-
off accounts in a tool, with the sole purpose of connecting Software Risk Manager to that tool.

Some tools support a "branch" abstraction (though each tool may have its own name for it, such as "Stream"
or "Version"), allowing you to choose different incarnations of a selected project. When supported by
Software Risk Manager, the corresponding field in that tool's connector config form will include a checkbox
that allows you to opt in to sync that tool's "branch" with a corresponding Software Risk Manager Branch.
The sync setting affects the auto-update behavior of the tool connector, as well as setting the default
behavior of the Run Now form when you manually run the tool connector. When enabled, Software Risk
Manager will try to run the tool connector on a Software Risk Manager Branch whose name corresponds to
the selected value in the tool connector configuration dropdown.

Once all of the fields are completed, click OK to save the configuration and return to the connectors list.
Each configured connector has three buttons:

 Run Now. This can be used to start an analysis using a particular tool connector. This process is
independent of the auto-update setting: it can be done regardless of whether or not the connector is
configured to auto-update and will not interrupt the auto-update schedule. Users with the create role
(specifically, the pr oj ect : nanage-t ool - connect or s and anal ysi s: cr eat e permissions) for the
project will be able to interact with this button.

e Edit. This reopens the configuration form for an individual tool connector. Only users with the manage
role will be able to interact with this button.

« Delete. This deletes an individual tool connector. Only users with the manage role (specifically, the
proj ect : manage-t ool - connect or s permission) will be able to interact with this button.
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After clicking Run Now in the list of configured connectors, a form will appear, allowing you to choose

the Software Risk Manager Branch in which the analysis will be run. If you configured one of your tool
connector's fields to sync with a Software Risk Manager Branch, the form will default to the corresponding
branch. If the configured sync target branch does not exist, you must also select a parent branch so that
Software Risk Manager can create a new branch, forked from your selected parent branch, to correspond
with the sync target from your connector configuration. Once you complete the branch selection in the form,
submit it by clicking Run Now. This will initiate a new analysis to run the connector in the background, close
the Tool Connectors dialog, and display a notification.

Qualys VM Tool Connector and Scheduling Auto Update
For more information, see the following sections:

e Qualys VM Tool Connector

* Scheduling Auto Update

Supported Tool Connectors

Tool Connectors allow Software Risk Manager to pull results directly from external tools, without the manual
work of exporting the results from those tools and uploading the results into Software Risk Manager. Users
with the manage role can configure a connection to their tools one time and have Software Risk Manager
take care of the rest.

Software Risk Manager currently provides connectors for the following tools:
* 42Crunch

* Aqua Enterprise

* Acunetix 360

* APIsec

* AWS Security Hub

» Black Duck SCA

* Black Duck Binary Analysis

e Burp Enterprise

« CAST Highlight

Note: The CAST Highlight tool connector requires the user associated with the access token to
have the "Portfolio Manager" role.

* Check Point CloudGuard

* Checkmarx

* Checkmarx One

* Checkmarx-IAST

* Checkmarx OSA

» CodeSonar

* Continuous Dynamic (formerly WhiteHat)
» Contrast

» Coverity Connect

» Coverity on Polaris
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+ Data Theorem Mobile Secure

+ DefenseCode ThunderScan

e Dependency-Track

¢ Dynatrace

e [Faraday

« Fortify Software Security Center
e GitHub Advanced Security

Note: The GitHub Advanced Security tool connector requires the user associated with the
access token to have permission to access the repositories, scopes public_repo for Dependabot
and/or scopes security_events for Code Scanning.

« Google SCC

Note: The credentials file for a Google Service Account with the roles "Service Usage

Consumer", "Service Account User", "Security Center Assets Viewer", "Security Center Sources
Viewer", and "Security Center Findings Viewer" in the desired projects. The file can be generated
by creating a new Key for the service account (JSON format).

* Hacker One

e HCL AppScan Enterprise

e« HCL AppScan on Cloud (ASoC)

* Imperva

e Invicti Enterprise (formerly Netsparker Enterprise)
+ lIriusRisk

e JFrog Xray

Note: The JFrog Xray tool connector requires the user associated with the access token to have
the "Manage Reports" role.

*  Mend

*  Microsoft Defender For Cloud

* NeuVector

* NowSecure

e Orca Security

Note: The Orca Security connector requires an API token with the following permissions:

e Authorization - Integration API tokens Read
e Shift Left - CLI (All)
e Shift Left - Scan Logs (All)
e Shift Left - Projects Read

e Prisma Cloud (Redlock)

e Prisma Cloud Compute (Twistlock)

* Polaris

«  Q-MAST
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e Qualys VM (InfraSec add-on)
e Qualys VMDR

e Qualys WAS

« Rapid7 InsightAppSec

Note: The Rapid7 InsightAppSec tool connector requires the user associated with the access
token to have the "InsightAppSec Admin" role.

e Rapid7 InsightVM
* SD Elements
» Seeker

Note: The Seeker tool connector requires an API key with "Manage Projects," "View Reports,"
and "View Vulnerabilities" permissions.

e« Semgrep

e Snyk

e SonarQube/SonarCloud

e Sonatype Nexus

» Black Duck Managed Services Platform
* Tenable.io

+ Tenable.sc

e Tenable.io Web App Scanning
« Tinfoil API

« Tinfoil Web

¢ Trustwave App Scanner

* Veracode

e Wiz

Qualys VM Tool Connector

Note: This section is only applicable to Software Risk Manager users with the InfraSec add-on.

The Qualys VM connector has two unique form configurations to choose from. The default form
configuration has customization options including severity types, Asset Group Titles, IP Ranges, and Include
findings last seen field. Include findings last seen is a required field and determines how far back to consider
vulnerabilities that will be pulled into Software Risk Manager. Asset Group Titles and IP Ranges are optional
fields and act as filters. For example, if you provide an IP range, only that information will be pulled into
Software Risk Manager. Additionally, if both fields are left blank, all vulnerability information in Qualys will be
pulled into Software Risk Manager. Multiple IPs can be specified by separating them with a comma, and IP
ranges can be specified by separating them with a hyphen.

To access the second form configuration, select the Import data using a Report Template option. This form
will present you with a Report Template dropdown and Check on report every field. Both fields are required
for this configuration. The Check on report every field determines how often Software Risk Manager will
interface with Qualys to get the status of the report being analyzed. The Report Template dropdown is
populated with report templates that have been configured for your Qualys VM subscription. Software Risk
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Manager will request that Qualys generate a report using the selected report template; once the report has
been generated, it will be imported into Software Risk Manager.

Tool Connectors
» Standard

*Config Name

MNew Qualys VMDR connector

1. Connection* 4. Qptions 5. Schedule
Region
Qualys US Platform 1 =

Username

Password

@

Scheduling Auto Update

To set an auto-update schedule for your tool connector:

1. Click the Projects icon in the navigation bar to open the Projects page.

2. Click the Project's dropdown configuration icon and select Tool Connectors.

3. Select a tool connector, then click the dropdown configuration icon and select Edit.

Auto-update
@®Every 12 hours v

Run this connector during normal analyses

Clear Cancel m

* To choose a daily time to update, select Every day at and fill in the time of day to run the analysis.

¢ To choose a specific schedule to update, select Every and enter the number of analyses to run and
the time frame (minutes, hours, days).

4. Select Run this connector during normal analyses if you want your tool connector to run during a
scheduled analysis.

Note: If you configured one of your tool connector's fields to sync with a Software Risk Manager
branch which does not yet exist, the connector will not be able to run. This will be indicated with
a warning icon next to the tool connector's name in the list of configured tool connectors. The
appropriate Software Risk Manager branch can be created by running a normal analysis or by
clicking the Run Now button and submitting the subsequent form. Once the appropriate Software
Risk Manager branch has been created, auto-update can continue.

Analyzing Code in a Git Repository

Software Risk Manager can be used to analyze code stored in a Git repository.
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Configuring a Project to Use a Git Repository

To configure a project to use a Git repository:

Click the Projects icon in the navigation bar to open the Projects page.

Click the project's dropdown configuration icon and select Git Config.

Enter the Repository URL and branch name.

If the repository requires credentials to access, click Use Credentials and enter the credentials.

Click Test Configuration to validate the configuration.

o o M w DN PRE

Click Ok to save the configuration.
The Git Configuration popup will appear.

Git Configuration
» Sample Project

Repository URL

|E nter a URL where SRM can reach your repositos

Branch

main

Use Credentials

The form inside is used to tell Software Risk Manager to use a Git repository as the subject of analysis
for this project. Once configured, Software Risk Manager will automatically include the contents of the
configured repository as an input for each analysis with this project.

The Git Configuration window has two fields: Repository URL and Branch. The Repository URL should be
filled out with the URL that you would use to clone the repository. The Branch field should be filled with
the name of the branch in that repository that you want Software Risk Manager to analyze. By default, the
branch is set to "main”, which is the main branch for most Git repositories.

For many projects, setting up a Git configuration is as easy as copying the repository's URL into the text
field and clicking Test Configuration. For example, if you wanted to analyze the contents of the open-source
WebGoat repository, you would find the clone URL on the side of the GitHub repository page, then copy it
into the Repository URL field in the Git Configuration window.
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<> Code

ssues 0

Pull Requests 6

Wikl

Pulse

Graphs

HTTPS

E Y

You can clone with HTTPS, 55
or Subversion. @

[ Clone in Desktop

<> Download ZIP

Git Configuration
» Sample Project

Repository URL
https://github.com/WebhGoat/WehGoat.git v

Branch

main

Use Credentials

(o T

Software Risk Manager will verify the repository's existence and determine whether it needs credentials to
connect. Click Ok to save and close the form.

Note: For public (open-source) repositories, credentials are not required. However, if credentials are
required, see Working with Git Credentials for more information on how to manage credentials.

Once you have entered a URL and branch, and entered whatever credentials are necessary, click Ok to
save the configuration. Doing so will close the window and tell Software Risk Manager to obtain a local
clone of the configured repository. Depending on the size of the repository, the length of its history, and
your network connection, the clone operation may take anywhere from seconds to hours. Once started, a
progress bar will be displayed underneath the project's title on the Projects page.

The "cloning" job has several subtasks, so you will see the progress bar fill up several times. When the job
is complete, the progress bar will turn blue, remain for a couple of seconds, then slide out of view.

Once the clone is ready, the New Analysis page will automatically include the latest contents of the
configured branch of the configured repository as an input. See the Analysis Overview section for more
detail.

Working with Git Credentials

Some Git repositories are private and require credentials for access. Software Risk Manager supports two
forms of authentication: HTTP and SSH. Depending on the URL in the Repository URL field, Software Risk
Manager will automatically determine which type of credentials are required.
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If you try to test the configuration for a private repository without entering credentials, Software Risk
Manager will automatically enable Use Credentials and require that they are entered. Similarly, if credentials
are provided when configuring a public repository, Software Risk Manager will automatically disable Use
Credentials.

HTTP Credentials

HTTP credentials consist of a username and password. For GitHub repositories, these will generally be your
GitHub account name and password. GitHub also supports creating "Personal access tokens," which can be
used in place of a password.

Use Credentials

If ausername and password are required to access this repository, please enter them in the
form below.

Username

Peter

Password

0000000000000000 @

Test Configuration

SSH Credentials

SSH uses a pair of files known together as a "keypair," or separately as a "private key" and "public key." For
Software Risk Manager to connect to a repository through SSH, it needs your private key. The system in
charge of the repository's security will also need your public key.

If you are trying to access a private GitHub repository, visit your SSH Keys page at https://github.com/
settings/ssh to register your SSH key with GitHub. GitHub also provides help with SSH-related issues at
https://help.github.com/categories/ssh/.

Some users will already have an SSH keypair on their computer. The two files are generally located in
<user hone>/ . ssh/ and will be named i d_r sa for the private key and i d_r sa. pub for the public key.
It is possible to use this pair, but you may want to generate a separate pair for use with Software Risk
Manager.

Once you have located or generated a keypair, copy the contents of the private key file into the Private Key
field.

Use Credentials

If 55H credentials are required to access this repository, please enter them in the form
below.

Private Key
-----BEGIN OPENSSH PRIVATE KEY-----

A
Key Passphrase

ave blank for no passphrase (o]

Test Configuration

When generating a keypair, you have the option to provide a passphrase for the private key. If you do this,
Software Risk Manager will need that passphrase to use your private key. Enter it in the Key Passphrase
field.
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Two-Factor Authentication with GitHub

If you need to connect to a GitHub repository, and your GitHub account has two-factor authentication set
up, you cannot use your regular username and password to authenticate. To connect over HTTP (e.g.,
https://github. com user/repo), you will have to set up a Personal Access Token and use it in place
of your regular password. You can still connect over SSH (e.g., gi t @i t hub. com user/repo. git)as
usual.

Issue Tracker Configuration

Software Risk Manager allows you to associate findings with issues or work items in an issue tracker, either
by creating a new issue or work item, or by identifying an existing issue or work item.

Software Risk Manager currently supports the following issue trackers:

» Azure DevOps (requires "Read" permission for "Graph" and "Project & Team" scopes, and "Read, Write,
Manage" permissions for "Work Items" scope)

» GitLab (requires "api" access token scope)

« Jira (requires "Browse projects" project permission, “issue-level security" permission if issue-level
security is configured, and the "read:jira-work™ OAuth scope if using OAuth)

» ServiceNow (requires admin role or custom ACL rules granting access to the following ServiceNow
tables - i nci dent , sys_user, sys_user _group, sys_choi ce and sys_di cti onary)

» GitHub and GitHub Enterprise (requires "repo" access token scope)

Configuring an Issue Tracker
To configure an Issue Tracker for a project:
1. Click the Projects icon in the navigation bar to open the Projects page.

2. Click the project's dropdown configuration icon and select Issue Tracker Config.
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Issue Tracker Configuration
» Alpine-Quay

Project Connection Issue Tracker Type

Jira
SRM = Jira

3 URL
Jira— SRM

Status Mapping ) )
Atlassian Account Email
Auto Create

API Token
Verify

Project
Complete and verify the fields above to choose a project

Refresh Interval (minutes)
60 &

= et

Enter the URL for your Issue Tracker server (including the "http://" or "https://"—even if you're using an
IP address) as well as the credentials required for the user in whose name the issues or work items will
be created.

Click Verify.
Software Risk Manager will connect with the server and retrieve a list of projects the user can access.

Select the project you want to use from the dropdown menu.

Software Risk Manager will periodically query the issue tracker server to refresh the status for all of
the issues or work items associated with a given project. The Refresh Interval specifies the number of
minutes between refreshes (the default is 60 minutes).

Click OK to save your configuration.
If you delete the issue tracker configuration for a given project, all of the issue or work item associations
tied to the findings in that project will be deleted. However, none of the issues or work items on the issue
tracker server itself will be affected.

Additional Configuration Options

To perform additional configuration options, see the following sections:

Advanced Field Configuration
Issue Tracker Two-Way Sync
Automatic Status Updating

Automatic Issue Creation

Advanced Field Configuration
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When creating an issue or work item from Software Risk Manager, several standard fields are provided
(e.g., summary, description). However, many issue trackers provide more than just a few fields for issues

or work items and can be configured to require these additional fields when creating an issue or work item.
Issue trackers can also allow the creation of custom fields on a per-project or per-server basis. Software
Risk Manager provides for this situation through "Advanced Fields." Jira users should note that while
Software Risk Manager supports all of Jira's "Standard" custom fields as well as many of Jira's "Advanced"
custom fields, some are implemented via third-party plugins and are not fully supported. These fields will still
appear and can be used if the correct format is known, but they should be left empty otherwise.

You can create template expressions for any of the available fields when creating an issue or work item
for the configured issue tracker server. These expressions will be applied to the relevant Software Risk
Manager finding (or findings) when you create an issue or work item, which allows Software Risk Manager
to pre-populate the field with data from the finding, according to your specification. More technical users
should be advised that the template language is the JavaScript Handlebars library and that all of the
template expressions are Handlebars Expressions.

Software Risk Manager will use its own default values for the Summary (Jira), Title (Azure DevOps, GitLab),
Short Description (ServiceNow), Description and Due Date (Azure DevOps, GitLab, Jira, ServiceNow) fields
if none are specified.

Note: Users should note that by default, the Due Date fields are based on the Software Risk
Manager finding Fix By Date. The finding Fix By Date value is just a date; some issue trackers like
Azure DevOps and ServiceNow also expect a time component in the Due Date value. So, SRM
sends its local midnight as the time component value for these trackers, which may be rendered
differently on the respective Ul depending on the instance's timezone settings.

Users should also note that because fields can be given template expressions, which won't be evaluated
until a finding is available, the validation that can be done on the fields is limited. The issue tracker field
mappings are an advanced feature, and it is up to the user to make sure that the default values and
expressions entered will produce valid values for the relevant issue tracker field types.

For more information on field configuration, see the following topics:
* Expression Basics

e Expression Logic

e Helpers

* Enumerable Fields

Expression Basics

The template engine will use the text you provide as-is, but it will treat anything inside pairs of double braces
{{ }} as an expression to be evaluated using the active finding or findings. Software Risk Manager defines
five basic data objects that can be used in the template expressions:

e al | Fi ndi ngs - An array of all of the active findings ordered first by the severity then by finding ID.

e finding-The first elementin al | Fi ndi ngs (i.e., for multiple-finding issues, this will be the finding
with the highest severity and lowest finding ID); this field is most useful for single-finding issues.

e common - An abstract finding containing any field whose value is shared by all of the findings in
al | Fi ndi ngs, containing the same fields enumerated below for finding objects; any value not shared
by all findings will be reported as nul | .

e project - An object containing information about the project.

e trackerType - The type of issue tracker that the template is being generated for ("j i ra", "azure",
"servicenow',or"gitlab").

These objects can be used to construct expressions containing data from the active findings. For example,

96 » Software Risk Manager Documentation (v2025.9.4)


https://handlebarsjs.com/

Software Risk Manager User Guide ¢ Project Management Overview

Finding {{finding.id}} has {{finding.severity.nane}} severity

will, when applied to a Software Risk Manager finding with ID 1 and High severity, produce the following
text:

Finding 1 has Hi gh severity

Code Block Format

Each issue tracker has its own markup language and may require special syntax when you create pre-
formatted code blocks.

Jira: Use { code} before and after the code block.

{code} {{{requestBody}}} {code}
{code} {{{responseBody}}} {code}

ServiceNow: Use [ code] <code> before the code block and </ code>[ / code] after the code block.

[ code] <code> {{{requestBody}}} </code>[/code]
[ code] <code> {{{responseBody}}} </code>[/code]

Azure DevOps and GitLab (triple backticks): Use * ° ° before and after the code block.

{ { { request Body}}}

{{{r esponseBody}}}

Finding Objects

The following fields are available on all finding objects (each element in the allFindings array, finding, and
common). Fields marked as being optional can be omitted or set to null, all other fields will be present. The
only exception to this rule is the common object, where any value not shared by all findings will be set to null
regardless of whether it is optional or not.

e id-The ID of the Software Risk Manager Finding.

e |link - A fully qualified URL pointing to the Software Risk Manager details page for this finding; must be
wrapped to prevent html-escaping, for example {{{fi ndi ng. i nk}}}.

e triageStatus - The finding's Triage Status, e.g. "Fixed" or "Ignored".

e findi ngStatus - The finding's Finding Status, e.g. "New" or "Existing".

e assi gnee - The name of the user that is assigned to the finding

e firstSeenOn - The date the finding was first seen, as text in MM dd/ yyyy format.

« firstSeenOnDat e - The date the finding was first seen in ISO 8601 extended format; suitable for use
with the {{f or mat Dat e}} and {{f or mat Dat eTi ne}} template helpers.

e triageTi ne - The date and time the finding's triage status was updated in ISO 8601 extended format;
suitable for use with the {{f or mat Dat e}} and {{f or mat Dat eTi ne}} template helpers.

e cl oseTi ne - The date and time the finding's triage status was set to a closed status (i.e., Ignored,
False Positive, Fixed, Mitigated, or Gone), in ISO 8601 extended format; suitable for use with the
{{format Date}} and {{f or mat Dat eTi ne}} template helpers.

« fixByDat e - The Fix By Date of the finding in yyyy- Mt dd format.

« detectionMet hod - An object representing the manner in which the finding was discovered.
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e id - Anidentifier for the detection method.
e nane - The name of the detection method (e.g. "Static Analysis").
e detection - A helper object containing booleans for some pre-defined detection methods.
e isDast - True if the finding is a DAST finding.
e isSast - True if the finding is a SAST finding.

sConponent - True if the finding is a Component Analysis finding.
i sHybri d - True if the finding is a Hybrid finding.

i sl nteractive - True if the finding is an IAST finding.

i sThr eat Model - True if the finding is a Threat Modeling finding.

i sNet wor k - True if the finding is a Network Security finding.

i sDat abase - True if the finding is a Database Analysis finding.

sCont ai ner - True if the finding is a Container Analysis finding.

sd oudl nfrast ruct ure - True if the finding is a Cloud Infrastructure Analysis finding.
e det ect edBy - The list of tools that detected the finding, in text form.
e descri ptor - An object describing the type of finding.
* id - Anidentifier for the descriptor.
e code - A unique identifier for the descriptor.
¢ name - A human-friendly name for the descriptor.
e type - The type of descriptor; possible values can include the following:
e rul e - This finding represents one or more results that matched a rule in the current Rule Set.
e tool-code/observed-tool - code - This finding directly represents a result from a tool.
e manual - ent ry - This finding was manually entered.
e cve-group - This finding was created to represent a group of CVEs.

« hi erarchy - The hierarchy of the type of finding, corresponding with the nesting represented in the
Type filter on the Findings page; this is an array of strings, with nane as the last element.

e cwe - An optional object representing the CWE associated with the finding.
e id-The CWE ID associated with the finding.
* nanme - The name of the CWE.

e |l ocation - The location where the finding has been identified.

« | ines - An object representing the line number range on which the finding is present, if available;
uses the format{start: <Nunber>, end: <Nunber>}.

¢ |ine - The line number of the location, if available, in text form (e.g., ' 3-5' or' 100").

e col umms - An object representing the start and end columns of the finding's location, if available;
uses the format {start: <Nunber>, end: <Nunber>}.

e col umm - The column number of the location, if available (e.g., ' 12- 44" or' 440").
e pat h - An object representing the location's path:

e pat h - The full path of the location.
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e pat hType - The type of the path (e.g.,ur| orfile).

« short Nane - A shortened version of pat h; this is the value that is displayed on the findings
table for the finding.

e hasSour ce - A boolean value reflecting whether Software Risk Manager has a source file for
the given location.

el ement - An optional object representing the element impacted by the finding:
* nane - The name of the element.

* short Nane - An abbreviated version of the nane.

e type - The type of the element.

e keyword - A computer-friendly description of the element type (e.g., "query-string" or "http-
header").

e nane - A human-friendly description of the element type (e.g., "Query String" or "HTTP
Header").

severity - An object representing the effective Software Risk Manager severity value for the finding
(severityOverri de if specified, otherwise severi t yDef aul t):

« key - A numeric representation of the severity; higher is more severe.
e nane - The name of the severity (e.g., "Critical" or "Info").

severityDefaul t - An object (in the same format as severi t y above) representing the severity of
the finding as calculated by Software Risk Manager; this is the severity that is used if an override is not
specified.

severityOverri de - An optional object (in the same format as severi t y above) representing the
user-specified severity override for the finding, if provided.

descri ptions - An object containing the general and contextual descriptions for the finding:

e general - The general description for the finding; corresponds to the description shown at the top
of the Details page.

« format - Anindication of the description's format (e.g., ' text ' ,' mar kdown' ,or' htmi ").
e cont ent - The content of the description in the specified format.

e cont ext ual - The contextual description for the finding, if one is specified; this is in the same
format as the gener al description above.

net adat a - An object containing metadata available for the finding; each key in the object is the
metadata field name, and the value is the value for that field.

t rai ni ngLi nk - A fully qualified URL pointing to a Secure Code Warrior training module if available.
NOTE: you are required to wrap this field in an extra pair of curly braces to prevent html escaping of the
URL ({{{trai ni ngLi nk}}}, for example).

nost Recent Anal ysi s - An object representing the last successfully completed analysis that either
generated or updated the finding.

e id-TheID of the analysis.
e projectld-The ID of the Software Risk Manager Project this finding is on.

e st at e - The state of the analysis, can be one of: Cr eat ed, Queued, Runni ng, Fai | ed,
Conpl et e.

e creat edBy - The object representing the user who created the analysis.
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e id-TheID of the user.
* nane - The name of the user.
e creationTi me - When an analysis was created.
e startTi ne - When an analysis started.
e endTi ne - When an analysis ended.
¢ name - The name of the analysis (note that this value is blank by default unless explicitly set).
e sourceSni ppet - An object representing a snippet of code the finding occurs in.
* |ines - Alist that contains the lines of source code for the snippet.
e startLine - The line number from the source file corresponding with the first element of the list.
e branch - An object containing information about the branch the issue is associated with.
e id-Theid of the Software Risk Manager branch.
e name - The name of the Software Risk Manager branch.
e branches - An array containing the branches this finding appears on.

e results - Anarray of all of the results (ingested from tools and manually entered) on the finding,
corresponding with the Evidence section of the details page, ordered first by the severity and then by
result ID. Each entry contains:

e id-ThelD of the Software Risk Manager Result.

« firstSeenOn - The date the result was first seen in ISO 8601 extended format; suitable for use
with the {{f or nat Dat e}} and {{f or nat Dat eTi ne}} template helpers.

e isManual - A boolean indicating if the result was manually entered.

« detectionMet hod - An object representing the result's detection method (in the same format as
the Finding det ect i onMet hod above).

e tool - An optional string representing the tool name (always present for tool results, but optional for
manual results).

e severity - An object representing the result's reported severity (in the same format as the Finding
severity above).

e cwe - An optional object representing the result's reported CWE (in the same format as the Finding
cwe above); note that the result's cwe may be different from the finding's cwe, due to correlation
based on rule sets.

e descri ptor - An object describing the type of result (in the same format as the Finding
descri pt or above).

« | ocation - An optional object representing the raw location reported by the result;

« rawbi spl ayPat h - The full display path, as reported by the tool; this will be nul | for manually
entered results.

e pat hQnbj ect - An object representing the result's reported path (in the same format as
the Finding | ocat i on. pat h above); this path represents the normalized version of the
path as understood by Software Risk Manager, and therefore may be slightly different from
rawDi spl ayPat h.

e lines-Anoptional{ start: <Nunber>, end: <Nunber> } object for the result's
reported line numbers, if specified.

100 » Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide ¢ Project Management Overview

e columms - Anoptional { start: <Number>, end: <Nunber> } object for the result's
reported column numbers, if specified.

descri pti ons - An object containing the general and contextual descriptions for the result.

e general - A description object describing general information about the result (in the same
format as the Finding description objects above).

e contextual - A description object containing specific contextual data reported by the tool or
manual entry (in same format as the Finding description objects above).

nmet adat a - An object containing tool-specific metadata; keys in this object are a camel case
version of the name shown in the Evidence section of the details page - some (non-exhaustive)
examples are as follows:

e ContinuousDynam cVul nerabilityld-The Continuous Dynamic (formerly WhiteHat)
Vulnerability ID (for Continuous Dynamic tool results).

e cvssV3 - The CVSS V3 score (typically for component analysis results).

e cpe - The CPE of the associated component (typically for component analysis results).
e veracodeFl awl d - The Veracode Flaw ID (for Veracode tool results).

e sonatypeThreat Level The Sonatype Threat Level (for Sonatype tool results).

e prismad oudConput eTwi st ockDi st ro The distro of the image scanned (for Prisma Cloud
Compute [Twistlock] results).

ht t pMet adat a - An object containing the values associated with the result's HTTP Activity;
similarly to met adat a, the keys in this object are camel case and corresponds with the values
displayed in the Metadata section for each HTTP variant on each associated result - for example:

e ContinuousDynanm cAttackVectorld-["123", "456", "789"] for aresult with three
Continuous Dynamic Attack Vectors with the IDs 123, 456, and 789.

cves - An array of CVEs associated with the finding, in text form (each element in the array is a
string in the format CVE- YYYY- NNNN).

vul nerabi lities - An array of vulnerability IDs (e.g., CVE and BDSA) associated with the
finding, in text form (each element in the array is a string in the vulnerability format, such as BDSA-
YYYY- NNNN for BDSAs and CVE- YYYY- NNNN for CVESs).

vari ant s - An object containing the values associated with the result's request & response HTTP
Activity.

e request Dat a - Formatted info for an HTTP request as seen in the "Raw Request Data" for a
Result (does not include request body).

e responseDat a - Formatted info for an HTTP response as seen in the "Raw Response Data"
for a Result (does not include response body).

e request Body - The body of the corresponding HTTP request.

e responseBody - The body of the corresponding HTTP response.

host | nf o - An object containing the values associated with the result's Host Info.
« formattedHost name - A formatted list of Host Names.

« formattedFqgdn - A formatted list of FQDN.

« formattedlp-Aformatted list of IP Addresses.

+ formattedMac - A formatted list of MAC Addresses.
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« formattedNet Bi os - A formatted list of NetBIOS Names.
« formattedGCs - A formatted list of Operating Systems.
« formattedPorts - Aformatted list of Ports in the form of [ Port ] [ Prot ocol ][ State].
« formattedEnvi ronment - A formatted list of Environments.
« formattedHost | nf o - Full formatted Host Info using all previously listed items.
Project Object
* id-The ID of the Software Risk Manager Project.
e nane - The name of the project.
* met adat a - An array of value objects entered via the Project Metadata dialog.
e nane - The name of the metadata field.
« val ue - The value entered for the field.
e val uel d - For "dropdown" fields, the choice ID.
Expression Logic

Most Handlebars expressions can be used. Some basic examples are given here, but much more
information is available in the Handlebars documentation. Specific sections of interest are Expressions,
Block Helpers, and Built-in Helpers.

Boolean Expressions

You can add basic boolean logic to your expressions by using the helpersi f,i f eq, and i f neq. Note that

i feqandi f neq are custom helpers provided by Software Risk Manager.

o f
{{#if finding.detection.isDast}}
This finding is a DAST finding.

{{el se}}
This finding is not a DAST finding.

{{7if}}
will result

This finding is a DAST finding.
when

This finding is not a DAST finding.

« ifeq
The i f eq helper allows you to test the equality between two string or number values for a boolean
result. Comparing values of types other than strings or numbers is unsupported, and the block will
always evaluate to false.

Note that el se can not be used with i f eq; you may use i f neq instead to simulate el se.

{{#ifeq finding.statusName "New'}}
This finding is new

{{/ifea}}
will result in

This finding is new
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when a finding's status is new.

« ifneq
The i f neqg helper behaves the same way as i f eq except it negates the boolean result of testing the
equality between two st ri ng or nunber values.

{{#ifeq finding.severity.name "Critical"}}
This finding is critica

{{/ifeaq}}

{{#i fneq finding.severity.name "Critical"}}
This finding is not critica
{{/ifneq}}

will result in

This finding is not critical

when a finding's severity isnot Criti cal .
Iterating Lists
You can iterate over arrays by using the each helper.

For example, the expression

{{#each al | Fi ndi ngs}}
{{id}},
{{/ each}}

will result in
1, 2, 3, 4,

when evaluated on a group of findings with the IDs of 1, 2, 3, and 4.

In this example, all Results of relevant Findings are iterated through and all formatted Host Info and Variant
Request and Response data is returned

{{#each al | Fi ndi ngs}}

{{#each resul ts}}
{{{hostInfo.formattedHost!|nfo}}}
{{#each vari ants}}

Request

{{{request-data}}}

Response

{{{response-data}}}
{{/each}}
{/ each}}
/

{E each}}

Understanding and utilizing { { #each} } is important, because as you can see in the above summary of the
properties of the finding objects, many of the properties are arrays and therefore can't simply be accessed
directly—you need to iterate over them and access each property inside the loop.

Helpers

Software Risk Manager includes all the #if, #unless, #each, and #with helpers provided by Handlebars.
Several other helpers are also provided to assist as well.

formatDate

Py Note: Itis recommended to use the new f or mat Dat eTi e helper which gives you more flexibility
to define both custom input and output format strings.
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The f or mat Dat e helper allows you to format a date by specifying a format string. For example:
{{formatDate finding.firstSeenOnDate ' YYYY- MV DD }}

will take the first-seen date for the finding and convert it into an 1ISO-8601 valid format. You can use the
symbols below to create your format string:

*  Mmonth: 1, 2, 11, etc.

*  MMmonth: 01, 02, etc.

«  Mwmonth: Jan, Feb, etc.

*  MVWIfull month name

e Dday of month: 1, 2, 11, etc.

e DDday of month; 01, 02, 11, etc.

e ddd day of week: Sun, Mon, etc.

e dddd day of week: Sunday, Monday, etc.
* YYyear: 98, 99, 00, 01, etc.

* YYYYyear: 1998, 1999, 2000, 2001, etc.

The f or mat Dat e helper uses Moment.js under the hood, so you can look at its documentation for more
formatting symbols.

formatDateTime

The f or mat Dat eTi e helper allows you to format a datetime by converting it from a specified input format
to a specified output format. For example:

{{formatDat eTi ne finding.firstSeenOnDate ' YYYY-MV DD ' MV DY YYYY' }}

will take the first-seen date for the finding and convert it into the specified output format. You can use the
symbols below to create your format strings:

*  Mmonth: 1, 2, 11, etc.

*  MMmonth: 01, 02, etc.

»  MWImonth: Jan, Feb, etc.

*  MMWIfull month name

 Dday of month: 1, 2, 11, etc.

+ DDday of month: 01, 02, 11, etc.

* YYyear: 98, 99, 00, 01, etc.

* YYYYyear: 1998, 1999, 2000, 2001, etc.
 Hhour of day: 1, 2, 11, 21, etc.

* HHhour of day: 01, 02, etc.

* h clock hour of AM/PM: 1, 2, 11, 12, etc.
* hh clock hour of AM/PM: 01, 02, 11, 12, etc.
e mminute of hour: 1, 2, 11, 31, etc.

* mmminute of hour: 01, 02, 11, 31, etc.

s second of minute: 1, 11, 21, 51, etc.
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* ss second of minute: 01, 11, 21, 51, etc.

« Sfraction of second: 1, 11, 211, 351, etc.

+ SSfraction of second: 01, 11, 211, 351, etc.
* a AM/PM of day: AM, PM

+ z timezone name: GMT, EST, PST, etc.

The f or mat Dat eTi e helper uses j ava. t i ne under the hood, so you can look at its documentation for
more formatting symbols.

makeOxfordList

The nmakeOxf or dLi st helper assists in generating an Oxford list from an array of elements. The body will
be evaluated for every item in the list.

For example, to list all of the Software Risk Manager Finding IDs, the template
{{#makeOxfordList allFindings ',' "and' }}{{this.id}}{{/makeOxfordList}}
will result in

39955, 39956, 39939, and 39940

when evaluated on a group of findings with the IDs 39955, 39956, 39939, and 39940.
formatLocation

The f or mat Locat i on helper formats a location object into a user-readable version similar to those
displayed elsewhere in Software Risk Manager.

For example, the template
{{formatLocation finding.|ocation}}
will result in

Abstract Lesson. j ava: 182

when evaluated on a finding located in EB- | NF/ cl asses/ or g/ owasp/ webgoat / | essons/
Abstract Lesson. j ava on line 182 (columns 25-50).

By default, the short name of the location is used, and any column numbers are omitted. You may opt
to show the complete location information by passing t r ue as the second parameter to this helper. For
example, the template

{{formatLocation finding.location true}}

will result in

VEEB- | NF/ cl asses/ or g/ owasp/ webgoat /| essons/ Abst ract Lesson. j ava: 182: 25- 50

in the previous example.

formatCWE

The f or mat CVE helper creates a more informative representation of a finding's CWE (if one is available).

Note: When using this helper, the last two parameters are optional.

The true/false parameter determines if a link to MITRE will be available. The t r acker Type parameter will
default to the issue tracker type currently being processed.

For example,
{{format CVE fi ndi ng.cwe true trackerType}}

will result in
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CWE 78 - Inproper Neutralization of Special Elenents used in an CS Conmand (' OS Command
Injection') ([MTRE| https://cwe.mtre.org/data/definitions/78. htnl])

when evaluated on a finding associated with CWE-78.

If the second argument provided is true, a MITRE link for the CWE will be included (formatted properly for
the issue tracker being used).

If no CWE is present on the finding, this helper will evaluate to an empty string if the second argument is
false, or to "No Common Weakness Enumeration information available" if the second argument is true.

stripHtmIMarkup

The stri pHt ml Mar kup helper takes an HTML string and returns a copy with all HTML tags removed, with
newlines/spaces inserted as necessary while attempting to preserve native formatting. By default, HTML
escape sequences will be converted in the result; use f al se for the second parameter (as seen below)
instead to prevent this. Whitespace-equivalent escape sequences (e.g., &bsp; ) will simply be replaced
with a space regardless of the second parameter value.

For example, a finding with a description of the following

<h1>Expl anati on</ h1>
<p>
Cross-site scripting vulnerabilities occur when:
<ol >
<li>Data enters through an untrusted source</I|i>
<li>The data is included in dynam c content wi thout being validated for malicious code</Ili>
</ ol >
</ p>

and a template with

{{{stripH m Markup findi ng.descriptions.general.content true}}}

will result in

Expl anat i on
Cross-site scripting vulnerabilities occur when:

- Data enters through an untrusted source
- The data is included in dynam c content wi thout being validated for malicious code

The following are known issues and limitations:

» Ordered/unordered lists will produce the same - prefix on list items.

* Nested lists may be improperly formatted.

* Issue trackers that interpret plaintext as emojis (e.g., : () (e.g., Jira) will still interpret as emojis.

» The un-escaped HTML content may be re-converted to the escape sequences automatically by
Handlebars. (e.g., HTML content with &np; is un-escaped to & by st ri pHt m Mar kup, but gets
converted back to &np; in the output by Handlebars.) Use {{{}}} instead of {{}} to prevent this
behavior.

makeMarkupFromHtml

The makeMar kupFr ontHt ml helper takes an HTML string and reformats it into appropriate markup for the
current issue tracker. The helper uses the following formats:

« Jira. Atlassian Wiki markup format.
* Azure DevOps. No processing/pass-through (HTML content supported by ADO).

» ServiceNow. Simple text extraction, acts as an alias for st ri pHt ml Mar kup with unescaping enabled.
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e GitLab. Markdown.

The helper takes three arguments: the first is required and the following two are optional: the HTML to
convert and the name of the issue tracker type to target (use t r acker Type if not manually overriding;
accepted values are j i ra, azur e, servi cenow, and gi t | ab), and a boolean flag (t r ue/f al se),
indicating whether to pre-clean the HTML of any non-textual elements (defaults to f al se). The pre-cleaning
flag is usually not necessary, but if there are formatting issues, the pre-cleaning option may prevent these
issues.

For example, a finding with a description of

<h1>Expl anati on</ h1>
<p>
Cross-site scripting vulnerabilities occur when:
<ol >
<li>Data enters through an untrusted source</l|i>
</ ol >
</ p>

and a template with
{{{makeMar kupFronHt m fi ndi ng. descri pti ons. general . content trackerType}}}
will approximately result in

(If configured tracker is Jira or using “jira as the second argunent val ue)
hl. Expl anation

Cross-site scripting vulnerabilities occur when:
# Data enters through an untrusted source
(I'f configured tracker is Azure DevOps or using “azure as the second argunent val ue)

<h1>Expl anati on</ hl1><p>Cross-site scripting vulnerabilities occur when: <ol ><li>Data enters
t hrough an untrusted source</l|i></ol ></p>

(If configured tracker is ServiceNow, or using "“servicenow as the second argunent val ue)
Expl anat i on
Cross-site scripting vulnerabilities occur when:

- Data enters through an untrusted source

(If configured tracker is GtlLab, or using "gitlab" as the second argunent val ue)
# Expl anation

Cross-site scripting vulnerabilities occur when:

1. Data enters through an untrusted source

Keep in mind that the use of {{}} vs{{{}}} will affect how Handlebars escapes any HTML-like content—
typically, the {{{}}} literal format is appropriate.

The following are known issues and limitations:

» Jira/Atlassian conversion ignores <pr e> code blocks (limitation of Atlassian Renderer).

»  Super/sub-scripts are generally unsupported (Jira/Atlassian renderer supports it but has known bugs).
* Nested lists in any format may be improperly formatted.

» Issue trackers that interpret plaintext as emojis (e.g., : () (e.g., Jira) will still interpret as emojis.

» Issue trackers whose formatting is whitespace-sensitive (i.e., Jira, GitLab) may have formatting issues
due to trailing/leading whitespace (the use of ~ for whitespace control is recommended).
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jiraMarkupFromMd

The j i raMar kupFr omVd helper is intended to be used to translate descriptions formatted using markdown
into Jira markup.

For example,

{{{jiraMarkupFromw descriptions.contextual.content}}}

will transform the following description:

# Header
Here is a *description*
1. Nunber one

2. Nunber two
3. Nunber three

into:

hl. Header

Here is a _description_
# Number one

# Nunber two
# Nunber three

makeSource Snippet

The makeSour ceSni ppet helper takes the fi ndi ng. sour ceSni ppet object and outputs a formatted
source snippet.

For example,

{{makeSour ceSni ppet fi ndi ng. sourceSni ppet}}

will result in

function foo() {
consol e.l og(' bar');

The following are known issues and limitations:

« Jira/Atlassian shows line numbers, but by default do not support configuring the line numbers. The line
numbers will start at 1.

« Jira/Atlassian has an issue with preserving the first source line's level of indentation.

* GitLab, Azure, and ServiceNow do not show line numbers.

» Service now only supports code blocks in specific fields, like the Addi ti onal Commrent s field.
minBy and maxBy

The m nBy and maxBy helpers will cause the provided expression body to be evaluated against the object
with the lowest or highest value. The path to this value is provided as an argument.

For example,

{{#m nBy all Findings "severity.key"}}
_ The | owest severity is on finding {{id}} with severity of {{severity.nane}}.
{{/ m nBy}}
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will result in

The | owest severity is on finding 10 with severity of Info.

when evaluated on a group of findings, where the lowest severity finding has the ID of 10 and severity of
info.

In the case of a tie (e.g., multiple findings or results with the minimum or maximum value), the first item with
that value will be used. As outlined in Finding Objects, in the case of a tie, this will give the finding or result
with the highest severity and lowest numeric ID.

minByDate and maxByDate

The mi nByDat e and naxByDat e helpers will cause the provided expression body to be evaluated against
the object with the lowest or highest date value in yyyy- Mt dd format. The path to this value is provided as
an argument.

For example,

{{#m nByDate all Findings "fixByDate"}}
_ The | owest date is on finding {{id}}.
{{/m nBy}}

will result in
The | owest date is on finding 10.

when evaluated on a group of findings, where the lowest Fix By Date finding has the ID of 10.

In the case of a tie (e.g., multiple findings or results with the minimum or maximum date), the first item with
that value will be used.

Nested Arrays

These helpers can also handle nested arrays in a more advanced use case. This is signified by adding a .
[1 at any point the helper should continue iterating over inner arrays. The expression body's context will be
at the inner-most object, and the parent object(s) may be referenced if desired.

Here are two examples to illustrate these points:

{{#maxBy all Findings "results.[].severity.key"}}
Finding {{../../id}}, Result {{descriptor.nane}}, Severity {{severity.nane}}
{{/ maxBy}}

will result in

Fi nding 10, Result My Weakness, Severity Medium

when evaluated against a group of one or more findings where the highest severity result across all of the
findings is a result on finding 10, with a descriptor name of "My Weakness" and medium severity.

{{#maxBy al | Findings "results.[].netadata.cvssV3"}}{{netadata.cvssV3}}{{/maxBy}}

will result in

9.8

when evaluated against a group of findings where the highest CVSS V3 metadata entry on any of the
findings' results is 9.8.
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Notice that the finding ID is accessed using {{../../i d}}. You may have been expecting {{../id}}
to fetch the finding ID, since the finding is the parent of the result that was selected. However, the array of
results itself is the immediate parent, and the parent of that is the finding, so. . /. . is used.

Enumerable Fields

Custom fields that are represented as one of a set of enumerable values (e.g., a set of radio buttons or
a dropdown menu) can be configured to be pre-populated by selecting the enumerable Software Risk
Manager field from the available dropdown menu. The currently defined enumerable fields are as follows:

e Severity

e Triage Status

* Detection Method
+ Static Value

Once you select a Software Risk Manager enumerable field, you'll see a table with a row for each possible
value, along with a dropdown containing the possible values of your custom field. Choose which custom
values from the dropdown menu that you want to use for each Software Risk Manager value. The St ati c
Val ue option is available if you wish to define a single value for the Jira field regardless of the values in the
Software Risk Manager finding.

Issue Tracker Two-way Sync

Software Risk Manager can be configured to automatically update issue or work item fields in response to
any changes to a finding within Software Risk Manager. This is configurable on the "SRM -> *" tab.

Each field listed on the "SRM -> *" tab will have a "Keep synced" checkbox located to the right of the field's
title. Enable this option to have Software Risk Manager push updates to editable fields for issues when the
issue or work item's associated Software Risk Manager finding has changed. The values pushed to the
issue tracker will be based on the branch associated with the issue at the time of creation. Currently, issues
created via Auto Create can only be associated with a project's default branch.

|Jira Description

Fd

Software Risk Manager can also be configured to watch specific issue or work item fields and update
associated findings accordingly. This is configurable on the "* -> SRM" tab. Currently, only single select
dropdowns and radio button fields can be mapped to affect Software Risk Manager finding Triage Status,

Severity Override and/or Fix By Date’. Note that these changes will only take effect on the issue's
associated branch; findings on other branches will be unaffected.

Note: 1. Only the Azure DevOps, GitLab, Jira and ServiceNow issue trackers support mapping of
Software Risk Manager finding Fix By Date.
Automatic Status Updating

Note: This section is only applicable to Software Risk Manager users who are configuring a Jira
integration.

Software Risk Manager can be configured to automatically update Jira issue statuses in response to status
changes within Software Risk Manager. This is configurable on the "Status Mapping" tab.

Click the Projects icon in the navigation bar to open the Projects page, then select Issue Tracker Config
from the project's dropdown configuration options.

110 - Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide ¢ Project Management Overview

When automatic status updating is enabled, a list of Software Risk Manager triage statuses will be shown,
along with a dropdown list to pick the associated Jira status. These mappings are optional: if one is not
selected, then no action will be taken on findings with that status.

After configuring status mappings, any time the status of a finding on the issue's associated branch is
updated, the associated Jira issue will be updated according to the mapping (if applicable). If a transition

is not available, then no action will be taken. If a transition requires some input for a field, Software Risk
Manager will attempt to use any defined mappings in the "SRM -> Jira" tab that are marked "Keep synced"
to satisfy those requirements. If multiple findings are associated with the same Jira issue, the Jira status will
only be updated if all findings map to the same status.

Automatic Issue Creation

Software Risk Manager can be configured to automatically create issues or work items based on a number
of different criteria. This is configurable on the "Auto Create" tab of the Issue Tracker Configuration screen.

By default, Auto Create is disabled. To enable Auto Create, Jira and GitLab users should check the box
labeled "Automatically create issues for findings," Azure DevOps users should check the box labeled
"Automatically create work items for findings," and ServiceNow users should check the box labeled
"Automatically create incidents for findings."

After enabling Auto Create, the rest of the form will be enabled and further configuration options are
available.

Issue Configuration

Branches

Issue Type

Task

Issue Assignee

Finding Grouping
® One finding per issue

(O Multiple findings per issue, grouped by...

Issue Summary - Template*
SRM Findings

Insert placeholder...

The following configuration settings are also required:

» Branches. What branches Software Risk Manager will use when creating issues or work items. If left
blank, all branches will be used.

» Issue Type. What "Issue Type" Software Risk Manager will use when creating issues or work items.

» Issue Assignee. The user Software Risk Manager will assign these issues to (Jira and ServiceNow
only; Azure DevOps and GitLab users can configure this on the "SRM -> *" tab).
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e Finding Grouping. How Software Risk Manager should group findings (or not) when creating issues or
work items.

e Ticket Summary Template. The summary or title Software Risk Manager will provide when creating
issues or work items.
Finding Grouping

The "Finding Grouping" section allows users to either have Software Risk Manager create one issue or work
item per finding, or group multiple findings together per single issue or work item. If Multiple findings per
ticket, grouped by... is selected, the dropdown menu will be populated.

Finding Grouping
One finding per ticket

® Multiple findings per ticket, grouped by...

Tickn CWE
Location

" Severity

Type

Ticleo

The selection(s) made here determines how findings are grouped. Multiple selections are allowed, but the
order of the selections matters. For example, if "Location" is selected first, and "Severity" is selected second,
Software Risk Manager will first group findings by their Location and then by their Severity. Therefore, if you
had two findings at the same location but with different severities, these findings would be associated to
different issues or work items.

Ticket Summary

The Ticket Summary - Template field determines what Software Risk Manager uses for the summary or title
when issues or work items are created. This field supports the same templates used on the field mappings
tab (i.e., "SRM -> *" tab). For example, if you want Software Risk Manager to create issues or work items
and have the summary display the finding's location and severity, you could configure a Ticket (Work Item)
Summary as follows:

{{finding.location.path.path}} {{finding.severity.nane}}

The Insert placeholder... control under the input will help in determining what kind of template expression to
use.

Use Policy Rules or Filtering

The option to "Use Policy" or "Use Filters" to create issues allows users to choose to either use configured
Policy rules or the following filter options to determine which findings should have an issue automatically
created.

Note: By default, "Use Policy to create issues" is selected. Users must assign a policy to this
project, and that policy must have a rule where the action is "Create Ticket(s)." See Configuring
Polices for more information.

Filtering

SRM provides a number of options you can use to filter which findings should have issues automatically
created.

112 - Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager User Guide ¢ Project Management Overview

Tickets will be created for findings matching the following
filter criteria:

# Only create tickets for New findings

Rule
Tool

Severity
Unspecified
Info
Low
Medium
High
Critical

Tool Overlaps
At least 1 tool overlap

Detection Method
Static Analysis
Dynamic Analysis
Hybrid Analysis
Component Analysis
Interactive Analysis
Threat Model
Network Analysis

CWE

Standard

2 3 4 5 6 7 8 9 @

These filters include the following:

« Only create tickets or work items for New findings. If this is checked, only findings with a status of
"New" will have issues or work items created for them.

* Rule. Select any number of Rules and only findings that match the selected Rules will have issues or

work items created for them.

« Tool. Select any number of Tools and only findings that match the selected Tools will have issues or

work items created for them.

e Severity. Check any number of Severities and only findings that match the checked Severities will have

issues or work items created for them.

Tool Overlaps. Select a number range and only findings that are in the selected Tool Overlap range will
have issues or work items created for them.

Detection Method. Check any number of Detection Methods and only findings that match the checked
Detection Methods will have issues or work items created for them.

CWE. Select any number of CWESs and only findings that match the selected CWEs will have issues or
work items created for them.

Standard. Select any number of Standards and only findings that match the selected Standards will
have issues or work items created for them.
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If a filter is left blank, that filter will not be used and all findings will be considered. For example, if you leave
the Severity filter blank (i.e., nothing is checked), all severities will be considered.

Configuring Project Metadata

Project Metadata allows users of Software Risk Manager to enter values into Project Metadata Fields for
any project they have the manage role for.

Click the Projects icon from the navigation bar to open the Projects page, then click the project's dropdown
configuration icon and select Project Metadata.

Project Metadata
» Data Subset

Use the form below to enter metadata values for this project. Any values you enter here will
appear in XML reports for this project, and may be used to create custom report names when
generating reports in this project.

Standard Field
Option 1 9 x

It is up to an admin user to define the fields; once defined, they will be available to every project in your
Software Risk Manager installation.
Adding Metadata to a Project
To add metadata to a project:
1. Click the Projects icon from the navigation bar to open the Projects page.
2. Click the project's dropdown configuration icon and select Project Metadata.
* Click Reset (a circular arrow icon) to undo any changes and return to the last saved state.
¢ Click Clear (an "X" icon) to clear all the fields.

3. Configure the fields as necessary.
There are four of field types:

e Text. A regular text input which allows a single line of text (e.g., Project Owner in the screenshot
above).

e Multiline. A larger text input which allows for multiple lines of text (e.g., Description in the
screenshot above).

« Dropdown. A dropdown select which allows users to pick one of the options (e.g., Criticality in the
screenshot above).

e Tags. A special input that behaves similarly to Text, but each individual word is converted to a
"tag." As you type, pressing the space bar will convert whatever text you already had into a tag.
Remember to enter a space after the last tag.

4. Click OK.

Tool Service Configuration
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When the Tool Orchestration Service is enabled, the Tool Service Configuration page allows you to
configure tool orchestration for an entire Software Risk Manager project.

Click the Projects icon in the navigation bar, then click the project's dropdown configuration icon and select
Tool Config.

Projects » C Demo Project » Tool Configuration

Manage Certificates

+ Add Certificate

No CA certificates have been uploaded to the tool service for this project.

Project Secrets

No secrets have been created for this project.

Customize Add-In Tools

Black Duck (NET Core)  A\SSigned Secrets (XD config

[blackduck]
baseUrl = "~
Black Duck (Go) You need to add secrets to the current project projectiame = "
before you can assign any secrets to this tool. versionliame =
[detect]
preDetectCmdLine = "~
options = ()
optionsvaml = -
[source-code]
relativeDirectory = "
Checkmarx projectFileDirectoryPatterns = *.sln", "*.esproj”]
[scraper]
options = ()

Black Duck (sbt)

Burp Suite

Coverity (NET Core)

Coverity (Go)

Coverity (sbt)

ErrCheck

Go Vet

Golint

GoSec

Ineffassign

Security Code Scan

Staticcheck

ZAP

The Tool Service Configuration page has three sections:
* Manage Certificates
» Project Secrets

e Customize Add-In Tools

Manage Certificates
This section allows you to manage a list of certificates that tool orchestration components should trust.

The Manage Certificates section lets a tool or the Tool Orchestration Service handle applications that use

a self-signed certificate or a certificate issued by a certificate authority that is not well-known. Click Add
Certificate and specify a certificate file to update the list. You will see your certificate in the list after an
upload completes. Software Risk Manager will give you the option to overwrite an existing certificate file or
cancel your upload if you choose a file that is already in the list. The upload time will appear in the list under
each certificate filename to help you manage your certificates.

Deleting a certificate removes it from the list and prevents future access by tool orchestration components.
However, removing a certificate will not remove the certificate from any in-progress orchestration-related
activity.
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Project Secrets

This section allows you to manage data that you can share with one or more tool orchestration components
that may require account credentials, keys, or other types of sensitive data.

Click Add New Secret to start generating data for your secret. Specify a name, and click OK to define your
list of fields.

To add a field, click Add Field. To add a sensitive field, click Add Sensitive Field. Specify a name for the
field, and click OK.

With sensitive data entry, your value is masked as you type, and you must confirm the correct value by
entering it twice. Also, sensitive values are write-only and cannot be retrieved from the API of the Tool
Orchestration Service. When you have finished specifying fields and field values, click Save to store your
secret.

Project secrets get stored as Kubernetes Secrets, so it's recommended that you follow the Kubernetes
guidance on encrypting secret data at rest (https://kubernetes.io/docs/tasks/administer-cluster/encrypt-
data/).

You can edit field values at any time. Project secrets support limited editing: you cannot change a secret's
name, add or remove fields, or change the data entry mode for a field value.

Project secrets are meant to be used with add-in tools, so Software Risk Manager will display a warning
icon to highlight those that are not yet assigned to a tool. You can learn about assigning secrets to tools in
the Customize Add-In Tools section below.

Customize Add-In Tools

This section lets you customize tools that you previously registered on the Add-In Tool page. Software Risk
Manager shows your list of registered tools on the left, and you can select a tool to enable/disable it, assign
one or more project secrets, or adjust tool behavior by changing any custom TOML configuration data the
tool can read.

Customize Add-In Tools
Black Duck (NET Core)  ASSIENed Secrets
Black Duck (Go) You need to add secrets to the current project
before you can assign any secrets to this tool.
Black Duck (sbt)
Burp Suite

Checkmarx

Coverity (NET Core)
Coverity (Go)
Coverity (sbt)

ErrCheck

Go Vet

Golint

GoSec

Ineffassign
Security Code Scan
Staticcheck

ZAP

What you can customize will vary by tool. For example, the default Security Code Scan tool has no project-
specific TOML configuration, and it does not read project secrets, but the Enabled/Disabled toggle lets you
customize whether it is available for your project.
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Alternatively, the ZAP tool allows you to use project secrets to make authenticated requests during
scanning. The interpretation of project secret data is tool dependent—ZAP, for example, will ignore any
secrets with missing username or password fields.

The Config box shows any project-specific TOML configuration for the tool you selected.

You should avoid using the Default enabled feature for tools with project-specific TOML configuration
unless you have a process for specifying project configuration before a tool runs. Tools with insufficient
configuration details typically fail when run.

Remember to click Save to keep changes, and you must save any changes you want to keep before
selecting another tool.

Customize Checkmarx Add-In Tool

The Software Risk Manager Checkmarx Add-In has the following project-specific configuration:

[ checkmar x]
baseUr| = ""
projectld = 0

[ scan]
checkScanSt at usDel ay = 60

Use the Customize Add-In Tools feature to specify values for the above configuration before enabling the
tool. Refer to the following table for an explanation of the configuration parameters.

Table 6:
Parameter Description Example
baseUr | The base URL endpoint "https://cxprivatecloud.checkmarx.net"
for the Checkmarx scanner
(default="")
projectld The Checkmarx-assigned ID | any integer value greater than 0
of a project created by the
Checkmarx software at the
base URL (default=0)
checkScansSt at usDel ay| The delay in seconds 60
between requests to fetch
scan status (default=60)

Note that you may have constant values for both checkScanSt at usDel ay and baseUr | , so you can
specify values that will not vary by project.

You must also provide an account credential that authorizes use of the Checkmarx software at the base
URL. The Checkmarx Add-In Tool expects to find a project secret named checkmarx-project-credential that
includes both a username and a password field. The credential must grant permission to start a new scan in
the configured Checkmarx project and to generate a Checkmarx report with scan findings.

Customize ZAP Add-In Tool
The ZAP Add-In has the following project-specific configuration.

[ cont ext]
target = ""

[ scanOpt i ons]
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runActiveScan = fal se
[report Options]

m nRi skThreshol d
m nConf Thr eshol d

I
oo

[aut henti cati on]
type = "none"
| ogi nl ndi cat or Regex = ""

[ f or mAut hent i cati on]
formURL = ""

f or mser naneFi el dNane
f or mPasswor dFi el dNane =
formAnt i CrossSi teRequest For geryFi el dName = ""
fornExtraPostData = "

[ scri pt Aut henti cati on]
aut henti cationScri ptContent = ""

Use the Customize Add-In Tools feature to specify values for the above configuration before enabling the

tool. Refer to the following table for an explanation of the configuration parameters.

Table 7:
Parameter Description Example
target The URL where the scan the ZEST script for script authentication
starts (default="") (default="")
runActiveScan The decision to run an true
active scan (default=false)
minRiskThreshold | The minimum risk code 1
for ZAP report findings
(default=0)
minConfThreshold | The minimum confidence 1

for ZAP report findings
(default=0)

type

The authentication type:
none, formAuthentication,
or scriptAuthentication
(default=none)

formAuthentication

loginindicatorRege

The regex to indicate a
successful login request
(default="")

\QSet-Cookie: .AspNetCore.ldentity. Application=
\E'

formURL

The URL of the login form
for forms authentication
(default="")

"http://host.docker.internal/contosou/account/
login"

formUsernameFieldNaméogin form's username | "Email"
field name (default="")
formPasswordFieldNEmedogin form's password | "Password"

field name (default="")

formAntiCrossSiteR

dheatfo BRI iokidiafiedd
name (default="")

" RequestVerificationToken"
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Parameter Description Example

The extra data to include
with login request
(default="")

formExtraPostData "RememberMe=false"

authenticationScrip{Tbmet@ST script for script
authentication (default="")

See ZAP documentation

When you have ZAP authentication configured, you can provide account credentials by creating project
secrets that include both a username and a password field. The ZAP scanner will send authenticated
requests using each credential it finds. Be sure to specify the correct username and password with each
credential so that ZAP can log on successfully.

Orchestrated Analysis

When the Tool Orchestration Service is enabled, the Orchestrated Analyses page can be used to view the
portion of an analysis that's orchestrated on your Kubernetes cluster. Keep in mind that a Software Risk
Manager analysis may include bundled tools for which Kubernetes support is unavailable—the Orchestrated
Analysis page will not include information about those tools.

Sample Project » Orchestrated Analyses

Analysis 5 Analysis 5
P v1.1-SNAPSHOT
Finished 27 secondsago o2/ v1.1-SNAPSHOT
Status: Failed o b Failed
Started at: 3/26/2022, 12:47:15 PM
Analysis 4 Finished at: 3/26/2022, 1:12:02 PM
P v1.1-SNAPSHOT Status reason: child 'tool-workflow-1-5-54gnl-1276645840" failed
Finished 26 minutes ago Details
Status: Success
Analysis 3 prepare (Succeeded) >
P main
Finished 29 minutes ago cu-finalzip - Security-Code-Scan (Succeeded) >
Status: Success
Analysis2 ZAP (Succeeded) >
¥ main
Finished 32 minutes ago
Status: Success cu-final.zip - PMD (Succeeded) >
Analysis 1
¥ mai
cman cu-final.zip - JSHint (Succeeded) >

Finished 35 minutes ago
Status: Success

cu-final.zip - ESLint (Succeeded) >

send-results (Succeeded) >

new-analysis (Failed) >

send-on-failure (Failed) >

Every orchestrated analysis for a project will appear in a list on the left.

Software Risk Manager will automatically select the most recent analysis when you visit the page. Selecting
an analysis lets you see summary information to include analysis status and start time. An orchestrated
analysis has a unique, numerical identifier and executes as a multi-step workflow running on Kubernetes.
Under the status information, you will find collapsed sections that represent each workflow step. Steps
labeled with an ID and tool name represent tools running on your cluster. They differ from system steps, like
prepare, which support the overall workflow.

An orchestrated analysis that completes successfully will show a Success status, also represented with a
green checkmark icon in the analysis list. Failed analyses will show a Failed status and a red exclamation
icon. The summary information for failed analyses will include a Status reason field that may provide
further information. Failed steps may also include a Message field describing why a step failed to complete
successfully.
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Orchestrated analyses abandoned by previous Software Risk Manager instances continue to run to

completion. Software Risk Manager will display a message when there's an orchestrated analysis whose
results will be entered into Software Risk Manager as a brand new analysis.

Viewing Logs

Every workflow step includes one or more logs. You can expand a step section to reveal a log viewer with
support for live updates showing log data available from the Kubernetes API. Software Risk Manager shows

you the *main* log by default, but you can view log data from other available sources using the dropdown
shown below.

Sample Project » Orchestrated Analyses

Analysis 3 Analysis 3
¥ main )
Finished 43 seconds ago Branch: main
Gt G o Status Succeeded
Started at: 3/26/2022,12:40:47 PM
Analysis 2 Finished at: 3/26/2022,12:42:59 PM
P main . Details
Finished 3 minutes ago
Status: Success @ prepare (Succeeded) >
Analysis 1
;:‘E:’ed 6 minutesago cu-final.zip - Security-Code-Scan (Succeeded) v
Status: Success o
Status: Succeeded & Download Logs
Duration: 2 minutes

1 runs (1 Succeeded)

d tool-workflow-1-3-95plk-316292130
Name: 15 Code-Scan(0)
Status: Succe

Startedat:  3/26/2022, 12:40:58 PM
Finishedat:  3/26/2022, 12:42:25 PM

main v

Lo 5 Commiccng res e,
info : Generating MSBuild file /tmp/store177132852543797641 cu-final.zip/cu-final/obj/Cc
info : Writing assets file to disk. Path: /tmp/store177132852543797641 cu-final.
og : Restored /tmp/store177132852543797641_cu-final.zip/cu-final/Contosolniversity. cs;
5+ [33; IVERBOSE: Step 4: Run dotnet build from /tmp/store177132852543797641_cu-final.zips
Microsoft (R) Build Engine version 16.7.2+b60ddb674 for .NET
0 Copyright (C) Microsoft Corporation. ALl rights reserved.

Determining projects to restore...
Restored /tmp/store177132852543797641_cu-final.zip/cu-final/ContosoUniversity.csproj (
: var nd is no longer maintaine

: maintained. [/tmp/sto
Contos p/cu=final/bin/Debug/metc
ContosoUniversity > /tmp/store177132852543797641_cu~final. zip/cu~f inal/bin/Debug/netc

0 Build succeeded.

For tool completed steps, you can click Download Logs to fetch every tool log referenced by the tool's
registration data. The Download Logs option will be unavailable when a tool run is in progress. Keep in mind
that add-in tool authors may write log data that's unavailable via the Kubernetes API, so downloaded logs
may include data that's not included in what's shown with live updates on the Orchestrated Analysis page.

Some steps of an orchestrated analyses may repeat in an attempt to recover from unexpected failures. How
often they repeat and with what delay in between is step dependent. When log data is available for multiple
tries, a "tabbed" log viewer will be displaed. Each tab will show you the log details for a specific attempt.

new-analysis (Running)

Status: Running
Duration: 11 minutes

3runs (2Failed, and 1 Running)

Run#3

Run#2 Id: tool-workflow-1-5-54gnl-424328325
Name: new-analysis(2)

Run#1
Status: Running

Startedat:  3/26/2022,12:59:52PM

wait v

2022/03/26 16:59:54 Running command: argo.argoexec wait

Termination

Software Risk Manager lets you stop orchestrated analyses from running to completion. Click Terminate to
submit a request to cancel an analysis.
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Sample Project » Orchestrated Analyses
Analysis 5 Analysis 5
Pv1.1-SNAPSHOT
Started 19secondsago BTN vRiv:n';“;APSHOT
Status: Runni g
alustRunning * Startedat: 3/26/2022,12:47:15 PM
Analysis 4
Pv1.1-SNAPSHOT B
Finished 1 minute ago Details
Status: Success
prepare (Succeeded) >
Analysis 3
P main
Finished 4 minutes ago cu-final.zip - JSHint (Running) >
Status: Success
Analysis 2 cu-final.zip - PMD (Running) >
Y main

It may take a few moments before an analysis displays a terminated status, but you will see immediate
feedback indicating that your termination request has been submitted, and you will not be able to submit
additional termination requests.

Intelligent Orchestration Overview

Intelligent Orchestration can determine which security tools are best suited for a particular analysis,
depending on factors such as code changes, risk score, and security policies. In Software Risk Manager,
Intelligent Orchestration is enabled by adding a pre-scan policy to a project.

Note: Intelligent Orchestration requires a separate 10 license and must be properly configured
before use. For instructions, see "Enabling Intelligent Orchestration” in the Software Risk Manager
Install Guide.

To configure Intelligent Orchestration for a project:

1. Click the Projects icon in the navigation bar to open the Projects page, then select Intelligent
Orchestration from the project's dropdown configuration options.

Intelligent Orchestration Configuration
» aw2

Cm Analysis uses 10 prescription

2. Click the toggle switch to "on" to open the configuration window.

Intelligent Orchestration Configuration

10

3. Enter the name of the project in the Project Name field (required).
The IO Project Name refers to an existing project in your 1O server.

4. Select the SCM Type.
There are three options: GitHub, GitLab, and Bitbucket.

5. Enter the required configuration information according to the selected SCM type, as described below:
Type: GitHub

e SCM Owner
¢ SCM Repository Name
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e GitHub API URL

e GitHub Username

e GitHub Token

Type: GitLab

e SCM Owner

¢ SCM Repository Name
e GitLab API URL

e GitLab Token

Type: Bitbucket

e SCM Owner

¢ SCM Repository Name
« Bitbucket APl URL

e Bitbucket Host Type:
Bitbucket supports three host types:

* Cloud

* Server

» DataCenter
e BitBucket Username (Cloud only)
« BitBucket Password (Cloud only)
e Bitbucket API Version (Server/DataCenter)
« Bitbucket Project Key (Server/DataCenter)
e Bitbucket Username (Server/DataCenter)
« Bitbucket Password (Server/DataCenter)

6. Click Save.

Policies Overview

Policies in Software Risk Manager allow you to track compliance to specified requirements. Once defined,
policies can be applied to projects, and policy violations can be monitored. In this way, polices can be used
to prioritize which security issues need to be addressed, and so on.

Click the Policies icon in the navigation bar to open the Policies page.
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Policies

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for
violations.

Policy Name Status Findings Violating Policy Using This Policy
Only Critical and High A 93 findings:[93] in 1 project 2 projects

The Policies page displays a list of all the currently defined policies, along with the following information:

Policy Name. Lists the existing policies. Click the policy name to open the View Policy window, where
you can view or edit the policy definition.

Status. Provides a visual representation of the policy status. There are four status icons:

Red triangle: Fail (Overdue)
Orange hourglass: Warn (Due Soon)
Purple hourglass: Pass (On Track)

Green checkmark: Pass (No Violations)

Findings Violating Policy. Provides the following statistics:

The total number of findings that violate the policy. Clicking the link opens the Findings page and
lists all the findings violating the policy.

A color-coded breakdown of findings according to violation status. The numbers inside the colored
boxes correspond to the number of findings for each category: Overdue (red), Due Soon (orange),
On Track (purple), No Fix-by date (gray). Clicking a box opens the Findings page. Findings are
sorted according to the corresponding Policy Violations and Policy Violation Urgency filters.

The number of assigned projects with policy violations. Clicking the link opens the Projects modal,
which lists the projects using this policy.

Using This Policy. Shows the number of projects using the selected policy. Clicking the link opens the
View Policy Projects window, which lists all the projects associated with the policy.

Click the column headers to re-sort the list. You can also use the search field to search for a specific policy.

Working with Policies

For more information on policy management, see the following topics:

Policy Configuration. How to view a policy's configuration.

Creating and Editing Policies. How to create or edit a policy's configuration.

Applying a Policy to a Project. How to apply a single policy to a project.

Applying a Policy to Multiple Projects. How to apply a policy to multiple projects.

Monitoring Policy Violations. How to track policy violations as they relate to projects, policy, and
individual findings.

Policy Configuration

A policy consists of three parts:

Description. The policy name and its purpose.
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e Rules. The conditions that define the policy.
» Projects. The projects that will use the policy.

When creating, editing, or viewing policies, each part—Description, Rules, Projects—will be displayed in
a separate window. Clicking the "button” tabs along the top will switch to that corresponding window. Click
Done to close the window.

View Policy: Warning

oo o]
Policy Name
‘Warning

Short Description

N/A

Filter Rules

1rule

Projects Using This Policy
1

y— [ oo |

Viewing Policy Configuration
Policy definitions can be displayed from the Policies page.
To view the configuration of an existing policy:

1. Click the Policies icon in the navigation bar to open the Policies page.

Policies

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for
violations.

Q search Finding Policie x
Policy Name Status Findings Violating Policy Using This Policy
Only Critical and High A 93 ﬁndings; in1project 2 projects

2. Click a policy name to open the Policy Description window for that policy.

View Policy: HIPPS

Policy Name

HIPPS

Short Description

N/A

Filter Rules

1rule

Projects Using This Policy
4

# Close and Edit Done

The Description window displays the following information:
* Policy Name. The name of the policy.
e Description. A description of the policy.

¢ Filter Rules. The number of rules used to define the policy. Click the link to display the filter rules.
(This is the same as clicking the Rules tab.)
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* Projects Using this Policy. The number of projects that use this policy. Click the link to display a
list of projects that use this policy. (This is the same clicking the Projects tab.)

Py Note: Click Done to close the window. Click Close and Edit to open a window where you can
edit the policy's configuration. For more information, see Creating a Policy.

Click the Rules tab to see a list of all the rules that define the policy.

View Policy: HIPPS

[ | e | 5o

Filter Rules

* Ifany findings match 'DISA STIG 5.1, and are not fixed within 30 days,
then mark the build as "broken"

# Close and Edit Dene

View Policy: HIPPS

[omciin | i | 5

Projects Using This Policy (4)

Apex1

Apex 2

QrR1

Standard el

#" Close and Edit Done

Click the Projects tab to see a list of all the projects that use this policy.

Use the search field to search for specific projects.

Click Done to close the window.

Click the policy's dropdown configuration icon to display additional options:

Using This Policy
1 project

View

Edit
Duplicate
Set as default
Delete

View. Opens the policy Description window (same as clicking a policy name).

Edit. Opens the policy configuration page where you can edit the policy's configuration (see Creating a

Policy).
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Duplicate. Creates a new policy with duplicate settings. This is useful when creating a new policy that
includes many of the same rules as the original. Creating a policy with duplicate settings eliminates the
need to recreate rules that have already been defined.

Set as default. Specifies that the policy will be automatically assigned to all new projects (but not to
existing ones). If a policy is a default policy, it will appear as part of the policy name. (A default policy
must be "unset as the default" before it can be deleted.)

Delete. Deletes the policy and all its associations with existing projects. Deleting a policy is irreversible.
A warning pop-up window will list all the projects associated with the policy and ask for confirmation
before deleting the policy.

Creating and Editing Policies

Policies are created and updated from the Policies page. (Note that there are often alternative ways to
perform the same task. The most common are detailed below.)

Creating a Policy
Editing a Policy
Deleting a Policy

Note: Policy functionality is role-based: users assigned to the "Manager" role are limited to

assigning and removing projects.

Creating a Policy

To create a new policy:

1. Click the Policies icon in the navigation bar to open the Policies page.

Policies

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for
violations.

Policy Name Status Findings Violating Policy Using This Policy

Only Critical and High A 93 findings:[93] in 1 project 2 projects

2. Click Add Policy to open the policy description window.

o T v

low. Track. policies or trigger actions for violations.
he fut

........

3. Enter a name (required) and description for the policy

The policy name must be unique. A description is not required, but it is recommended.

Configure the sharing settings for the policy, then click Next.
By default, a policy can only be viewed and edited by the user who creates it. Once projects are
associated to the policy, any users who can view at least one of those projects will be able to view the

policy.
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[ o |t [ oo
The rules below consist of a condition, an optional fix by date (SLA), and an optional action to take.

Policies enter a 'Fail' state if any rule condition matches, and optionally if the corresponding fix is overdue. 'Warn' means a fix is due soon. 'Pass’ means no rule conditions match.

[ B

Cancel Previous Next Finish

5. Click Add Rule to assign rules to the new policy.
Clicking Add Rule opens a dialog where you can configure new rules.

The rules below consist of a condition, an optional fix by date (SLA), and an optional action to take.

Policies enter a 'Fail' state if any rule condition matches, and optionally if the corresponding fix is overdue. 'Warn' means a fix is due soon. 'Pass' means no rule conditions match.

[ I

1 @D >0 findings matching: ~ Filter... ~ . fixby: Duration.. ~ and: Action... .ot

Cancel Previous  JNENE Finish

6. Use the dropdown options to configure the policy rule.
Creating a rule includes configuring the following elements:

« On/Off toggle. Allows individual rules to be temporarily deactivated.
e Threshold. Sets the minimum number of findings needed to trigger the rule.

« Filter. Defines which filters the policy will use. Select filters from the dropdown list. (Note: Private
saved filters must be shared before they can be applied. For more information, see Saving Filters.)
Use the search field to search for existing filters.

+Add Rule (€]
1 @D -0 findings matching: ~Filter... ~ . fixby: Duration.. ~ and: Action... -

Qf x

2a2 Shared Filters:
DISASTIG5.1
Only Critical and Highs
Only New Issues
OWASP Top Ten (2021)

Note: Regarding the use of the Policy Violations and Policy Violation Urgency filters in
saved private filters, if either (or both) of these filters are added to a saved filter, those
options will be ignored when using that filter as a Policy rule.

« Fix by. Sets the number of days before the violation status changes to overdue. Select the number
of days from the dropdown list. Select "Not Required" if no date is necessary.
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o

1 @D >0 findings matching:  Filter.. ~ . fixby: and: Action... ~
Not required
1Day
7 Days
14 Days
30 Days
60 Days

90 Days
180 Days
365 Days

e Action. Specifies what action should be taken when the rule is violated. The options are "Nothing,"
"Create ticket(s)," and "Break Build."

Zm-
1 @D -0 findings matching: Filter. ~ , fixby: Duration.. - mwd‘ H
Nothing
Create ticket(s)
Break build
7. Click Next to open the Projects window.
[omciion | 2ie | 27 ]
Define the projects and applications that should follow this policy. @
.

No projects added

You can add projects to see them here, or you can always add them later.

Cancel Previous l:l Finish

8. Click Add Project to open the Add Projects to Policy window.

Add Projects to Policy

Adding projects will update their policy to include 'SB3" in addition to any current policies. @

x

Projects Current Policies
Apex1 3

» 7 Apex2 3
Standard 3

[SRl Add Projects

9. Select the projects to associate with this policy and click Add Projects.
Use the checkboxes to select projects. You can search for projects using the search field. The Current
Policies column shows the number of policies that have already been assigned to that project.

10. Click Finish.

Editing a Policy

To edit an existing policy:
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1. Click the Policies icon in the navigation bar to open the Policies page.

Policies

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for

violations.
+ Add Policy x
Policy Name Status Findings Violating Policy Using This Policy
Only Critical and High A 93 findings:[93] in 1 project 2 projects

2. Click the policy's dropdown configuration icon and select Edit.

Using This Policy
1 project

View

Edit
Duplicate
Set as default
Delete

3. Make changes as necessary.
For field definitions, see the descriptions in the Creating Policies section.

4. Click Finish.

Deleting a Policy
To delete an existing policy:

1. Click the Policies icon in the navigation bar to open the Policies page.

Policies

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for

violations.

x
Policy Name Status Findings Violating Policy Using This Policy
Only Critical and High A 93 ﬁndings; in1project 2 projects

2. Click the policy's dropdown configuration icon and select Delete.

Using This Policy
1 project

View
Edit
Duplicate
Set as default
Delete

3. Click Delete to confirm.

Applying a Policy to a Project

There is more than one way to apply a policy to a project. The instructions below detail the most common
method of applying a single policy to a single project.
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To apply a policy to a project:

1. Click the Projects icon in the navigation bar to open the Projects page.

Projects

+Add Project

v Acme (¥ main (default))
# OFindings @ No analyses yet
Z Alpha (¥ Dev (default))

# 1,318 Findings  [0][97][0][0] 2= 1 policy i Last analyzed 7/7/2023 at 11:46:00 AM © Analysis took 21 sec

Z Group Totals

# 1,318 Findings in this projectgroup  [0][7][0][0] @ Lastanalyzed 7/7/2023at11:46:00AM (D Analysis took 21 sec

Beta (¥ main (default))

% OFindings & No analyses yet

2. Click project's dropdown configuration icon and select Policy Associations.

O]

8 Dashboard

+ New Analysis

# Edit Project

+ Create Child Project

= Policy Associations

& Analysis Config

® Project Metadata

% Intelligent Orchestration
¥ GitConfig

3 Issue Tracker Config

& User Roles

A Tool Config

& Tool Connectors

© Configure Tool Service
¢ View Orchestrated Analyses
P Manage Branches

@ Delete Project

This will open the Policy Associations window.

Policy Associations: Apex 1

Policy rules may affect if a project passes or fails a policy and what actions or alerts occur.

HIPPS
SB1

0DoO

TR1

[UEN save Changes

3. Click Assign Policy and select which policy(ies) to add from the list.
Click the plus icon to select policies. You can search for policies using the search field. Clicking the
minus icon next to an existing assignment will remove the policy association from the project. (For
information on creating a policy, see Creating and Editing Policies.)

4. Click Save Changes.

Applying a Policy to Multiple Projects

There is more than one way to apply a policy to multiple projects. The instructions below detail the most
common method.

To apply a policy to multiple projects:
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1. Click the Policies icon in the navigation bar to open the Policies page.

Policies

violations.

+ Add Policy

Policy Name

Only Critical and High

Status

A

This type of policy creates guidelines for your organization to follow. Track your assigned projects against policies or trigger actions for

Findings Violating Policy

93 findings:[93] in 1 project

Q_ Search Finding Policies x

Using This Policy

2 projects.

2. Click the policy's dropdown configuration icon and select Edit.

Using This Policy

1 project

Q_ Search Finding Policies x

View

Edit
Duplicate
Set as default
Delete

3. Click the Projects tab.

Policies

Projects

ACME

3

[ovctin [ 2hie ||

Define the projects and applications that should follow this palicy.

Last Analyzed

6/26/2023

Q_ search Projects x

4. Click Add Projects and select the projects you want to apply this policy to.

Add Projects to Policy

Projects
ACME
Jon Test

Tammy's Project (branches)

Adding projects will update their policy to include 'Warning' in addition to any current policies.

Q search Projects X

Current Policies

1

o

o

Use the checkboxes to select projects. You can search for projects using the search field. The Current
Policies column shows the number of policies that have already been assigned to that project. Clicking
the minus icon removes the project association.

5. Click Add Projects.
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6. Click Finish.

Monitoring Policy Violations

Once a policy has been defined and applied to a project, Software Risk Manager will track policy violations
and provide violation status in a variety of ways. Policy information and violation status appears on the
following pages:

* Projects page

* Findings page

» Policies page

Note: Email notifications for changes to policy violation status can be configured on the user
configuration page. For more information, see User Configuration Settings. For information on
customizing the policy email template, see Customizing the Policy Email Template.

Understanding Policy Violation Parameters

You can set the "duration" or number of days before a policy is violated when you create policy rules. Time-
based violations are based on calendar days. Polices can be set to preselected periods, that is, 1 day, 7
days, 14 days, etc. The "fix-by" date is calculated based on the day the finding was created. For example, if
a rule has been set to 7 days, the policy will show a violation 7 days after the finding was created.

Tickets will be created whenever a finding violates the f i ndi ngs mat chi ng condition; nevertheless, the
threshold or fix-by date doesn't need to be reached. Consider the following example:

If > 100 findings matching Only Critical and Hi ghs, fix by 14 days and Create
Ti ckets

If your project only has one new critical or high finding, a ticket will be created for that finding even though
the policy itself is still passing because it hasn't hit the threshold and hasn't gone over the fix-by date

When using the Policy filters, note the following range definitions:
» Due Soon is 0-7 days.
* On Track is anything over 7 days.

» Overdue occurs when the fix-by date has passed by at least one day.

Monitoring Policy Violations for Projects

Click the Projects icon in the navigation bar to view a summary of policy issues related to a specific project.

Projects

+Add Project

v Acme (F main (default) )

% OFindings &8 No analyses yet

Z Alpha (¥ Dev (default))

# 1,318 Findings DERD =1 policy 8 Last analyzed 7/7/2023 at 11:46:00 AM ® Analysis took 21 sec

Z Group Totals
# 1,318 Findings in this project group [e][#7][o][e] i Last analyzed 7/7/2023 at 11:46:00 AM (O Analysis took 21 sec

Beta (P main (default))

4 O Findings i No analyses yet

This page shows the number of policy violations for each project along with links to additional information.
Policy information is displayed in the second and third columns to the right of the total number of findings
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for that project. The total number of policy violations for a specific project is broken out by policy violation
status, shown in color-coded boxes. Clicking a box takes you to the Findings page, where the findings have
been filtered according to that status.

% 57 Findings [22][35] =3 policies

Policy violations:
35 findings On Track

Policy violations are defined as follows:

* Red: Overdue

¢ Orange: Due soon

e Purple: On track

e Gray: Unspecified "fix-by"

The third column shows the number of policies associated with that project. Clicking the link displays the
policies associated with that project.

Monitoring Policy Violations for Findings

Policy violations for a single finding can be found on the Findings page. Click the Findings icon from the
navigation bar to open the Findings page, then mouse over the shield icon next to the finding ID to see a
summary of policy violations for that finding. The number of days specified to fix the issue is displayed in the
"Fix By" column.

You can also use filters to sort findings based on policy violations. For more information, see Working with
Filters.

Findings
Displaying 5,263 matching findings | O selected

Displaying all findings

- Type Tool CWE  Location

B9 command Injection 1activeres77 Bijquery.autocompletejs:275
Mo Bjqueryautocomplete js:372
194 Bjquery.autocomplete s:371
mOo® B jqueryautocomplete,s:364

Integrations Overview

Click the Integrations icon in the navigation bar to open the Integrations page.
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5 BLACKDUCK SOFTWARE RISK MANAGER ozt @ & & | ®adm

Integrations » All

35t — Q_fearch integratior
@ Analysis Tools
All
& Analysis Tools
- a & BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK
L~ T 57T .
IDEs. -ﬂ J ﬂ {{
= Issue Tracking
I§3 ssue Tracking Black Duck Binary Analysis Black Duck Managed Services Platform Black Duck SCA Coverity Coverity on Polaris
9
. CSVand JSON XML JSONv8+
sem m m Configured Configured m
®or s (OB s @D s @D ¢« 0D o
& BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK
AN ~ ».
A <.' @ see
Defensics Fuzz Test Polaris Rapid Scan SAST Seeker SRM Custom Integration
XML (super-summary.xml) m JSON m XML
D oFF ] § o %

The default view lists all the currently configured integration tools.
« Use the menu on the left to display supported tools arranged by tool type.

e Select All to display all the analysis tools, integration tools, IDEs, issue tracking systems, plugins, and
version control tools supported by SRM.

« Select Configured to display all the currently configured integration tools.

e Enter a search term in the Search Integrations field to search for a specific tool.

Integration Tool Types
SRM supports the following types. (Click the link for additional information.)
e Analysis Tools
e Continuous Integration
e Integrated Development Environments
e Issue Tracking
e Plugins

e Source Code Management

Analysis Tools

SRM supports the following Analysis Tools:
e 42Crunch

* Acunetix Desktop (XML)

* Acunetix 360

* Anchore (JSON)

* Android Lint (XML)

* APlIsec
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AppScan DAST (XML)

AppScan Enterprise

AppScan Source (OZASMT)

AppSpider (XML)

Aqua Enterprise

Arachni (JSON and XML)

Armorize CodeSecure (XML)

AS0C (XML)

AWS Security Hub (JSON)

Azure Security Center (CSV)

Black Duck SCA

Black Duck Binary Analysis (CSV and JSON)
Brakeman (JSON and ZIP of JSON outputs) (Built-in tool)
Burp Enterprise

Burp Suite (XML)

C++test (XML)

CAST Highlight

CAT.NET (XML) (Built-in tool)
Checkmarx (XML)

Checkmarx IAST

Checkmarx One

Checkstyle (XML) (Built-in tool)

Clang (ZIP of HTML outputs)

Clang-Tidy (TXT: console log)

Clippy (JSON and ZIP of JSON outputs) (Built-in tool)
CodePeer (CSV)

CodeSonar (CodeSonar-Scrape ZIP)
Continuous Dynamic (formerly WhiteHat)
Contrast

Coverity (JSON v8+)

Coverity on Polaris

Cppcheck (XML v2) (Built-in tool)
CycloneDX (JSON and XML)

Data Theorem Mobile

DefenseCode ThunderScan (JSON)

Defensics Fuzz Test (XML: super-summary.xml)
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« Dependency-Check (XML) (Built-in tool)
e Dependency-Track

« dotTEST (XML)

¢ Dynatrace

e ErrCheck (TXT: console.log)

e error-prone (TXT)

e ESLint (JSON) (Built-in tool)

e [Faraday

e Fortify (FPR)

« Fortify Software Security Center

e FxCop (XML and ZIP of XML outputs) (Built-in tool)
e Gendarme (XML) (Built-in tool)

e GitHub Advanced Security

e GitLab Security (JSON) and Report (ZIP)
e GoCyclo (TXT: console log)

« Google SCC

e Golint (TXT: console log)

e GoSec (JSON)

e Grype (JSON)

* Hacker One

e Harbor (JSON and CSV)

« Helix PRQA-QAC (CSV)

* Imperva

e IneffAssign (TXT: console log)

e Inviciti (XML)

e Inviciti Enterprise (XML: Vulnerabilities List)

» IriusRisk
e JFrog Xray (JSON)
e Jlint (TXT)

e JSHint (TXT) (Built-in tool)

e Jtest (TXT) (Built-in tool)

*+ Mend SCA

* Microsoft Defender For Cloud

e Microsoft Code Analysis (TXT: MSBuild log and TSV: errors table)
e Microsoft Threat Model (HTM and TM7)

e MobSF (JSON: Generate JSON Report endpoint)
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NDepend (XML)
Nessus (NESSUS)
NeuVector

Nmap (XML)

NowSecure

Software Risk Manager User Guide ¢ Integrations Overview

NowSecure Workstation (JSON and ZIP of JSON outputs)

OCLint (XML)

Orca Security

PHP_CodeSniffer (XML) (Built-in tool)

PHPMD (XML) (Built-in tool)
PMD (XML) (Built-in tool)

Polaris

Prisma Cloud (RedLock) (CSV and JSON: List Alerts V1 endpoint)
Prisma Cloud Compute (Twistlock) (CSV and JSON)

Pylint (JSON and ZIP of JSON outputs)

Q-MAST

Qualys CS (CSV)

Qualys VM (XML)

Qualys VMDR

Qualys WAS

Rapid Scan SAST (JSON)
Rapid7 InsightAppSec
Rapid7 Nexpose (XML)
SafeSQL (TXT: console log)
SARIF (JSON v2.1.0)

SATE (XML)

Scalastyle (XML) (Built-in tool)
SCAP (XML)

SciTools Understand (CSV)
SD Elements

Black Duck Seeker
Semgrep (JSON)

Snyk (JSON)

SonarQube

Sonatype Nexus
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« SPDX (JSON and SPDX)

e SpotBugs (XML) (Built-in tool)

e SRM Custom Integration (XML)

e  Staticcheck (JSON)

« STIG (CKL, CKLB)

«  SWAMP (XML)

e Black Duck Managed Services Platform (XML)
* Tenable.io

e Tenable.io Web App Scanning

+ Tenable.sc

* Black Duck Tinfoil API

* Black Duck Tinfoil Web

e Trivy (JSON: container image results)
e TruffleHog (JSON)

e Trustwave App Scanner

e Veracode (XML and ZIP)

« Vet (JSON)

e Weblnspect (XML)

e Wiz
e WPScan (JSON)
e ZAP (XML)

. ZPA (JSON) (Built-in tool)

Continuous Integration

SRM supports the following CI tools (click the link for more information):
* Bamboo

* GitHub Action

» Jenkins

* Black Duck SRM API

» Black Duck Bridge CLI

* TeamCity

Integrated Development Environments

SRM supports the following IDEs (click the link for more information):
e Code Sight IntelliJ

e Code Sight Visual Studio Code

e Eclipse
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* Visual Studio

Issue Tracking
SRM supports the following issue tracking tools (click the link for more information):

e Azure DevOps

 GitHub
 GitLab
e Jira

* ServiceNow

Plugins

SRM supports the following plugins (click the link for more information):
e Burp

e Splunk

« ZAP

Source Code Management
SRM supports the following SCM systems (click the link for more information):
« Git

Analysis Tools

Click the Integrations icon in the navigation bar and select Analysis Tools to open the Analysis Tools page.

6 BLACKDUCK SOFTWARE RISK MANAGER v2uzAxZ EnerersE g ® admin
o) Integrations » Analysis Tools
Bt — Q_ search integrations
Analysis Tools
%)
E? Analysis Tools
. o ) BL;CKDUC( & BLACKDUCK ) BL;CKDUC< & BLACKDUCK & BLACKDUCK
o =na PN »
IDEs ﬂ J ﬂ {"
=
Issue Tracking
I§3 Plugins Black Duck Binary Analysis Black Duck Managed Services Platform Black Duck SCA Coverity Coverity on Polaris
CSV and JSON XML JSON v8+
M m Configured Configured
®orr | (OID * @D e @D ¢ 0D o
& BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK & BLACKDUCK
AN . K
A {o’) ® l...i
Defensics Fuzz Test Polaris Rapid Scan SAST Seeker SRM Custom Integration
XML (super-summary.xml) m JSON m XML
Borr o §orr @

Use the Search field to search for a specific tool.
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Configuring an Analysis Tool
To configure an analysis tool:

1. Click the Integrations icon in the navigation bar and select Analysis Tools to open the Analysis Tools
page.

2. Click the Set Up button for the tool you want to configure.
Not all tools are configurable.

Integrations » 42Crunch

Connections  Schedules

Configure one or more 42Crunch Connections

+ Add Connection

No connections yet

3. Click Add Connection.

Add 42Crunch Connection

Connection Name

42Crunch Connection

APl Token @

O Private (default)
Shared

a. Add an API token with "API Security Audit” rights in the API Token field.
To test the connection, click the Test Connection button.

b. Select sharing options with users or user groups.
c. Select permissions.
4. Click Add Options.

Add AppScan Enterprise Options

Options Name

AppScan Enterprise Options
Include severity Info
Include severity Low
Include severity Medium
Include severity High

Include severity Critical

e
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5. Enter a name in the Options Name field and select which options to include.

6. Click Save Options.

Note that you can edit existing options.

7. Select Schedules from the upper menu.

8. Click Add Schedule.

Add Schedule

Name

Schedule

Auto-update

Every hours +
O Everydayat  12:00AM (server time)
Run during normal analyses
=

9. Add projects.

Connections Options  Schedules Projects

Project Name
git-duck
aws_goshawk_npmjs
insec-bank

insec-bank

builder

Integrations » Black Duck Hub

quay:io/operator-framework/upstream-opm-

quay.io/operator-framework/upstream-opm-

Import Projects | Analyze Projects(0) | ChangeOptions(0) | Change Schedules (0)

SRM Project Name
test jon project
aws_goshawk_npmjs
insec-bank
insec-bank

quay.io/operator-framework/upstream-
opm-builder

quay.io/operator-framework/upstream-

Default Options

Black Duck Hub Options
Black Duck Hub Options
Black Duck Hub Options

Black Duck Hub Options

Black Duck Hub Options

Black Duck Hub Options

Default Schedule
Run with Analysis
Run with Analysis
Nightly

Nightly

Run with Analysis

Run with Analysis

builder opm-builder

amazoncorretto amazoncorretto Black Duck Hub Options Run with Analysis

amazoncorretto amazoncorretto Black Duck Hub Options Run with Analysis

Ducky-NeuVector Ducky-NeuVector Black Duck Hub Options Run with Analysis

Ducky-NeuVector Ducky-NeuVector Black Duck Hub Options Run with Analysis

Displaying 10 groups of 424

o e

Migrating Existing Tools to SRM

SRM'’s centralized configuration functionality allows Software Risk Manager to act as a hub for interacting
with tool connectors. For Code Dx users migrating to Software Risk Manager, existing tool connectors
can be converted to take full advantage of SRM'’s centralized configuration. (In an upcoming release of
SRM, legacy tool connectors will be converted automatically, consolidating common information, such as
connection URLs and credentials, into more-easily-managed shared entities.)

To migrate legacy tool connectors (Code Dx) to take advantage of centralized configuration, SRM provides
two URLs that an administrator can use to perform the conversion:

» The first URL performs a "dry run" of the conversion, providing a report of all the decisions and
consolidations that will be made during the actual conversion process.

e The second URL performs the conversion.
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To perform the dry run and see a text-based report, log in as an admin and enter the following into your
browser: <SRM Base URL>/ x/i ntegrations/tool -connector/n gration/dry-run. You can also
use your HTTP client-of-choice to send a GET request to that URL to obtain the report.

To trigger the actual conversion, use <SRM Base URL>/ x/i nt egr ati ons/t ool - connect or/
m gration/ comn t-run. This URL responds with a 204 No Cont ent upon success.

¢ Warning: Running the conversion is irreversible. Making a backup of your database prior to
performing this action is highly recommended.

Continuous Integration

Click the Integrations icon in the navigation bar and select Cl to open the Continuous Integration page.

€3 BLACKDUCK' SOFTWARE RISK MANAGER e

Integrations » Continuous Integration

Configured
o Continuous Integration

pos All
@ Analysis Tools =

o a & BLACKDUCK @ & BLACKDUCK
d - ¢ 7w 0 @ "z
= Issue Tracking ‘
8 Bamboo Black Duck Bridge CLI GitHub Action Jenkins SRM API

Plugins
Instructions (= Instructions [ Instructions [> Instructions (+ Instructions (-

i<l

TeamCity

Instructions (>

SCM

Use the Search field to search for a specific tool.

SRM supports the following CI tools (click the link for more information):
* Bamboo

* GitHub Action

» Jenkins

* Black Duck SRM API

» Black Duck Bridge CLI

 TeamCity

Integrated Development Environments

Click the Integrations icon in the navigation bar and select IDEs to open the IDEs page.
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& BLACKDUCK SOFTWARE RISK MANAGER o
] Integrations » IDEs
0 Q_search integrations
oS Configured .
IDEs
@ Al
D Analysis Tools
25
@ A
(= —
IDEs
=
=
Issue Tracking
i": Plugins Code Sight Code Sight Code Sight Eclipse
IntelliJ Visual Studio Visual Studio Code
SCM Instructions (> Instructions Instructions (= Instructions (>

Use the Search field to search for a specific tool.

SRM supports the following IDEs (click the link for more information):
» Code Sight IntelliJ

» Code Sight Visual Studio Code

» Eclipse

e Visual Studio

Issue Tracking

Click the Integrations icon in the navigation bar and select Issue Tracking to open the Issue Tracking page.

G BLACKDUCK SOFTWARE RISK MANAGER 2024 120 Eterrise

10/22/2024

] Integrations » Issue Tracking
0 Q_searchintegrations
i Configured .
Issue Tracking
@ All
2] Analysis Tools
B
ci
= H | 1 NOW.
IDEs ©
=
=]
Issue Tracking
@3 Plugins Azure DevOps GitHub GitLab Jira ServiceNow
Instructions [ Instructions (» Instructions (> Instructions (» Instructions [~
SCM

Use the Search field to search for a specific tool.
SRM supports the following issue tracking tools (click the link for more information):

e Azure DevOps

 GitHub
 GitLab
e Jira

e ServiceNow

Plugins

Click the Integrations icon in the navigation bar and select Plugins to open the Plugins page.
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6 BLACKDUCK SOFTWARE RISK MANAGER

Integrations » Plugins
o -
Q_ search integrations
it Configured .
Plugins
@ Al
e Analysis Tools
cl
2
IDEs
=]
=)
Issue Tracking
5:‘..’:3 Plugins Burp Splunk ZAP
Instructions (> Instructions (> Instructions >
SCM

Use the Search field to search for a specific tool.

SRM supports the following plugins (click the link for more information):

e Burp
e Splunk
« ZAP

Source Code Management

Click the Integrations icon in the navigation bar and select SCM to open the Source Code Management
options.

6 BLACKDUCK SOFTWARE RISK MANAGER

Integrations » Source Code Management

o .
Q_ search integrations
EOS Configured S
Source Code Management
) Al
"% Analysis Tools
a
L
IDEs
=]
=
Issue Tracking
@3 Git GitHub

Plugins

Instructions (> ( ) o

Use the Search field to search for a specific tool.

SRM supports the following SCM systems (click the link for more information):
+ Git

e GitHub

Bulk Onboarding with GitHub Repositories

Software Risk Manager can automatically create projects based on existing GitHub repositories.

Click the Integrations icon in the navigation bar and select SCM to open the Source Code Management
page.
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Integrations » Source Code Management

Configured
Source Code Management

All

Analysis Tools

Cl

IDEs

Issue Tracking

Plugins Git GitHub

SCM Configured

Instructions [ @ o

Configuring the Connection to a GitHub Repository
To configure the connection to a GitHub repository:

1. Click the Integrations icon in the navigation bar and select SCM to display the GitHub option.

Integrations » Source Code Management

Configured
Source Code Management
All
Analysis Tools
a
IDEs
Issue Tracking

Plugins Git GitHub

scM Configured

Instructions [ @ -3

2. Click the configuration icon for GitHub, then select the Connections tab from the top menu.
Integrations » GitHub

Connections ~ Repositories

Configure one or more GitHub SCM Connections.

Connection Name “ Connection Type # of Organizations Synced Repos Total Repos Coverage Connection Status
Ken's Token User 2 o] 2604 0% Connected

3. Click Add Connection.

New GitHub Connection

Connection Name

Access Token @

4. Enter a Connection Name and Access Token.
Use the Test Connection button to verify proper configuration.

5. Click Save.
With a saved connection, you can create projects from your GitHub repositories as well as associate
GitHub repositories with existing projects.
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Synching GitHub Repositories with SRM
To sync GitHub repositories with SRM:

1. Click the Integrations icon in the navigation bar and select SCM to display the GitHub option.

Integrations » Source Code Management

Configured
Source Code Management

All

Analysis Tools

cl

IDEs

Issue Tracking

Plugins Git GitHub

s5cM Configured

Instructions (> @ -3

2. Click the configuration icon for GitHub, then select the Repositories tab from the top menu.

Integrations » GitHub

Connections ~ Repositories

Select an established connection to see all of the corresponding repositories:

Connection: Ken's Token v

Select the repositories you would like to sync with SRM:

Hide already-imported repositeries (0) Displaying 100 repositories. Scrall to load more.
Repository Type Last Commit Language
jenkinsci/.github S 11/15/2023 Shell
jenkinsci/42crunch-security-audit-plugin (5] 9/28/2023 Java
jenkinsci/abap-ci-plugin S 4/14/2023 Java
jenkinsci/absint-a3-plugin (5] 10/17/2023 Java
jenkinsci/absint-astree-plugin S 1/21/2022 Java
jenkinsci/accelerated-build-now-plugin Y 1/2/2020 Java
jenkinsci/accelq-ci-connect-plugin S 11/1/2023 Java
jenkinsci/acceptance-test-harness (5] 11/15/2023 Java
jenkinsci/accurev-plugin S 11/7/2023 Java
jenkinsci/active-choices-plugin Y 11/15/2023 Java
jenkinsci/active-directory-plugin 5] 10/29/2023 Java
jenkinsci/activiti-explorer-plugin (5] 12/15/2022 Java

Select a connection from the dropdown menu.
4. Use the checkboxes to select which repositories to sync with Software Risk Manager.

5. Click Create Projects.
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Create 1 project from selected GitHub repository

Naming Convention
Specify the repository attributes that should be included when creating the SRM
Project names:

{lorganization}}/{{repositoryl}
Parent Projects
Aparent project can be used to group a collection of projects.
© No parent project @
Add all projects to one parent project &

Create a parent project for each GitHub Organization found in the connection @

Analyses
Select whether you would like to initiate analyses when the projects are created:

Run analyses
[ coee | cremeproes

6. Specify the following parameters:

« Naming Convention. The template is a https://handlebarsjs.com/ expression. The available fields
are as follows:

e organi zat i on. The organization name.

e repository. The repository name.

e isPrivat e. Specifies whether the repository is private.

e i sArchi ved. Specifies whether the repository is archived.
e i sFor k. Specifies whether the repository is a fork.

e | anguages. A list of languages in the repository.

Note: When the name (chosen by the naming convention) for a repository corresponds to an
existing SRM Project, SRM will associate the repository with the existing project rather than
creating a new project, but only if the user has the manage role for that project.

« Parent Projects. Enables you to specify a parent project for the projects you are creating.
« Analyses. Instructs SRM to run an analysis after creating the new projects.

7. Click Create Projects.
The new projects will appear on the Projects page.

jenkinsci/activiti-explorer-plugin (¥ master (default))

40 Findings & No analyses yet

Clicking the git branch icon opens the SCM Configuration window, which displays the connection name
and repository URL.

GitHub SCM Configuration
» jenkinsci/activiti-explorer-plugin

This SCM configuration is managed from the Integrations page.
Connection

Ken's Token

Repository URL

https://github.com/jenkinsci/activiti-explorer-plugingit

—

To delete the repository, click the Delete Configuration button.
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For projects that are set up with a git configuration, SRM will automatically create a ZIP archive of the files
from that git repo and include it in the analysis prep area as a "source from" item, as shown in the example
below.

Analyze » jenkinsci/activiti-explorer-plugin

Project Findings ~ Components  Project Dashboard ~ Settings v

New Analysis

¥ Targetbranch ¥ master (default)

© Remove

Detected Content

Tools te Run
| 4 crecsyie [ & preo )

P Begin Analysis

Analyses Overview

When the Scan Farm has been configured, Software Risk Manager can automatically run Coverity SAST
and Black Duck SCA scans. Software Risk Manager also comes with bundled open source tools to scan a
wide variety of applications. Supported languages and expected inputs for the built-in open source scanners
are described in the Built-in Open Source Code Scanners and the Built-in Open Source Dependency
Scanners sections. In addition to the bundled tools, Software Risk Manager can import the results of several
commercial and open source tools. The supported tools and generic input formats are described in the
Importing Scan Results section. There are a number of different options to configure and run analyses for
Software Risk Manager: manually using the web interface, Jenkins plugins, or automatically (such as from
your continuous integration server) using the API or using Black Duck Bridge CLI. These are all detailed in
the Starting Analyses section.

Incremental Analysis

Software Risk Manager performs analyses incrementally. This means that as new analysis inputs (files) are
added to a project, any findings associated with them are added to the project.

The life of a finding is tied to the inputs in which it was reported. When the last input contributing to a finding
is archived, the finding itself is marked as "Gone" and hidden by default (see Findings View Options).

Analysis inputs can be archived manually or automatically. For more information on archival, see Auto-
Archival.

Built-In Open Source Code Scanners

Software Risk Manager bundled open source code analyzers can analyze C/C++, Objective-C, Java,
JavaScript, JSP, .NET (C#, VB), PHP, Terraform, Docker, Swift, Scala, Python, Ruby on Rails, and Rust
applications. For all supported languages, Software Risk Manager will analyze the source using open
source bundled tools built specifically for a target language. For applications built with any combination of
the supported languages, Software Risk Manager will run the appropriate checkers on the provided source.

Note: The Software Risk Manager built-in open-source code scanners are turned off by default and
can be turned on from the Integrations page. For more information, see the Integrations Overview
section.
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For Java applications, Software Risk Manager bundled open source code analyzers supports scanning
compiled bytecode. In fact, the preferred approach for Java projects is to upload both source and bytecode
to Software Risk Manager in the supported file format described in the bullets below. This yields the best
coverage for issue detection.

For .NET applications, Software Risk Manager supports scanning compiled DLLs. It is also recommended
that the source be uploaded. This will provide better source location information and will allow for viewing
the source while looking at finding details.

Note: If you choose to upload an entire Visual Studio solution folder, there may be duplicates of the
build DLLs and third-party DLLs. This will cause a longer analysis time and possibly incorrect results
if some DLLs are stale. To achieve the best results, upload a zip that contains only the DLLs and
PDB files for the binaries you wish to analyze. Upload the source as a separate zip.

Accepted zip Archive Formats

Software Risk Manager accepts application inputs in the following zip archive formats for running bundled
open source tools:

e C/C++. . zi p containing C/C++ source files that will be analyzed by Software Risk Manager bundled
tools. Software Risk Manager will scan the . zi p file for . h, . c, . hpp, and . cpp files. (Note: If your
project contains Objective-C source files then . h files will be treated as Objective-C rather than C/C++).

» Javasource. . zi p containing Java source files — with a .java extension — to be analyzed by the
Software Risk Manager bundled tools.

» Java bytecode. . zi p containing . cl ass or . j ar bytecode files intended for the JVM.
* .NET.. zi p containing C# or VB.NET source files — with a .cs or .vb extension.

* .NET DLLs. . zi p containing compiled . dI | s. You must also include the PDB files for . dl | s you wish
to scan. Software Risk Manager will only scan . dl | s with corresponding PDB files — unless there are
no PDB files, in which case Software Risk Manager will scan all . dl | s but source location information
may be sub-optimal.

* i0S.. zi p containing . i pa files. (Note: This detection is only for associating add-in tools with these
files).

*  Windows UWP. . zi p containing . appx files. (Note: This detection is only for associating add-in tools
with these files).

 Ruby on Rails. . zi p containing Ruby source files that are inside an app/ directory.
* PHP.. zi p containing PHP source files.

* PL/SQL. . zi p containing PL/SQL source files.

* Python. . zi p containing Python source files.

» JavaScript. . zi p containing .js files; minified JavaScript will be ignored.

* Scala. . zi p containing .scala files.

* Swift.. zi p containing . swi f t files.

* Objective-C.. zi p containing . m . mm . M . h files. (Note: ".h" will only be detected as Objective-C if
there are other Objective-C file types in the '.zip").

o Terraform. . zi p containing . t f files.
» Docker. . zi p containing Docker f i | e files. Note that this has no extension.

* Rust.. zi p containing Rust project files. Software Risk Manager will scan the . zi p archive for the
Car go. tom file (which is the manifest for Rust projects) and . r s source files.
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Note: Software Risk Manager enforces a single source .zip archive per analysis. Although
Software Risk Manager supports multiple languages, the expectation is that they will all be packaged
in a single . zi parchive to enable consistent path correlation across all the checkers. And while
source and bytecode inputs can be uploaded in separate files, they do not have to be split up. A
single . zi p file containing C/C++ source, Java source, Java bytecode, .NET DLLs, .NET source,
PHP source, Scala source, Ruby on Rails source, Python source, JavaScript source and Rust

source is perfectly acceptable.

Bundled Open Source Tool Versions

The bundled tool versions are listed in the table below.

Table 8:

Tool Version Release Date
Brakeman 5.2.0 12/16/2021
Checkstyle 10.26.1 07/28/2025
Clippy (user-installed)

Cppcheck 2.9 8/28/2022
Dependency-Check 12.1.6 9/24/2025
ESLint 8.54.0 11/17/2023
FxCop (user-installed) 10+ Not available
Gendarme (not available |2.11.0 Not available
in containerized

deployments such as

Docker Compose or

Kubernetes)

JSHint 2.135 7/8/2022
PHP CodeSniffer 3.7.1 6/18/2022
phpcs-security-audit 2.0.1 8/5/2019
PHPMD 2.13.0 9/10/2022
PMD 7.15.0 07/24/2025
Pylint 244 11/13/2019
Scalastyle 2.12-1.0.0 |8/20/2017
SpotBugs 4.9.3 07/25/2025
SpotBugs Find Security |1.14.0 07/25/2025
Bugs

ZPA CLI 1.2.0 12/19/2021

Built-In Open Source Dependency Scanners

Software Risk Manager also scans input to check for dependencies with known vulnerabilities.
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The following dependencies are checked:
e Java:.jar and. war filesin Java projects.
e .NET:.exeand.dll filesin .NET projects.

e JavaScript files are checked by name or a hash of the file (minified JavaScript incorporated into a
different source file will not be checked).

Importing Scan Results

Software Risk Manager supports importing the results of commercial and open source application security
testing tools as well as a couple of generic tool result listing formats. The list of supported tools for scan
imports includes the built-in ones mentioned in the previous section. If one of the tools you want to import
is not supported, please let us know. However, in the meantime, you can convert your data to the generic
SRM Input XML format. The schema definition for this format and an example can be accessed via the
download icon in the Software Risk Manager header.

Note: Some tools will output empty files if no results were found, which cannot be detected by
Software Risk Manager as any particular format. For more information on empty or undetected tool
results, see Empty/Undetected Tool Results.

Supported Tools

Software Risk Manager supports various tools and tool types, including the following:

* SAST tools
 DAST tools
* |AST tools

* Mobile tools

* InfraSec tools

e Threat Modeling tools

e Component tools

+ Container tools

* Cloud Infrastructure tools

e Bug Bounty tools

» Infrastructure as Code (laC)

» Web Application Firewall (WAF)

e Security Technical Implementation Guide (STIG)

Additional Support for Selected Tools

Software Risk Manager also provides additional support for the following tools:
* AppDetective Pro

* AppSpider

« Agua

» CodeSonar

e Dynatrace
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«  Helix QAC

+ Parasoft

e Prisma Cloud Compute (Twistlock)
* SARIF

*+ SBOM Files

SAST Tools

Software Risk Manager supports the following SAST tools and import formats:
* 42Crunch: a Tool Connector for Security Audit scans.

e Android Lint: . xm and. zi p.

* Armorize CodeSecure: . xnm .

» Brakeman is a built-in scanner; . j son is also supported.

e Checkmarx: . xm and a Tool Connector.

* Checkmarx One: a Tool Connector.

» Checkstyle is a built-in scanner; . xnl is also supported.

» Clang: . zi p containing one or more . ht m or. plist. ht M (CodeChecker) files. (Clang outputs one
HTML file per checked source file.)

» Clippy (user-installed) is a built-in scanner; . j son is also supported.

* CodePeer: . csv reports.

» CodeSonar-Scrape: see the CodeSonar-Scrape utility section for details.
e Continuous Dynamic (formerly WhiteHat): a Tool Connector.

* CppCheck is a built-in scanner; v2 . xim is supported as well.

e Coverity: . j son using the cov-f or mat - er r or s command line tool. For example: cov- f or mat -
errors --dir /tnmp/idir --json-output-v10 file.json.When Scan Farm is configured,
Coverity is available as a built-in tool.

» Coverity on Polaris: a Tool Connector.

e Coverity Connect: a Tool Connector.

» DefenseCode ThunderScan: . j son report and a Tool Connector.

» ErrCheck: plain-text (e.g., . t xt ) with console output redirected to a file.
e error-prone: plain-text such as . t xt .

» ESLint is a built-in scanner; . j son is also supported.

* Fortify: . fpr.

» Fortify Software Security Center: a Tool Connector.

* FxCop (user-installed) is a built-in tool; . xnl is also accepted.

» Gendarme is a built-in tool (not available in containerized deployments such as Docker Compose or
Kubernetes); . xm is also supported.

» GitHub Advanced Security (Code Scanning): a Tool Connector.

* GitLab Security: . j son and Report . zip.
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GoCyclo: plain-text (e.g., . t xt ) with console output redirected to a file; it may contain build errors.
Golint: plain-text (e.g., . t xt ) with console output redirected to a file; it may include build errors
GoSec: . j son when using the -fnt | son flag.

HCL AppScan Source: . ozasnt .

HCL AppScan on Cloud (ASoC): . xm and a Tool Connector.

Helix QAC: . csv report containing Helix QAC Rule Compliance results; see the Helix QAC Support
section for more information.

IneffAssign: plain-text (e.g., . t xt ) with console output redirected to a file.
JLint: plain-text such as . t xt .
JSHint is a built-in tool; plain-text such as . t xt is supported.

Microsoft Code Analysis log files containing Roslyn analyzer results from MSBuild or Visual Studio
as . t xt files. Additionally, a copy/pasted . t sv output from the Error List table in Visual Studio with
Entire Sol ution analysis enabled, which must contain the Code, Descri ption,Line,andFile
(or Pat h) columns, and may optionally include the Col umm column. Furthermore, rules from the Code
Cracker and Security Code Scan Roslyn analyzers, which are inthe . t sv and . t xt file formats
as previously described.

MobSF: . j son where the JSON is generated by exporting a JSON file using the API, api/vl/
report_json.

MobSF Scan: . j son.

NDepend: . xnl file containing NDepend Rule Results.

OCLint: . xm .

Orca Security: a Tool Connector.

Parasoft JTest/C++Test/dotTest: . xm ; please see the Parasoft Support section for more information.
PHP_CodeSniffer is a built-in tool; . xm is also supported.

PHPMD is a built-in tool; . xm is also supported.

PMD is a built-in tool; . xm is also supported.

Pylint is a built-in tool; . j son is also supported.

Polaris: a Tool Connector.

Rapid Scan SAST: . j son.

SafeSQL: plain-text (e.g., . t xt ) with console output redirected to a file.

SARIF . j son format in compliance with SARIF v2.1.0 schema; please see the SARIF Support section
for more information.

SATE: . xml format for NIST'’s Static Analysis Tool Exposition V (SATE V).
Scalastyle is a built-in tool; . xm is also supported.

SCARF: . xnl for SWAMP Common Assessment Result Format.

SciTools Understand: . csv report containing SciTools Understand analysis results.
Semgrep: . j son and a Tool Connector.

Snyk Code: a Tool Connector; . j son is supported.
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Software Risk Manager XML: for cases where you have data from a custom tool or from a tool that
isn't supported by Software Risk Manager, you can convert the output to the Software Risk Manager
. xm format and input that directly for analysis. XML schemas and examples are provided via the
download icon in the Software Risk Manager header.

SonarQube/SonarCloud: a Tool Connector.

SonarQube Generic Issue Import Format: . j son.

SpotBugs/FindBugs is a built-in scanner; . xm outputs are also accepted.

Staticcheck: . j son when using the - f j son flag, with its console output redirected to a file.

TFLint: . j son file in compliance with SARIF format when using the - f sari f format option with
tf1int command. Software Risk Manager currently allows importing TFLint results in SARIF format
only. The -f (or --f or mat ) option can be used to generate the SARIF formatted console output, which
can then be redirected to a file, for example:tflint -f sarif <file or directory>.

TruffleHog: . j son file with repository scan results.

Veracode: either the . zi p files generated when exporting XML results, or the . xm files contained
within them. Additionally, Veracode is a Tool Connector.

Vet: . j son from go vet by using the - j son flag, with console output redirected to a file. It may
include build errors.

ZPA: . j son using the zpa- cl i command line tool, with the sg- generi c-i ssue-i nport output-
format.

Other source zip archives: . zi p (zipped source archives display contextual source for findings on the
Finding Details page).

DAST Tools

Software Risk Manager supports the following DAST tools and import formats:

Acunetix Desktop: . xml where the XML is generated by selecting Scans, then Select Scan, then WAF
Export, and then XML.

Acunetix 360: a Tool Connector.

AppSpider Vulnerability Summary: Vul nerabi | i ti esSumrary. xm ; see the AppSpider Support
section for more information.

Arachni: . j son.
APlsec: a Tool Connector.

Burp Suite: . xnl when the Base64 encoding option is selected; consider using our Burp Suite plugin to
send results directly to Software Risk Manager.

Continuous Dynamic (formerly WhiteHat): a Tool Connector.
Defensics Fuzz Test: super - sunmary. xni .
Dynatrace: a Tool Connector (Attack data only).

Fortify Weblnspect: . xnl when these options are selected: File, then Export, then Scan Details. In the
Settings section, choose Full from the "Details:" dropdown menu and click Export.

HCL AppScan Standard: . xm .
HCL AppScan on Cloud (ASoC): . xm and a Tool Connector.

Imperva: a Tool Connector.
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Invicti Standard (formerly Netsparker): . xm .

Invicti Enterprise (formerly Netsparker Enterprise): Vulnerabilities List . xm report and a Tool
Connector.

OWASP ZAP: . xn ; consider using our OWASP ZAP add-on to send results directly to Software Risk
Manager.

Qualys WAS: a Tool Connector.

Polaris: a Tool Connector.

Rapid7 InsightAppSec: a Tool Connector.
Rapid7 InsightVM: a Tool Connector.

Rapid7 Nexpose: . xnl generated with the XML Export or XML Export 2.0 reports. See Rapid7
Nexpose Working with report formats and Report templates and sections for more information.

Black Duck Managed Services Platform: . xm report and a Tool Connector.
Tenable.io Web App Scanning: a Tool Connector.

Tinfoil API: a Tool Connector.

Tinfoil Web: a Tool Connector.

Trustwave App Scanner: a Tool Connector.

Veracode: . xml and. zi p. Additionally, Veracode is a Tool Connector.
WPScan: . j son.

sglmap output - Sglmap does not provide a suitable output format; to that end we've developed a fork
of sqlmap, which has flags for exporting in the Software Risk Manager Custom XML format.

IAST Tools

Software Risk Manager supports the following IAST tools and import formats:

Checkmarx: a Tool Connector.

Contrast: a Tool Connector.

HCL AppScan on Cloud (ASoC): . xm and a Tool Connector.
NowSecure Workstation: . j son.

Q-MAST: a Tool Connector.

Black Duck Seeker: a Tool Connector.

Mobile Tools

Software Risk Manager supports the following Mobile tools and import formats:

Data Theorem Mobile Secure: a Tool Connector.
HCL AppScan on Cloud (ASoC): . xm and a Tool Connector.

MobSF: . j son where the JSON is generated by exporting a JSON file using the API, api/vl/
report_json.

MobSF Scan: . j son.
NowSecure: a Tool Connector.

NowSecure Workstation: . j son.
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InfraSec Tools

Software Risk Manager configured with the InfraSec add-on supports the following Infrastructure tools and
import formats:

« AppDetective Pro: . xml Check Results reports; please see the AppDetective Pro Support section for
more information on report requirements.

» Tenable Nessus: . nessus.

e Tenable.io: a Tool Connector.
e Tenable.sc: a Tool Connector.
e Rapid7 Nexpose: . xnl .

« NMap: . xm that contains vulnerability information associated with scripts written using the NMap
Scripting Engine.

e Qualys VM: . xml generated with Scan-Based and Host-Based report templates and a Tool Connector.
Before generating a report with a Host-Based report template, ensure that "Vulnerability Details" and at
least one subsection are checked by navigating to the Display tab, in the "Edit Scan Report Template"
window, and looking under "Include the following detailed results in the report.”

e Qualys VMDR: a Tool Connector.
e Qualys CS: . csv of "images" or "container" scans.

e SCAP: . xm file containing the SCAP tool's scan results.

Threat Modeling Tools
Software Risk Manager supports the following Threat Modeling tools and import formats:
» lIriusRisk: a Tool Connector.

* Microsoft Threat Modeling Tool 2016: . ht mreports and . t n¥ files. Note: . ht mreports will include
images of the diagram and interaction for each finding.

« SD Elements: a Tool Connector.

Component Tools
Software Risk Manager supports the following Component tools and import formats:

« Black Duck Binary Analysis: a Tool Connector, . csv and . j son are supported. Note: CSV files can
be created via Export > Vulnerabilities as CSV > Comma separator, and JSON files are only available
through API using the GET api / product/{ productld } endpoint.

» Black Duck SCA: When Scan Farm is configured, Black Duck is available as a built-in tool. Also
accessible as a Tool Connector.

e CAST Highlight: a Tool Connector.

* Checkmarx One: a Tool Connector.

* Checkmarx OSA: a Tool Connector.

e Continuous Dynamic (formerly WhiteHat): a Tool Connector.

» Dependency-Check is a built-in scanner; . xm is also supported.
* Dependency-Track a Tool Connector.

* Dynatrace: a Tool Connector (Vulnerability data with no related container images only).
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GitHub Advanced Security (Dependabot) a Tool Connector.

GitLab Security: . j son and Report . zi p.

HCL AppScan on Cloud (ASoC): . xm and a Tool Connector.

JFrog Xray: a Tool Connector, . j son is supported

Mend: a Tool Connector.

NeuVector: a Tool Connector.

Orca Security: a Tool Connector.

Polaris: a Tool Connector.

Retire.js is checked by Dependency-Check; if run externally, . j son is supported.
Snyk Open Source: a Tool Connector, . j son is supported.

Snyk License Compliance Management: a Tool Connector, . j son is supported.
Sonatype Nexus: a Tool Connector.

Veracode: . xml and. zi p. Additionally, Veracode is a Tool Connector.

WPScan: . j son.

Container Tools

Software Risk Manager supports the following Container tools and import formats:

Anchore: a . j son file generated using anchore-cli image vuln {imge-nane} all.
Aqua Enterprise: a Tool Connector.

Check Point CloudGuard: a Tool Connector (Vulnerability data only).

Dynatrace: a Tool Connector (Vulnerability data with related container images only).
GitLab Security: . j son and Report . zip.

Grype: a . j son file with container image/filesystem results.

Google SCC: a Tool Connector.

Harbor: a . j son or. csv Harbor vulnerability report.

NeuVector: a Tool Connector.

Orca Security: a Tool Connector.

Snyk Container: a Tool Connector, . j son is supported.

Prisma Cloud Compute (Twistlock): a Tool Connector, a . j son file generated with t wi st cl i , or one
of the downloadable Twistlock CSVs in the Images, Scans, or Hosts format (the Connector is strongly
recommended); please see the Twistlock Support section for more information.

Trivy: a . j son file with container image results (other scan types are not yet supported).

Cloud Infrastructure Tools

Software Risk Manager supports the following Cloud Infrastructure tools and import formats:

Prisma Cloud (RedLock): a Tool Connector (Alert data only), a . csv file of Alerts downloaded from
Prisma Cloud Ul, or a . j son file from the Prisma Cloud REST API "List Alerts V1" endpoint.

AWS Security Hub: . j son and a Tool Connector.
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e Azure Security Center: a . csv file by clicking 'Download CSV report' from the 'Recommendations'
page in Microsoft Defender for Cloud.

e Check Point CloudGuard: a Tool Connector (Posture Finding data only).
* Wiz: a Tool Connector.
e Google SCC: a Tool Connector.

* Microsoft Defender for Cloud: a Tool Connector.

Bug Bounty Tools
Software Risk Manager supports the following Bug Bounty tools and import formats:

« Hacker One: a Tool Connector.

Infrastructure as Code (laC) Tools

Software Risk Manager supports the following Infrastructure as Code tools and import formats:
* Checkmarx One: a Tool Connector.

* Checkov: . j son.

* Orca Security: a Tool Connector.

Web Application Firewall (WAF) Tools
Software Risk Manager supports the following Web Application Firewall tools and import formats:

e Imperva: a Tool Connector.

Security Technical Implementation Guide (STIG) Tools
Software Risk Manager supports the following STIG tools and import formats:

 STIG: . ckl and . ckl b format checklist results exported by any common STIG tool.

AppDetective Pro

When generating a Check Results Report in AppDetective Pro, you will be given options for which fields to
include. For best results, we recommend including every field. However, at a minimum, the following fields
are required:

» Check Category
e Summary

* Overview

* Fix Information
e CVE

* References

* Links

*  Vulnerability

» Description

* Show Occurrences
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If any of these required fields are excluded, you will receive an error when uploading the report to Software
Risk Manager and analysis of the file will not be allowed.
AppSpider

Software Risk Manager accepts the Vul nerabi i ti esSunmary. xn file from AppSpider. This file is
output as part of the report generation process within AppSpider.

To generate areport and locate the summary XML file:
1. Run anew scan or open an existing scan in AppSpider.
2. Generate a report by clicking the Generate Report button on the scan toolbar.

3. Locate the generated report on disk (the default location is Documents/AppSpider/Scans).
The Vul nerabi litiesSummary. xnl file in the report folder is the file that should be uploaded to
Software Risk Manager for analysis.

Aqua SaaS Configuration

Software Risk Manager supports Aqua SaaS Configuration. For more information, click here.

CodeSonar

The preferred means of importing CodeSonar result into Software Risk Manager is to use the CodeSonar
Tool Connector. However, in situations where the machine running Software Risk Manager and the machine
running CodeSonar cannot communicate with each other, the CodeSonar-Scrape utility can bridge the gap.

CodeSonar-Scrape is a command-line utility that you can use to generate a Zip file that Software Risk
Manager understands as CodeSonar results. You provide it the URL of your CodeSonar server, the

name of the project you want to import into Software Risk Manager, and optionally your username and
password. SRM will find all of the "warnings" associated with that project and download them into a Zip
file, which you can then upload to Software Risk Manager. Results imported in this manner will include
descriptions (tracing) information and links back to CodeSonar's hub for warning details and category
documentation. Detailed instructions for this tool can be found in the CodeSonar-Scrape User Guide. If you
need CodeSonar-Scrape or have questions, please contact us.

Dynatrace

Software Risk Manager supports data ingestion via the Dynatrace Tool Connector.

Connector authentication is performed with an access token. The user should have both the Read
security probl ens and Read att acks scopes for this token.

Helix QAC

Software Risk Manager supports the importation of Helix QAC rule compliance reports (.csv). The
instructions below show how to use the Helix QAC GUI to create a rule compliance report on your local
machine that you can upload to SRM.

To generate a rule compliance report from the Helix QAC GUI:
1. Click Report from the main menu and use the dropdown list to select which project or files to use.
2. Click the "Report Type" field and select "Rule Compliance Report" from the dropdown list.

3. Confirm the output location and the name of the report in the location and name fields.
You can either use the default settings or enter new values in the respective fields.

4. Click OK.
The report will be generated and placed in the selected output folder.
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You can now upload the Helix QAC rule compliance report to SRM.

For more information about Helix QAC, visit Perforce.com.

JFrog Xray Support

Software Risk Manager imports results from JFrog Xray using its built-in Reports feature, which does not
include a list of the scanned artifacts. This may cause resolved vulnerabilities to still appear in SRM. For
more information, click here.

Parasoft Support

Software Risk Manager accepts the XML SATE reports generated by Parasoft tools, which can be
generated using both the GUI and CLI. For more information, click here.

Prisma Cloud Compute (Twistlock)

Software Risk Manager supports data ingestion via the Prisma Cloud Compute (Twistlock) Tool Connector
and CSV/JSON files. The tool connector is strongly recommended due to limitations in CSV export1 and
JSON ingestz.

Connector authentication is performed with a username and password. The user should have the
noni t or | mages (Compute -> Monitor) permission at a minimum. The recommended built-in role
is DevSecOps. The connector will validate that the given user has the necessary permission during
configuration.

The connector offers several options for filtering images. Verifying any of these options will state the number
of images matched. This result is based only on the filter being verified. During analysis, all filters will be
combined.

The connector may ingest vulnerabilities from Deployed, Registry, and CLI image scans. Each particular
image type can be toggled during configuration. Filters will be applied to all selected scan types, where
applicable. Not all filters can be applied to CLI image scans. Fields inapplicable to CLI images will be noted
in their descriptions within the connector configuration page.

1Downloading CSVs from the Prisma Cloud Compute Ul will not download all results, only those visible

on the current page. Full CSVs can be downloaded by interacting with the REST APl at api / v1/

i mages/ downl oad, which requires a separate API authentication step against api / v1/ aut henti cat e.
(Navigating to this endpoint with a browser will typically fail, regardless of authentication within the Prisma
ul.)

2Analyzing JSON results in Software Risk Manager will archive any previous Twistlock JSON results as a
standard part of archival behavior. If multiple images are being scanned with Twistlock, the scans for all
images must be uploaded together in order for all of their results to persist after analysis.

Base Image Scanning

Twistlock allows filtering (exclusion) of base image vulnerabilities when retrieving results, which is exposed
as the option "Exclude base image vulns" in the connector config page.

Note: Twistlock requires the base image to be in one of its configured registries, and the base
image must have been previously scanned:

To define your base images, go to Defend > Vulnerabilities > Images > Base images. The base images
you define must reside in your registry and they must be scanned to exclude their vulnerabilities from scan
reports.
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Missing Image Data

Twistlock may temporarily report image data as "missing," even though it may reappear in subsequent
analyses. Results for these images will be missing once the analysis completes. Such missing data will be
reported as a warning on the Analysis page and in the Visual Log.

SARIF

Software Risk Manager strictly supports the v2.1.0 SARIF spec as outlined here and detailed here. New
formats will be added explicitly; support for v2.1.0 does not imply support for v2.1.1, and so on.

Note: All ingested SARIF results will be detected as "SAST," regardless of whether a "Container
Analysis" tool generated it.

Limitations

Software Risk Manager support for SARIF currently does not include the following notable features:
* External properties files

* Inline external properties

* JSON pointers/SARIF-URI schemes

e Suppressions

» Text/code/artifact snippets

* Localization data

» Details of tool/converter invocation

* Version control "provenance” information
* Location references to binary files

e Graph information

» Stack traces

¢ Tool notifications

Results with Multiple Locations

SARIF results containing multiple locations will be split into duplicate results, one for each location. If
multiple codeFl ows are specified and none have a sink matching the result location, the codeFl ow sinks
will be treated as the effective locations, and the result will similarly be split. This may cause a mismatch
between the location reported by the SARIF result and the location used by Software Risk Manager.

SBOM Files

Software Risk Manager supports the following SBOM import formats:

* CycloneDX: . xnl and.j son

e SPDX:.spdx and.json

Note: Uploading and analyzing SBOM files will not result in any new findings. The purpose of
importing SBOM files is to provide a single place to retrieve SBOMs and to store them.

Agua SaaS Configuration

For Aqua Enterprise on-prem deployment, the connector only requires giving credentials for an Aqua user
with the necessary permissions. However, in an Aqua SaasS instance, the process of getting the necessary
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credentials for the connector is more complicated. In this case, Aqua SaaS requires creating a permission
set, role, and an access token, as shown below.

To prepare credentials for the connector:
1. Log into cloud.aquasec.com.
2. Create a permission set:

a. Click the applications icon located in the top left corner and select Account Management from the
dropdown menu.

caqua

& Agua Hub
Context aware risk management of cloud and
Kubernetes resources

© Supply Chain Security

Protect your software supply chain and source code

ACSPM

Monitor cloud infrastructure security and compliance
risks

@ Workload Protection
Runtime protection for cloud native applications

1t Account Management
Manage users, roles, permissions, and billing

b. Select User Management > Permission Sets from the left menu.
c. Click "Add Permission Set" and enter a name in the Name field.

d. Expand the Assets category, locate "Images," and enable "view" by clicking the corresponding icon.
This is needed for access to images.

4 Categorles Edit View Only Not Set
Policies
0, 0/5 5/5
Assets
= o/7 0/9 9/9

Dashboard @ e o B
o
@ z

e. Expand the Compliance category, locate "Vulnerabilities,” and click the view icon.
This is needed for access to vulnerability reports on a finer, per-image-layer basis.

Risk Explorer @

Note: (Optional) SRM will detect when this permission is unavailable and alter its logic
appropriately.

f. Click Save.
3. Create a role and assign the previously created permission set:
a. Select User Management from the left navigation menu and click Roles.
b. Click Add Role.
c. Enter a name in the Name field, select a permission set, and select an application scope.
d. Click Save.
4. Create an API Key:
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a. Select Settings from the left navigation menu and click API Keys.
b. Click Generate Key and save the APl Key and Key Secret.
c. Click the configuration icon to the right of the new APl Key and select Edit.

d. Disable "Global Permissions."

e. Enable "roles:assign", "tokens:readwrite", permission (needed to authenticate with token).

Note: For "tokens:readwrite", give it permission to use the role created previously.

f. Click Save.

The role name from step 3 is used for the “Role Names” connector form field. The APl Key and Key Secret
from step 4 are used in the “API Key” and “API Key Secret” connector form fields.

JFrog Xray Support

Software Risk Manager imports results from JFrog Xray using its built-in Reports feature, which collects a
list of vulnerabilities for all scanned artifacts that match the specified filters. While this data includes the list
of vulnerabilities and the affected artifacts, it does not include a list of the scanned artifacts.

If a new version of an artifact is uploaded and scanned by JFrog Xray, and if it is found to have zero
vulnerabilities, that artifact may not have any entries in the report and vulnerabilities from older versions
of the artifact may still be present. While SRM does track the list of affected artifacts through the "JFrog
Impacted Artifacts” field on individual results, the existence of findings in the scanned project gives a false
impression of its state and makes it harder to tell which vulnerabilities are still present in the most recent
artifacts of interest.

Requests by SRM for the Build report type automatically include a filter to only fetch results for the latest
build. However, Repository reports do not have this option, which necessitates detection and filtering by
SRM to determine the latest version and its associated results.

When the JFrog Xray connector is configured to use Repository reports, SRM can perform a variety of
additional checks to discover the most recent version of each affected artifact. The types and number of
checks done will depend on which options are selected in the connector configuration form.

Detecting the "Latest Version"

The strategy for detecting the "latest version" depends on the "Latest Version Search Method" dropdown
field, which has the following options:

¢ None. All results from the report are ingested.
* Report Only. Finds the most recent artifact versions present in the Xray report.
« Active Search. Uses the JFrog Xray API to find the most recent version of each affected artifact.

The "None" option may be used if you are interested in vulnerabilities across all versions of the affected
artifacts. The "Report Only" option may be used if you expect the scanned artifacts to always contain at
least some vulnerabilities. The "Active Search” option may be used if you expect at least some scanned
artifacts to be completely free of vulnerabilities.

When a "latest version" is detected, its artifact ID and file path are recorded and used as a filter on the list of
vulnerabilities in the JFrog Xray report.

Finding the "Latest Version" within a Report

When using the contents of the Xray report to detect the most recent version, SRM will take each affected
artifact ID and split it on its last : (colon) character. Text up to this character will be used as the package ID,
and text after that character will be used as the package version.
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Note: This logic is also used to filter for specific versions when "Version Filtering Mode" is set to
"Text Pattern.”

SRM will take each artifact ID, its file path, and scan time for the artifact, and group this information together
based on the parsed package ID. For each group, the entry with the most recent scan time will be used as
the "latest version" for the given package ID.

Finding the "Latest Version" via JFrog Xray API

When using the Active Search method, SRM will use the Scans List - Get Package Versions API to find the
most recent version for each affected artifact. This requires detecting the correct package ID for the artifact,
which is the most time-intensive part of this process.

For each file name found in the JFrog Xray report, SRM will make a request to the Scans List - Get Artifacts
API, filtering to the file name and a creation time of +1 hour of its scan date. If an entry is found with a
matching file path, it will be associated with the entry's packagel d for later reference.

For any artifacts whose package ID was not resolved, SRM will create a set of "candidate" package IDs
based on the artifact ID. While JFrog artifact IDs do have a standard format, it's not guaranteed that the

IDs will be "fully formed." For example, there may be an RPM artifact with an artifact ID of rpm // 7: r pm
pyt hon: 7: 4. 11. 3-43. el 7, or it may present the artifactas rpm //rpm pyt hon: 4. 11. 3-43. el 7
depending on the Artifactory configuration. The candidate package IDs for an artifact ID will be permutations
of a subset of the artifact ID, for example 7: r pm pyt hon: 7, rpm python: 7, rpm python.

SRM combines the list of known package IDs and candidate IDs and uses the Get Package Ver si ons
API for each package ID. SRM collects pages of package versions and, for each artifact associated with the
tested package ID, checks for an API response which matches the artifact ID and file path. This ensures
that SRM is reading from the correct list of package versions for a given artifact. SRM will collect these
pages until all associated artifacts are resolved, or the received versions are older than the oldest artifact
associated with the tested package ID. For artifacts that were matched, their latest version is set to the most
recent entry from the beginning of the list of versions provided by the JFrog Xray API.

SRM continues querying for package versions of each potential package ID, updating its list of associated
unresolved artifacts, until a latest version is discovered for all artifacts or all options are exhausted. For
remaining artifacts that have a known package ID but an unresolved version, SRM uses the scan date from
the JFrog Xray report to find the most recent version. For artifacts with an unresolved version and do not
have a known package ID, their results will be included without filtering.

This process gives SRM an updated list of "latest artifacts” to filter by. SRM then reads the JFrog Xray
report and only ingests results for artifacts whose artifact ID and file path exist in this list.

Optimization Options for "Active Search" Detection

The Active Search detection method attempts to ensure that the latest detected version is correct. This
can involve many requests to the JFrog Xray API and significantly lengthen analysis times. You can use
the "Latest Version Search Optimizations" dropdown field to let SRM make certain assumptions, which will
reduce the amount of API requests to JFrog Xray. This field has the following options:

e Accurate. The full search process is performed as previously described.

e Pre-Filter. SRM will use the "Report Only" filtering before making any API requests, reducing the
number of requests to Get Arti f acts and, potentially, Get Package Ver si ons.

e Optimistic. In addition to the Pre-Filter optimization, this option assumes that each package ID
candidate is a match for each associated artifact (without confirming their existence in the list of
package versions) and immediately returns the first package version in the list. This reduces the number
of requests to Get Package Versi ons.

It is typically safe to enable "Optimistic" filtering for the following package types:

» Docker
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Maven
NPM

Go
Composer
NuGet
PyPi

Conan

It is recommended to start with the "Accurate" optimization to get a baseline set of results and confirm that
other optimization options are consistent with that baseline.

Parasoft Support

Software Risk Manager accepts the XML SATE reports generated by Parasoft tools, which can be
generated using both the GUI and CLI.

Generating a Report from the GUI

To generate the report from the GUI:

1.
2.

Run a scan.

Click the Test Progress summary tab and click the Generate Report button in the toolbar.
The Report and Publish dialog will open.

Click Preferences.
Click the Format dropdown and select XML SATE (Static Analysis Tool Exposition).

Click Apply, then click OK.
The Report and Publish dialog will open.

Select the option to open the report in a browser.

Click OK.
The generated report will appear above the Test Progress and summary tab; the location of the file on
disk will display in the report tab.

Generating a Report from the Command Line Interface

To generate a report from the CLI and export the findings:

1.

a M w DN

Create a file containing the proper report preferences, one setting per line.
The file must contain at least these settings:

e report.custom extensi on=xm

e report.formt=sate

Select Parasoft -> Preferences from the toolbar.

Select Parasoft (root).

Click the "share" link in the "Configure settings" section.

Enter the filepath into the text box.
This will be where your settings file will be located.

Check the "Reports" option, then click OK.
Run the CLI with the following options:
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e -localsettings path/to/settings/file

e -report path/where/report/shoul d/ go/fil enane. xn

The report to upload to Software Risk Manager will be at pat h/ wher e/ r eport/ shoul d/ go/

filename_report.xmn orpath/wherel/report/shoul d/ go/fil enane_sate. xm
SonarQube Support

When using SonarQube, there are two potential issues to be aware of. The first deals with permissions; the
second, listings.

Permissions

Non-admin tokens may see permission-related issues when importing projects or when running analyses.
SRM performs permission checks during project import to prevent the selection of items that cannot be
accessed. Consequently, you should note the following:

» These checks can greatly extend the runtime of project auto-import through the Integrations page.
» The additional requests can cause rate-limiting errors when accessing SonarQube.

» Projects that are successfully imported may later see analysis errors if the token has some permissions
revoked at a later time.

However, if you are using an admin token, you can set sonar qube. per m ssi on- checks. enabl ed =
f al se in the SRM props file to disable these permission checks during project import. (This will not affect
permission checks done during analysis.)

Listings

SonarQube has an internal limit of 10,000 items when listing any sort of data from their API. This affects lists
of projects, bugs, hotspots, and so on.

When listing projects, SRM will stop once it reaches this internal limit, which can prevent some projects from
appearing. However, if an admin token is provided, SRM will use an alternative method that will bypass the
10,000 project limit, allowing SRM to show the full list of projects. Note: This ability to bypass the project
limit does not apply to any other data requested from SonarQube.

When listing issues during analysis, SRM mitigates this limit by using specific lists like “critical bug issues
in project X” instead of larger lists like “all issues in portfolio Y.” Nevertheless, it's still possible for these
“specific” lists to exceed the 10,000 project limit, in which case analysis will fail with an error.

Starting an Analysis

There are several ways to prepare and initiate an analysis with Software Risk Manager.
For detailed instructions on running an analysis, click one of the links below:

e Using the web interface

e Using the API

e Starting an analysis with Black Duck Bridge CLI

Starting an Analysis Using the Web Interface
Analyses can be prepared and initiated manually from the Software Risk Manager web interface.

Note: To start an analysis, you will need a defined project and a current analysis configuration.

To start an analysis:
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1. Click the Projects icon on the navigation bar to open the Projects page.
2. Click the project's dropdown configuration icon and select New Analysis.

3. Select a target branch from the Target Branch dropdown menu.
You can choose an existing branch or create a new one by typing a new (unique) name into the branch
field. Entering text will also filter the existing branch names.

4. Click Add File to upload files for analysis.
As you add files, they will be uploaded to the SRM server for identification. Once the server has
identified the file contents, SRM will display the following information:

* Detected Content
* Tools to Run

Use the checkbox on the tag to disable (or re-enable) that tag. Disabling a tag in the Tools to Run
section will tell SRM not to run that tool, even though it is applicable to that file.

5. Click Begin Analysis.
Analysis is conducted as a "job." The work order is placed in the job queue and will be executed once
enough resources are free. Often, the time spent in the queue is negligible, but you might still see a
message stating that the analysis has been queued. Once the analysis job is finished queueing, the
analysis will begin. The page will display a timer to indicate the current duration of the analysis.

The actual duration of the analysis depends on several factors, including the following:

e How big is your application? An application's size is likely the most significant factor in determining the
duration of an analysis. Smaller apps usually take around 30 seconds, medium-size apps can take tens
of minutes, and large apps can take hours or more.

» Is Software Risk Manager running tools for you? If so, the analysis duration will include the time it takes
to run these tools. The time it takes to run a tool on your application will usually grow as your application
grows.

« How much activity is going on in Software Risk Manager? More activity by users of Software Risk
Manager means more load on the database, which can slow down analysis to some degree.

e How many findings can be discovered? This is difficult to know ahead of time, but the number of tool
results/findings in a project will also affect the analysis duration. In this manner, a small application with
many vulnerabilities might take longer to analyze than a large application with very few vulnerabilities.

Once the analysis has been queued, it is safe to leave the page. The analysis will continue in the
background. Keep the page open, however, is recommended in order to see any warnings or errors that
might occur during the analysis.

If the analysis completes successfully, the analysis timer will become a link to the Findings page. Any
currently-opened Findings pages will be updated to reflect the latest analysis results.

Deploying Intelligent Orchestration

If your Software Risk Manager implementation includes Intelligent Orchestration (I0), applying an 1O policy
to a project will generate prescriptions for the best tools to use in analyzing the code. Those prescribed tools
will be automatically selected in the Tools to Run section of the New Analysis page. For more information on
Intelligent Orchestration, see Intelligent Orchestration.

Inputs from Git Repositories

If you set up a Git Configuration for a project, the New Analysis page will automatically include the latest
contents of the configured branch of the configured repository as an input.

Normally, Software Risk Manager will update the local clone and check out the appropriate branch before
sending the files to the analysis. As development is done on that branch, analysis of that branch will change
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along with the contents. But if you want to analyze a specific point in the repository, you can configure
Software Risk Manager to use a specific branch, commit, or tag by clicking on the underlined section of the
input. Select the branch, commit, or tag and click Use this.

Starting an Analysis Using the API

Software Risk Manager offers an expanding API to interface with the system's functionality
programmatically. The ability to push files for an analysis by Software Risk Manager is exposed by the
API. This enables automated integration scenarios such as continuous integration. In a continuous
integration scenario, a post-build step can be added to the build jobs to automatically push the source and
compiled artifacts to Software Risk Manager for analysis. This type of setup is strongly recommended for
development teams to catch potential issues within their codebases early for quick remediation. (Software
Risk Manager offer a Jenkins plugin to facilitate use in a continuous integration context.)

Before an API key can be used for automated analyses, the key must be assigned the cr eat e role for the
project. The API call to push the files and initiate the analysis is documented in the Software Risk Manager
API Guide.

Tool Orchestration

When the Tool Orchestration Service is enabled, Software Risk Manager can orchestrate analyses that run
in whole or in part on your Kubernetes (k8s) cluster. (See the Tool Orchestration Configuration section in the
Software Risk Manager Install Guide for instructions to enable this feature.)

A Software Risk Manager analysis may run one or more built-in code scanners. Many of those tools can
run on your Kubernetes cluster when you enable the tool orchestration feature. Those that cannot, such as
Dependency Check, will continue to run on the Software Risk Manager web server.

The following table shows which bundled tools Software Risk Manager can run on your k8s cluster.

Table 9:

Bundled Tool Tool Orchestration Support
Brakeman Yes

CheckStyle Yes

CPPCheck Yes

DependencyCheck No

ESLint Yes

FxCop (user-installed) [ No

Gendarme Yes
JSHint Yes
PHP Code Sniffer Yes
PHP MD Yes
PMD Yes
Pylint Yes
Retire JS No

ScalaStyle Yes
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Bundled Tool Tool Orchestration Support
SpotBugs Yes
ZPA CLI Yes

Software Risk Manager also includes the following tool orchestration capabilities that run only on your k8s
cluster:

* Checkmarx
» Security Code Scan
« ZAP

A single Software Risk Manager analysis can have tools running on both the webserver and on multiple
nodes of your k8s cluster. All tool outputs will be combined into one analysis that either succeeds or fails as
a whole, provided the Software Risk Manager web server remains online throughout the analysis.

If the Software Risk Manager web application unexpectedly restarts, a built-in fail-safe lets Software Risk
Manager receive k8s analysis results from abandoned orchestrated analyses. Software Risk Manager will
lose any results from bundled tools in this case, so a restart of the Software Risk Manager web application
is one scenario where Software Risk Manager may process results from a partially completed analysis.
When Software Risk Manager detects an orchestrated analysis that it is not tracking, a message will appear
on the Orchestrated Analyses page.

You can configure Software Risk Manager to run additional tools by implementing other add-in tools.
For additional information, see the following sections:

* Resource Requirements

e Scanning a Request File

e Adding a Tool

Resource Requirements

When the Tool Orchestration Service is enabled, Software Risk Manager can create orchestrated analyses
that run one or more application security testing tools where each tool has access to its host's memory and
CPU resources. Using Kubernetes (k8s) tools, you can control the memory and CPU capacity available

to analyses. You can also improve k8s scheduling outcomes by requesting CPU or memory capacity for
specific tools or projects. Resource requirements can also include a node selector and pod toleration, with
taint effects NoSchedule and NoExecute, to influence further where tools run on your cluster.

The resource requirements feature cannot be configured using the Software Risk Manager user interface,
but you can use the k8s kubectl command to define configuration maps (configmaps) that cover specific
scope determined by a special naming convention. The tool service will look for and read optional
configmaps to determine how resource requirements apply to a specific tool run.

Resource requirements containing CPU and memory instructions translate to k8s resource requests and
limits and fit with any other related k8s configuration, such as a resource limit defined for a k8s namespace.
You can specify resource requirement data by using the following configmap field names:

e requests.cpu — k8s CPU request (e.g., 1).

e requests.memory — k8s memory request (e.g., 1G).
e limits.cpu — k8s CPU Ilimit (e.g., 2).

e limits.memory — k8s memory limit (e.g., 2G).

* nodeSelectorKey — key portion of a label associated with a node selector (e.g., purpose).
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e nodeSelectorValue — value portion of a label associated with a node selector.

e podTolerationKey — key portion of a taint with the NoSchedule and NoExecute taint effects (e.qg.,
dedicated).

e podTolerationValue — value portion of a taint with the NoSchedule and NoExecute taint effects (e.qg.,
tools).

There are four types of configmaps that can contain resource requirements:

* Global
* Global Tool
e Project

e Project Tool

Software Risk Manager deployment creates the Global Resource Requirement, which provides default
resource requirements for tools across every Software Risk Manager project. Global Tool requirements
override Global requirements for specific tools. Project requirements override both Global and Global Tool
requirements by providing default resource requirements for tools associated with a given project. And
Project Tool requirements override other requirements by specifying values for a specific tool in a specific
project.

Scope Overlap

The following is an example of how the scopes can overlap:
Global Resource Requirement:

e CPURequest=1

e CPULimit=4

¢ Memory Request =11G

e Memory Limit = 12G

Global Tool Resource Requirement:

e CPURequest=3

Project Resource Requirement:

¢ Memory Request = 13G

Project Tool Resource Requirement:

e Memory Limit = 14G

Here are the effective resource requirements resulting from the above:
Effective Resource Requirement:

e CPURequest=3

e CPULimit=4

¢ Memory Request = 13G

e Memory Limit = 14G

The naming convention determines the scope of a resource requirement configmap:
e Global: cdx-toolsvc-resource-requirements

e Global Tool: cdx-toolsvc-ToolName-resource-requirements
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« Project: cdx-toolsvc-project-ProjectID-resource-requirements

« Project Tool: cdx-toolsvc-project-ProjectID-ToolName-resource-requirements
where ProjectID is the integer value representing the Software Risk Manager project identifier and
ToolName is the tool name converted to an acceptable k8s resource name by the following rules:

e Uppercase letters must be converted to lowercase.
« Any character other than a lowercase letter, number, dash, or period must be converted to a dash.
« Aninitial character that is neither a number nor a lowercase letter must be preceded by the letter "s."

« A name whose length is greater than 253, must be truncated to 253 characters.

Example 1 - Project Resource Requirement

To create a resource requirement for all tool runs of a Software Risk Manager project represented by ID
21, create a file named cdx-t ool svc- proj ect-21-resource-requi renents. yam and enter the
following data:

api Version: vl
ki nd: Confi gMap
net adat a
nanme: cdx-tool svc-project-21-resource-requirenments
dat a:
requests. cpu: "1"
limts.cpu: "2"
requests. nenory: "1G'
limts. menory: "2G'

¥y Note: You can find a project's ID at the end of its Findings page URL. For example, a project with
the ID 21 will have a Findings page URL that ends with / sr ni pr oj ect s/ 21.

Run the following command to create the configmap resource (replacing the cdx-svc k8s namespace, if
necessary).

kubect| -n cdx-svc create -f ./cdx-tool svc-project-21-resource-requirenents.yan

Example 2 - Global Tool Resource Requirement

To create a Global Tool resource requirement for ESLint, create a file named cdx-t ool svc-eslint -
resource-requirements. yan and enter the following data:

api Version: vl
ki nd: Confi gMap
net adat a:
name: cdx-tool svc-eslint-resource-requirenments
dat a:
requests. cpu: "2"
limts.cpu: "3"
requests. menory: "4G'
limts. menory: "5G'

Run the following command to create the configmap resource (replacing the cdx-svc k8s namespace, if
necessary).

kubect| -n cdx-svc create -f ./cdx-tool svc-eslint-resource-requirenments.yani

Example 3 - Node Selector

To create a Global Tool resource requirement for running a tool named MyTool on cluster nodes
labeled with canr unmyt ool =yes, create a file named cdx-t ool svc- myt ool - r esour ce-
requi renents. yam and enter the following data:

api Version: vl
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ki nd: Confi gMap
nmet adat a
name: cdx-tool svc-nytool -resource-requirenents
dat a:
nodeSel ect or Key: canrunnyt oo
nodeSel ect or Val ue: yes

Run the following command to create the configmap resource (replacing the cdx-svc k8s namespace, if
necessary):

kubect| -n cdx-svc create -f ./cdx-tool svc-nytool -resource-requirenents. yan

Scan Request File

An add-in tool is based on a scan request file that you define and register with Software Risk Manager.

A scan request file contains the instructions that the tool service needs to invoke an application security
testing tool on the k8s cluster and ingest its output into Software Risk Manager. Scan request files use the
TOML file format. You can specify any valid TOML content in your tool's scan request file provided you
specify the r equest table, which is a reserved section with the following parameters.

Table 10:
Key Description Required?
i mmgeNanme The name of the Docker image containing your add-in tool Yes
wor kDi rect ory The work directory where your add-in tool can find tool inputs Yes
shel | Cmd The Bourne shell command to invoke your add-in tool Yes
resul tFil ePath The output of your add-in tool Yes
| ogFi | ePat hs An array of log files produced by your add-in tool No
pr eShel | Cd An optional command to run prior to invoking the shellCmd No
post Shel | Cd An optional command to run after invoking the shellCmd No
securityActivities| The Intelligent Orchestration security activities supported by this tool No
(e.g., sca, sast, dast)

A tool run ends in an error when either shellCmd, preShellCmd, or postShellCmd return a non-zero exit
code. When the tool service runs an add-in tool, it creates the following directory structure at the path
specified by the value of the wor kDi r ect ory key.

Table 11:
Content Description
/ca-certificates A directory containing zero or more certificates that should be considered

trusted certificate authorities

/ config/request.tonml |A copy of the tool's scan request file, including any project-specific

configuration

/i nput A directory containing an optional input file

/ vol une- secr et A system directory required for storing tool outputs

/ wor kf | ow secrets Zero or more workflow secrets associated with an add-in tool's project
configuration
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When the tool service invokes an add-in tool, it provides the tool with a copy of its scan request file, so

the file is a convenient place to store configuration data. After you register an add-in tool, Software Risk
Manager lets you edit TOML content outside the r equest table on a per-project basis, so you can have key
values that vary by project. For example, a DAST tool might have a scan request file with a key whose value
indicates the URL from which to start a scan; the URL can vary from one Software Risk Manager project to
the next.

Adding an AppSec Testing Tool

You can add an application security testing tool to the list of tools that Software Risk Manager can run on a
Kubernetes cluster by completing the following tasks:

1. Implement a command/script/application that automates a tool.
2. Package the capability into a Docker image that can be invoked from a Bourne shell.

3. Define a scan request file, specifying (at a minimum) the key values of the Software Risk Manager
request table.

4. Register the add-in tool.

5. Enable the tool for specific projects, configuring any project-specific key values defined in the scan
request file.

This walkthrough will show you how to create, register, and enable an add-in tool that automates Security
Code Scan, a static code analysis tool for .NET. The Security Code Scan add-in tool is automatically
installed when you enable the Software Risk Manager Tool Orchestration feature, but you can use this
walkthrough to learn how to add a new add-in tool whose output must be transformed to the Software Risk
Manager XML Schema.

Tool Automation

Your first task will be to create a PowerShell Core script that can automate Security Code Scan. We will use
a script that defines two parameters: a path to an input archive containing C# source and a path to an output
file with findings that Software Risk Manager can ingest.

Create a directory called SecurityCodeScan. Download SecurityCodeScan.ps1 to the directory. The
PowerShell Core script you downloaded takes the following steps to automate Security Code Scan.

1. Unpack the source code in the input file provided by Software Risk Manager.

2. Add the SecurityCodeScan.VS2017 project reference to each source code project file.
3. Run dotnet build.

4. Translate the findings from the build results into the generic SRM XML format.

The last step is required because Software Risk Manager does not support ingesting Security Code Scan
findings directly. If you were automating Checkmarx, a tool whose output Software Risk Manager can
read, then Step 4 would be unnecessary. You will handle Step 4 with a separate script, so download
SecurityCodeScan-Results.psl to your SecurityCodeScan directory.

Tool Packaging

To package the Security Code Scan automation, you must create a Docker image capable of running both
PowerShell Core scripts and compilations of .NET Core 2 code. Adding PowerShell Core to a Docker image
based on i cr osof t/ dot net : 2. 2- sdk creates a suitable environment.

Download Dockerfile.txt to your SecurityCodeScan directory, and run the following command from that
directory to generate a Docker image that can automate Security Code Scan.

docker build -t codedx-securitycodescanrunner:v1.0 -f ./Dockerfile.txt .
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Scan Request File

The docker build command from the previous section created a Docker image named codedx-
securi tycodescanr unner: vl1. 0 that contains the SecurityCodeScanner.psl script in the / opt /
codedx/ securitycodescan directory. The following scan request file content describes how to run
SecurityCodeScanner.psl on an input provided by Software Risk Manager.

[request]

i mmgeNanme = "codedx-securitycodescanrunner:vl. 0"
wor kDirectory = "/opt/codedx/securitycodescan/ work"
shellCmd = """

source=$(|s /opt/codedx/securitycodescan/ work/i nput)
pwsh /opt/codedx/ securitycodescan/ script/ SecurityCodeScan. psl \
"/ opt/ codedx/ securitycodescan/ wor k/i nput/ $source" \
/ opt / codedx/ securi t ycodescan/ wor k/ out put / securitycodescan. out put . xmi

resultFilePath = "/opt/codedx/securitycodescan/ work/ out put/securitycodescan. out put.xm "
securityActivities = ['sast']

The value of the imageName key is codedx- securit ycodescanr unner: v1. 0, the Docker image you
created. The workDirectory key value is /opt/codedx/securitycodescan/work, a directory that already exists
because your Dockerfile established a /opt/codedx/securitycodescan/work/output directory to store the
result from SecurityCodeScan.psl. Software Risk Manager uses the work directory to store add-in tool data.

The shellCmd key value is the Bourne shell script Software Risk Manager will run to invoke your add-in tool.
SecurityCodeScan.psl requires two parameters: an analysis input file and an output file. Software Risk
Manager puts the analysis input file in the input directory, which is a sub-directory of the work directory.

The analysis input file parameter will come from a search of that directory, and the output file will be / opt /
codedx/ securitycodescan/ wor k/ out put/ securitycodescan. out put.xm . The value of the
resultFilePath key directs Software Risk Manager to the add-in tool output and will match the script's output
file parameter.

In this example, you did not use the optional scan request file keys. The logFilePaths key is unnecessary
because SecurityCodeScan.psl writes log information to stdout, and the shellCmd does not require any pre
or post commands that you could accomplish with preShellCmd and postShellCmd.

Note: securityActivities is used to define the add-in tool type for use in Intelligent
Orchestration implementations.

Software Risk Manager Registration

Registering your add-in tool with Software Risk Manager is the next step. Log on to Software Risk Manager
as an administrator, click the Settings icon in the navigation bar, then select Add-In Tools from the left
menu.
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6 BLACKDUCK SOFTWARE RISK MANAGER
-l Settings » Add-In Tools
Eod Users
o} User Groups
Tool ~ Tags ® Default Enabled ®
5 Roles
B Checkmarx 10 (D
API Keys
2
Project Metadata ErrCheck 1
=
= Triage Approval Workflow Go Vet 1 aD
] Manual Entry Config Golint 1 (@ orr ]
Triage Assistant GoSec 1 aD
Polaris Assist (Beta) Ineffassign 1
Add-In Tool
n fools Security Code Scan 1 Cm
Tags
Staticcheck 1 (m
License
This is areally long Add-in Tool name to see how the Cm
Server Logs text wrapping behaves. 1
zap 0 aD
ZAP API 0 D

Click Create New Tool to open the Add-In Tool Registration window.

New Tool
Tool Name

New Tool

Matched Tags

No content tags have been assigned to this tool. It will be ran as a dynamic tool, which can run on any project regard|ess of
inputs (if properly configured for that project.)
Tag Type

Source Code -
Language
Ada -
TOML Spec
(-]

Click the New Tool label in the window title area, replace the text with a meaningful name, like Security
Code Scan, if that name is not in use, and click OK.

Security Code Scan is a SAST tool requiring an analysis input, so you must associate your add-in tool with
one or more types of content that Software Risk Manager can detect. Select Source Code for Tag type,
C# for Language, and click Add Tag so that Software Risk Manager will offer to run Security Code Scan
whenever it detects an analysis input file containing C# source. Lastly, specify the contents of your scan
request file in the TOML Spec section. Click Done to save your add-in tool registration.

Enable Add-In Tool

Your add-in tool is now registered in a disabled state. To enable your add-in tool for a specific project, open
the Tool Service Configuration page, find your add-in tool in the Customized Add-In Tools section, toggle
the Disabled/Enabled switch to enabled, and click Save. You can also use the Default enabled toggle to
enable a tool for every project, excluding those where it was explicitly disabled.

Below the Disabled/Enabled toggle is a box where you could edit any project-specific TOML content, which
is scan request file content outside the r equest section (Security Code Scan has none).
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Customize Add-In Tools v

Burp Suite Assigned secrets Config Enabled (@0

Checkmarx You need to add secrets to the current

pproject before you can assign any secrets to

Security Code Scan this tool,

ZAP

Bl o

Software Risk Manager will offer to run enabled add-in tools whenever it detects an analysis input
containing C# source code in the project where you enabled the add-in.

[y Project » New Analysis

New Analysis

Lsinscap e e |

Detected Content
3 C# Source

Tools to Run

5 ey e o
+ Add File

» Begin Analysis I

Users will have the option to deselect your add-in tool when they start a new analysis. For example,
Software Risk Manager does not distinguish between C# source code for .NET Core and .NET Framework,
and since your add-in tool runs on Linux, it supports .NET Core code only. A user configuring a new
analysis with .NET Framework source code (not .NET Core source code) could deselect your add-in tool in
that case.

Tool Status and Severity Mapping

Not all of the tools supported by Software Risk Manager report risk in the same way. For this reason, the
severity and status findings reported by each tool are converted or "mapped" to SRM risk ratings.

To see how each tool's findings are mapped, use the links below to locate the desired tool. Tools are
grouped according to type.

* SAST Tools Mapping

» DAST Tools Mapping

* IAST Tools Mapping

* Mobile Tools Mapping

* InfraSec Tools Mapping

» Threat Modeling Tools Mapping

* Component Tools Mapping

* Container Tools Mapping

* Cloud Infrastructure Tool Mapping
* Infrastructure as Code (laC) Tool Mapping
*  WAF Tools Mapping

* STIG Tools Mapping

176 » Software Risk Manager Documentation (v2025.9.4)



SAST Tools Mapping

Software Risk Manager User Guide ¢ Analyses Overview

The tables below show the severity and triage status mappings for all of the SAST tools that are supported

by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 12:
SAST Tools |Critical High Medium Low Info Unspecified
Android Security Correctness; |Correctness: | Usability,
Lint? Correctness: | Messages Topography;
Messages, Warning, Usability,
Fatal; Performance |Icons;
Correctness: Usability;
Messages, Accessibility;
Error; Internationalization,
Internationalization, Warning; Bi-
Fatal; directional
Internationalization, Text,
Error; Bi- Warning
directional
Text, Fatal;
Bi-directional
Text, Error
Armorize HIGH MEDIUM LOW
CodeSecure
Brakeman
Checkmarx (4 High /3 Medium / 2 Low/1 Info /0, Unspecified,
(SAST) Information Unknown
Checkmarx | CRITICAL HIGH MEDIUM LOwW INFO
One (SAST)
Checkstyle
Clang
Clang CRITICAL HIGH MEDIUM LOwW STYLE
(CodeChecker)
Clippy error warning note / failure- | help none
note
CodePeer high medium low
CodeSonar- Red Yellow Green
Scrape2
Continuous |urgent, high medium low informational,
Dynamic critical note
(formerly
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SAST Tools | Critical High Medium Low Info Unspecified
WhiteHat)
- (Legacy
Rating
System)
Continuous | Critical High Medium Low Note
Dynamic
(formerly
WhiteHat) -
(Advanced
Rating
System)
CppCheck error performance, | portability, information none
warning style
Coverity Very High / Major / High [ Moderate / Minor / Low | Audit, Very
Critical Medium Low
Coverity On | critical high medium low audit
Polaris
42Crunch 5 4 3 2 1
DefenseCode| critical high medium low informational
ThunderScan
ErrCheck all
error-prone
ESLint
Fortify3 impact >= 2.5 | impact >= 2.5 | likelihood >= | likelihood
and likelihood 25 <25and
>=25 impact < 2.5
Fortify impact >= 2.5 | impact >= 2.5 | likelihood >= | likelihood
Software and likelihood 25 <25and
Security >=25 impact < 2.5
Center***
Gendarme
GitLab critical high medium low informational
Security
GoCyclo all
GolLint
GoSec HIGH MEDIUM LOW
HCL critical high medium low informational
AppScan
Source
HCL critical high medium low informational
AppScan
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SAST Tools | Critical High Medium Low Info Unspecified
on Cloud
(ASoC)
Helix QAC 7 (Undefined |3 (Important |2 (Minor 0
behavior), 8 |issue), issue) (Information),
(Language 4 (Local 1 (Obsolete
constraints) | criteria), 5 message), 9
(Data flow (Error)
analysis), 6
(Portability)
IneffAssign all
JLint
JSHint all
Microsoft
Code
Analysis
MobSF dangerous, medium, normal,
insecure, warning signature,
high info, good
MobFS Scan ERROR WARNING INFO
NDepend Critical High Medium Low Info
OCLint
Orca CRITICAL HIGH MEDIUM LOW INFO
Security
(Secret
Scans)
Parasoft Level 1: Level 3: Level 4:
JTest/C Severe Violation Possible
++Test / Violation; Violation;
dotTest Level 2: Level 5:
Possible Informational
Severe
Violation
PHPMD 1,2 3 4,5
PMD 1,2 3 4,5
Polaris critical high medium low informational
Pylint
Rapid Scan | critical high medium low informational
SAST
SafeSQL all
SARIF severe / high / error medium / low / warning | note / info /
critical moderate informational
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SAST Tools | Critical High Medium Low Info Unspecified
SATE 1,2 3 4,5

Scalastyle

Scan@Source: critical high medium low informational
SCARF

Semgrep high medium low

Snyk Code | critical high medium low

SonarQube/ [BLOCKER/ |MAJOR/ MEDIUM MINOR / INFO
SonarCloud |CRITICAL HIGH LOwW

SpotBugs / 1 2 3

FindBugs

Staticcheck

TruffleHog Verified = Verified = Verified = Verified =
true; Verified |false AND false AND false AND
= false AND [ Detector Detector Detector
Detector Name = Name = Name =
name = PrivateKey Generic Unspecified
Oauth, AWS, Secret
or Heroku

Veracode 4 3 2 1

Vet

1. Android Lint evaluates risk based on both a category and a severity level. Categories are indicated by an
asterisk.

2. CodeSonar reports risk through a combination of a ranking formula and an analysis warning system (red,
yellow, green). Software Risk Manager uses the red, yellow, and green statuses to map to high, medium,
and low, respectively.

3. Fortify reports risk by creating scores for “impact” and “likelihood.” The combination of these scores is
then mapped to the Software Risk Manager severity levels.

Triage Status Mapping

Table 13:
SAST Tools |Ignored False To Be Fixed [Mitigated Fixed Reopened
Positive
Android Lint
Armorize
CodeSecure
Brakeman
Checkmarx | NOT_EXPLOITRELE / URGENT/ 3;
(SAST) 1 Positive CONFIRMED
2
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SAST Tools [Ignored False To Be Fixed | Mitigated Fixed Reopened
Positive
Checkmarx |NOT_EXPLOITABLE; URGENT;
One (SAST) |[PROPOSED_INOT_EXPLOITABORIFIRMED
Checkstyle
Clang
Clang intentional false_positive,| confirmed
(CodeChecker) suppress
Clippy
CodePeer not a bug false positive
CodeSonar-
Scrape**
Continuous |accepted, out | Invalid, false open,
Dynamic of scope mitigated
(formerly
WhiteHat)
CppCheck
Coverity Intentional, False
ignore Positive
Coverity On |[DISMISSED |FALSE TO BE
Polaris INTENTIONAL,POSITIVE FIXED
DISMISSED
OTHER
42Crunch
DefenseCode false positive
ThunderScan
ErrCheck
error-prone
ESLint
Fortify*** Suppressed, Exploitable,
Not an Issue Suspicious,
Reliability
Issue, Bad
Practice
Fortify Suppressed, Exploitable,
Software Not an Issue Suspicious,
Security Reliability
Center*** Issue, Bad
Practice
Gendarme
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SAST Tools [Ignored False To Be Fixed | Mitigated Fixed Reopened
Positive

GitLab
Security

GoCyclo

GolLint

GoSec

HCL noise passed fixed reopened
AppScan
Source

HCL noise passed fixed reopened
AppScan
on Cloud
(ASoC)

Helix QAC

IneffAssign

JLint

JSHint

Microsoft
Code
Analysis

MobSF

MobFS Scan

NDepend

OCLint

Orca
Security
(Secret
Scans)

Parasoft
JTest/C
++Test /
dotTest

PHPMD

PMD

Polaris dismissed dismissed to-be-fixed
(any other (false
reason) positive)

Pylint
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SAST Tools [Ignored False To Be Fixed | Mitigated Fixed Reopened
Positive
Rapid Scan
SAST
SafeSQL
SARIF
SATE
Scalastyle
Scan@Sourcs
SCARF
Semgrep fixed
Snyk Code |ignored
SonarQube/ [WON'T FIX, |FALSE ACKNOWLEDGED FIXED REOPENED
SonarCloud |SAFE POSITIVE
SpotBugs /
FindBugs
Staticcheck
TruffleHog
Veracode Accept the Potential Reported Mitigate
Risk False to Library by Design,
Positive Maintainer Mitigate by
Network
Environment,
Mitigate
by OS
Environment
Vet

For SRM Triage Status definitions, click here.

DAST Tools Mapping

The tables below show the severity and triage status mappings for all of the DAST tools that are supported

by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 14:
DAST Tool Critical High Medium Low Info
Acunetix Desktop high medium low info
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DAST Tool Critical High Medium Low Info
Acunetix 360 CRITICAL IMPORTANT, MEDUIM LOW INFORMA
HIGH (BEST

PRACTICE

AppSpider Vulnerability 4 5 6 1,0

Summary

APlsec Blocker, Critical Major, High Medium Minor, Low Info

Arachni high medium low information

Burp Suite high medium low information

Continuous Dynamic urgent (critical) high low note

(formerly WhiteHat) (informatiol

Defensics fall warning

Dynatrace

HP WeblInspect 4 3 2 1 0

HCL AppScan Standard | Critical High Medium Low Informatior

(enterprise)

HCL AppScan on Cloud | Critical High Medium Low Informatior

(ASoC)

Imperva* CRITICAL MAJOR MINOR

Invicti Standard Critical, Important, | Medium Low Informatior

(formerly Netsparker) High Practice)

Invicti Enterprise Critical Important, High Medium Low Informatior

(formerly Netsparker Practice)

Enterprise)

OWASP ZAP 3 2 1 0

Polaris critical high medium low information

Qualys WAS 5 4 3 2 1

Rapid7 InsightAppSec

Rapid7 InsightVM Critical Severe Moderate

Rapid7 Nexpose 8-...-10 4-..-7 0-...-3

Black Duck Managed Critical High Medium Low Minimal

Services Platform

Tenable WAS blocker / critical major / high medium minor / low info

Tinfoil Web critical high medium low information

Trustwave App Scanner High Medium Low all other va

Veracode 4 3 2 1

WPScan all
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DAST Tool

Critical

High

Medium

Low

Info

Sqglmap output

all

Triage Status Mapping

Table 15:

DAST Tool

Ignored

False Positive

To Be Fixed

Mitigated

Fixed

Rec

Acunetix Desktop

Acunetix 360

Accepted Risk

False Positive

Fixed

AppSpider Vulnerability
Summary

APlsec

Arachni

Burp Suite

Continuous Dynamic
(formerly WhiteHat)

accepted, out of
scope

Invalid, false

open, mitigated

Defensics

Dynatrace

HP Weblnspect

HCL AppScan Standard
(enterprise)

noise

passed

fixed

reo

HCL AppScan on Cloud
(ASoC)

noise

passed

fixed

reo

Imperva*

Invicti Enterprise
(formerly Netsparker
Enterprise)

Accepted Risk

False Positive

Fixed

OWASP ZAP

Polaris

dismissed (any
other reason)

dismissed
(false positive)

to-be-fixed

Qualys WAS

Rapid7 InsightAppSec

ignored

false positive

verified

remediated

Rapid7 InsightVM

Rapid7 Nexpose

Black Duck Managed
Services Platform

False Positive

Tenable WAS
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DAST Tool Ignored False Positive | To Be Fixed Mitigated Fixed Re

Tinfoil Web

Trustwave App Scanner

Veracode Accept the Risk | Potential False |Reported Mitigate
Positive to Library by Design,
Maintainer Mitigate by

Network

Environment,
Mitigate by OS
Environment

WPScan

Sglmap output

For SRM Triage Status definitions, click here.

*Imperva only produces severities for API Attack Analytics results and not for API Risks or WAF Security
Events. API Risk and WAF Security Event findings will only have Unspecified severity in SRM.

IAST Tools Mapping

The tables below show the severity and triage status mappings for all of the IAST tools that are supported
by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 16:

IAST Tool Critical High Medium Low Info Unspecified
Checkmarx | Critical / 4 High /3 Medium / 2 Low/1 Informational /| Unspecified,
(IAST) 0 Unknown
Contrast Critical High Medium Low Note

HCL Critical High Medium Low Information

AppScan on

Cloud

NowSecure

Workstation

Q-MAST CRITICAL HIGH MEDIUM LOW

Black Duck | critical high medium low informational

Seeker
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Table 17:
IAST Tool Ignored False To Be Fixed [Mitigated Fixed Reopened
Positive

Checkmarx NOT_A_PROBIEMFIRMED | REMEDIATED

(IAST)

Contrast URL access |False Confirmed or | Remediated
limited or Positive Suspicious
internal
security
control

HCL noise passed fixed reopened

AppScan on

Cloud

NowSecure

Workstation

Q-MAST

Black Duck |Ignored / False Fixed

Seeker Won't Fix / Positive
Intentional,
Archived

For SRM Triage Status definitions, click here.

Mobile Tools Mapping

The tables below show the severity and triage status mappings for all of the Mobile tools that are supported
by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 18:

Mobile Tool

Critical

High

Medium

Low

Info

Unspecified

Data
Theorem
Mobile
Secure

critical

high

medium

low

information

HCL
AppScan
on Cloud
(ASoC)

Critical

High

Medium

Low

Information

MobSF
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Mobile Tool |Critical High Medium Low Info Unspecified

MobSF Scan

NowSecure
AUTO

NowSecure
INTEL

NowSecure | critical high medium low info unknown
Workstation

Triage Status Mapping

Table 19:

Mobile Tool |Ignored False To Be Fixed | Mitigated Fixed Reopened
Positive

Data
Theorem
Mobile
Secure

HCL noise passed fixed reopened
AppScan
on Cloud
(ASoC)

MobSF

MobSF Scan

NowSecure
AUTO

NowSecure
INTEL

NowSecure
Workstation

For SRM Triage Status definitions, click here.

InfraSec Tools Mapping

The tables below show the severity and triage status mappings for all of the InfraSec tools that are
supported by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)
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Severity Mapping

Table 20:

InfraSec Critical High Medium Low Info Unspecified
Tool

AppDetective high medium low informational
Pro

Tenable 4 3orCatl 2orCatll 1 O or Cat lll
Nessus®

Rapid7

Nexpose

NMap2 9+ 7-..<9 4-.<7 <4

Qualys VM 5 4 3 2 1

Qualys CS 5 4 3 2 1

SCAP High Medium Low Info

Qualys 5 4 3 2 1

VMDR

1. Tenable Nessus reports risk through a "category” ranking (1-3) and a severity level (0-4).
2. NMap reports risk using a CVSS score.
Triage Status Mapping

Table 21:

InfraSec Ignored False Fixed Mitigated Fixed Reopened
Tool Positive

AppDetective
Pro

Tenable
Nessus

Rapid7
Nexpose

NMap
Qualys VM
Qualys CS
SCAP

Qualys
VMDR

For SRM Triage Status definitions, click here.
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Threat Modeling Tools Mapping

The tables below show the severity and triage status mappings for all of the Threat Modeling tools that are
supported by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 22:

Threat Critical High Medium Low Info Unspecified

Modeling

Tool

IriusRisk! Critical High (51-75) | Medium (26— | Low (1-25) Very Low (0)
(76-100) 50)

Microsoft high medium low

Threat

Modeling

Tool 2016

SD Elements | 9+ 7-8 5-6 1-4

1. IriusRisk threats are assigned a severity in SRM based on their Current Risk value. The risk ratings are
mapped to SRM severities based on this mapping.

Triage Status Mapping

Table 23:

Threat Ignored False To Be Fixed | Mitigated Fixed Reopened
Modeling Positive
Tool

IriusRisk

Microsoft Not Mitigation

Threat Applicable Implemented
Modeling
Tool 2016

SD Elements

For SRM Triage Status definitions, click here.

Component Tools Mapping

The tables below show the severity and triage status mappings for all of the Component tools that are
supported by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)
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Table 24:

Component| Critical High Medium Low Info Unspecified None
Tool

Black >=9* >=7* <=4* >0* , <=0** |=0* <0* , <O**
Duck S=7** <=4**

Binary

Analysisl

*CVSSv3

mapping

*CVSSv2

mapping

Black CRITICAL, [HIGH, MEDIUM, LOW, UNKNOWN,
Duck Hub |BLOCKER [MAJOR MINOR TRIVIAL UNSPECIFIED
CAST critical high medium low advisory

Highlight

Checkmarx | CRITICAL |HIGH MEDIUM LOW INFO

One (SCA)

Continuous| urgent, high medium low informational

Dynamic critical note

(formerly

WhiteHat)

- (Legacy

Rating

System)

Continuous| Critical High Medium Low Note

Dynamic

(formerly

WhiteHat) -

(Advanced

Rating

System)

Dependency-ritical high medium or [low informational unknown none
check moderate

Dependency-ritical high / fail warn / low none
Track medium

Dynatrace2 CRITICAL [HIGH MEDIUM LOW NONE
GitHub CRITICAL [HIGH MODERATH/

Security medium

GitLab critical high medium low informationa

Security

JFrog Xray | critical high medium low
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Component| Critical High Medium Low Info Unspecified None
Tool
NeuVector | critical high / error | medium / low / note
warn
Orca CRITICAL [HIGH MEDIUM LOW INFO
Security
(Vulnerabilities
Scan)
Polaris critical high medium low informationa
Retire.js high medium low
Snyk Open | critical high medium low
Source
Snyk critical high medium low informationa
License
Compliance
Management
Sonatype | critical severe moderate |[low no threat,
Nexus none
Veracode 4 3 2 1
WhiteSourcg high, medium low, License
Rejected by Multiple results
policy licenses,

Multiple

library

versions,

New library

version

1. To use CVSS version 3 mapping for CVSS version 2 scores, set cvss. use- cvss3-buckets = true
in the SRM props file.

2. Dynatrace only produces severities for Vulnerability results and not for Attack results. Dynatrace Attack
findings will have no severity in SRM.

Triage Status Mapping

Table 25:

Component |Ignored False To Be Fixed [Mitigated Fixed Reopened
Tool Positive

Black Duck FD (feature VP (vendor

Binary disabled) patched)

Analysis

Black Duck | Duplicate, Not Affected | Affected Mitigated Remediation

Hub Ignored Complete

CAST

Highlight
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Component |Ignored False To Be Fixed | Mitigated Fixed Reopened
Tool Positive
Checkmarx |NOT_EXPLOITABLE; URGENT;
One (SCA) PROPOSED_INOT_EXPLOITABORIFIRMED
Continuous |accepted, out | Invalid, false open,
Dynamic of scope mitigated
(formerly
WhiteHat)
Dependency-
check
Dependency-| not affected, | false positive
Track suppressed
Dynatrace RESOLVED
GitHub CLOSED
Security
GitLab
Security
JFrog Xray
NeuVector
Orca
Security
(Vulnerabilitids
Scan)
Polaris dismissed dismissed to-be-fixed
(any other (false
reason) positive)
Retire.js
Snyk Open Ignored Patched
Source
Snyk Ignored
License
Compliance
Management
Sonatype Not Confirmed
Nexus Applicable
Vericode Accept the Potential Reported Mitigate
Risk False to Library by Design,
Positive Maintainer Mitigate by
Network
Environment,
Mitigate
by OS
Environment
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Component
Tool

Ignored

False
Positive

To Be Fixed

Mitigated

Fixed

Reopened

WhiteSource

For SRM Triage Status definitions, click here.

Container Tools Mapping

The tables below show the severity and triage status mappings for all of the Container tools that are
supported by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 26:

Container Critical High Medium Low Info Unspecified
Tool

Anchore critical high medium low negligible

Aqua CSP critical malware, sensitive low negligible unknown

high data, medium

Check Point | Critical High Medium Low Informational
CloudGuard

Dynatrace* |[CRITICAL HIGH MEDIUM LOW

Grype Critical High Medium Low Unknown
Reader

GitLab critical high medium low informational

Security

Harbor Critical High Medium Low Negligible Unknown
Google SCC | critical high medium low

Microsoft Critical High Medium Low

Defender for

Cloud

NeuVector critical high / error medium / low / note

warn

Orca CRITICAL HIGH MEDIUM LOW INFO

Security

Prisma critical / high medium / low

Cloud important moderate

Compute

(Twistlock)

Snyk critical high medium low

Container
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Container Critical High Medium Low Info Unspecified
Tool
Trivy CRITICAL HIGH MEDIUM LOW UNKNOWN

*Dynatrace only produces severities for Vulnerability results and not for Attack results. Dynatrace Attack
findings will have no severity in SRM.

Triage Status Mapping

Table 27:

Container
Tool

Gone

New

Ignored

False

Positive

To Be
Fixed

Mitigated

Fixed

Anchore

Aqua CSP

Check
Point
CloudGuard

Dynatrace*

RESOLVED

Grype
Reader

Fixed

not-fixed,
unknown

wont-fix

GitLab
Security

Harbor

Google
SCC

MUTED

Microsoft
Defender
for Cloud

NeuVector

Orca
Security

Prisma
Cloud
Compute
(Twistlock)

Snyk
Container

ignored

patched

Trivy

For SRM Triage Status definitions, click here.

Cloud Infrastructure Tool Mapping
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The tables below show the severity and triage status mappings for all of the Cloud Infrastructure tools that
are supported by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 28:

Cloud Critical High Medium Low Info Unspecified
Infrastructure

Tool

Prisma critical high medium low informational
Cloud

(RedLock)

AWS critical, 80+ | high, 60—...— [ medium, low, 20—...— |informational,
Security 79 40-...-59 39 0—...-19

Hub*

Azure critical high medium low informational
Security

Center

Check Point | Critical High Medium Low Informational
CloudGuard

Google SCC | critical high medium low

Microsoft Critical High Medium Low

Defender for

Cloud

Wiz CRITICAL HIGH MEDIUM LOW INFORMATIONAL

*AWS reports risk through a ranking [1-100] and a severity level [low, medium, etc.]. Both are listed.

Triage Status Mapping

Table 29:

Cloud Ignored False To Be Fixed | Mitigated Fixed Reopened
Infrastructure| Positive
Tool

Prisma Snoozed
Cloud
(RedLock)

AWS suppressed notified resolved
Security
Hub*

Azure
Security
Center
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Cloud
Infrastructure|
Tool

Ignored

False
Positive

To Be Fixed

Mitigated

Fixed

Reopened

Check Point
CloudGuard

Google SCC

MUTED

Microsoft
Defender for
Cloud

Wiz

For SRM Triage Status definitions, click here.

Infrastructure as Code (IaC) Tool Mapping

The tables below show the severity and triage status mappings for all of the 1aC tools that are supported by
Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 30:

laC Tool Critical High Medium Low Info Unspecified
Checkmarx | CRITICAL HIGH MEDIUM LOwW INFO

One (laC)

Checkov CRITICAL HIGH MEDIUM LOW

Orca CRITICAL HIGH MEDIUM LOW INFO

Security

Triage Status Mapping

Table 31:

laC Tool Ignored False To Be Fixed | Mitigated Fixed Reopened

Positive

Checkmarx |NOT_EXPLOITABLE; URGENT;

One (laC) PROPOSED_INOT_EXPLOITABORIFIRMED

Checkov

Orca

Security

For SRM Triage Status definitions, click here.

WAF Tools

Mapping
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The tables below show the severity and triage status mappings for all of the WAF tools that are supported

by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 32:

WAF Tool

Critical

High

Medium

Low

Info

Unspecified

Imperva
(WAF)

Triage Status Mapping

Table 33:

WAF Tool

Ignored

False
Positive

To Be
Fixed

Mitigated

Fixed

Reopened

None

Imperva
(WAF)

For SRM Triage Status definitions, click here.

STIG Tools Mapping

The tables below show the severity and triage status mappings for all of the STIG tools that are supported

by Software Risk Manager.

Tools are listed alphabetically. Tool results are mapped to the Software Risk Manager status shown at the
top of each column. (A blank cell indicates that an equivalent status value is unavailable or undefined.)

Severity Mapping

Table 34:
STIG Tool Critical High Medium Low Info Unspecified
STIG CAT I (high) [CATII CAT Il (low)
(medium)
Triage Status Mapping
Table 35:
STIG Tool |lgnored False To Be Mitigated | Fixed Reopened |None
Positive Fixed
STIG Not A Open Not
Finding, Reviewed
Not
Applicable

For SRM Triage Status definitions, click here.
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Tool First Seen Date

The "first seen” date reflects the earliest date that a finding was imported (or seen) by SRM, which will either
be the date the finding was first observed in SRM or the earliest date reported by a supported tool.

The following tools are supported and will provide a "first-seen” date:

* ApiSec
« Agua
» ASoC

e AWS Security Hub
* CloudGuard

» Continuous Dynamic (formerly WhiteHat)
» Coverity

» Coverity on Polaris
e Dynatrace

* GitHub Security

* HackerOne

* Polaris

e Qualys WAS

* Seeker

e SonarQube

* Tenable.sc

»  Twistlock

e Wiz

Correlation Overview

Correlation is the process Software Risk Manager uses to evaluate data returned by any combination of
supported AppSec tools to determine which, if any, of the results reported by the various tools refers to the
same issue. When matching results are found, Software Risk Manager correlates those results and creates
a single finding for that issue. Software Risk Manager does this by looking at the data provided for each
result; although, in some cases, the correlation process will factor in the detection method as well (e.g.,
Static vs. Dynamic results).

Correlation involves various processes that check for data within results that would suggest whether results
should be correlated. The output is a per-result set of associations, where each association indicates
whether to allow or deny correlation. At the end of this process, the correlation decisions for all results are
used to determine which results have enough evidence to be grouped into the same finding. (For more
information, see Analysis Correlation Options.)

The correlation process includes the following elements:
* Rule Sets
» Data Normalization

e Location-based Correlation

Software Risk Manager Documentation (v2025.9.4) « 199



Software Risk Manager User Guide ¢ Analyses Overview

« Component Correlation
e Hybrid Correlation
* InfraSec Correlation

e Location-less Correlation

Understanding Rule Sets

In performing cross-tool analysis, results that do not have matching data can still refer to the same issue.
In this case, correlation depends on rule sets. A rule set consists of multiple rules (e.g., specific tools and
tool codes, categories of results in a specific tool, CWESs, etc.) that are used to evaluate results and create
findings. For more information, see the section on Rule Sets.

Understanding Data Normalization

In broad terms, data normalization can be understood as the process of ordering, structuring, and
simplifying the reported data that makes up a result. The purpose is to make it easier to determine if
different data points refer to the same item. In other words, the correlation process does not evaluate the
raw data provided by a result; instead, the evaluation is based on a normalized representation of that data.

Data that is displayed on the Findings page is the normalized representation of the available data. To view
the raw data, you can open the specific finding and inspect the results attached to it.

Software Risk Manager performs the following normalizations:
* File paths*
* URL paths: Query parameters and anchors are stripped from URLs.*

« Component info: Component (package) names and versions are collected and stored as-is. CPE strings
and certain package format strings (e.g., maven, npm) are parsed to collect this information, if available.

* Hosts: IP addresses, FQDNs, MAC addresses, NetBIOS names, and hostnames are collected when
available, and the existence of a result that ties any of these values will lead to the values being
associated as the same host. (For example, if a single result reports a vulnerability and specified
10. 0. 0. 9 and PRODENV hostname, these two identifiers would be combined to the same normalized
host.)

* Normalization involving paths will compare the structure of the available paths to discover overlaps and
determine the correct location of a file with respect to the known structure. If a user uploads source code,
the paths from the source code are used as the normalized path. If the source code isn't uploaded, the
normalized path becomes the most specific path shared by all of the paths. For example, the paths sr c/
mai n/test.java and mai n/t est. j ava would be normalized to the same, most-specific path, which is
mai n/ t est. j ava, because sr c/ is not shared between them. Base paths that are common across all
inputs may be stripped.

Understanding Location-based Correlation

Location data is essential for correlation. Results that have the same location type and value might be
candidates for correlation, depending on the location type.

Location types are as follows:

« File, Logical paths: Line ranges must at least overlap. Results without a line range will only be correlated
with other results without a line range, and vice-versa. Column ranges are ignored.

e URL paths: The "Element" for both results must match exactly. An "Element" refers to the type and
name of the part of the request that was indicated as vulnerable. If a result indicates that the query
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parameter "user" is vulnerable, that result will only correlate with other results with an Element of "Query
Parameter (‘user')".

Understanding Component Correlation

There are five ways to correlate components (for more information, see Analysis Correlation Options).
Component correlation modes control how Software Component Analysis (SCA) tool results are correlated
to findings. SRM can be configured to correlate component results using different combinations of the
following data:

* vulnerability (e.g., BDSA-2021-0069, CVE-2021-24122)

* component name and version (e.g., Spring Framework version 3.2.4)

» type (e.g., Vulnerable Component)

* component identifier (e.g., org.springframework:spring-aop:3.2.8.RELEASE)

You will get one finding per unique set of values for each option. For example, selecting "vulnerability,
component hame/version, and type" will result in a finding for each vulnerability for each component

and type that you have. However, if "vulnerability and type" is selected, you will only get a finding per
vulnerability and type that covers all components. The default mode is "vulnerability, component identifier,
and type."

Understanding Hybrid (SAST/DAST) Correlation

When Hybrid Correlation is enabled, URL-located results may be correlated with file-located results

by mapping result URLS to a set of source code locations. Results with file and URL locations may be
correlated if the file location overlaps with any of the discovered file locations for the given URL. (Data flows
are also checked for overlaps.)

Source code is analyzed (for supported languages and frameworks) to determine the specific files and

line ranges that declare the endpoint used by the URL path. If binaries are also provided, Software Risk
Manager will automatically build a call graph from the indicated source location to collect additional locations
to compare against. (Call graph generation is only supported for JVM and CLR binaries.)

Understanding InfraSec Correlation

In InfraSec correlation, results with matching Host information may be correlated if the list of CVEs is an
exact match between the available results. Results with differing host information will be marked with a "do
not correlate" flag, which will prevent correlation by any other process.

Understanding Location-less Correlation

Results that do not include location information can be correlated if the results have matching descriptors
and detection method.

Findings Overview

The findings page displays all the findings associated with a particular project or projects, along with all the
relevant supporting data.

Click the Findings icon in the navigation bar to open the Findings page.
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You can generate a report of the findings by clicking the Generate Report button.

Findings View Options

The Findings page provides a variety of information and project options, as detailed below. You can
customize what information is displayed by using the Configure Columns and View buttons or clicking the
column headings.

» Click Configure Columns to select which columns to display. Click to add or remove checkmarks.

Configure Columns =

v Severity

v Policy Violations

~ Project

v Type

v Tool

~ CWE

v Location

~ Element

« Finding Status

v Triage Status

v Assignee

+ Predicted Status
Tags

v FixBy

« Click View to select which findings to display. Use the toggles to display or hide information.

Hide archived results

Hide findings marked as "Gone"
Hide findings marked as "Fixed"
Hide findings marked as "Mitigated"
Hide findings marked as "lgnored"

Hide findings marked as "False Positive"

BAAAS 1

The viewing options are as follows:

* Hide archived results.

< Hide findings marked as "Gone."
¢ Hide findings marked as "Fixed."

Hide findings marked as "Mitigated."
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« Hide findings marked as "Ignored.”

¢ Hide findings marked as "False Positive."
The purpose of "hiding" or "un-hiding" findings is to exclude or include the associated findings from
the Findings page. The "completed” triage statuses in these options are "Gone," "Fixed," "Mitigated,"
"False Positive," and "Ignored.” When turned ON, each setting will cause the findings marked with
the particular triage status to be excluded from the page. This affects the table, filters, and counts
throughout the Findings page. When turned OFF, the findings associated with that status will be
included on the page. The default setting is ON.

e Click the column heading to re-sort the list.

Findings List

The Findings page displays all the findings from the project analysis and provides analysis data as well as
links to additional information.
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The analysis data is displayed in columns and includes the following information:
e Severity (icon). Displays the findings severity level.

e Policy violation (icon). Indicates a policy has been violated.

e ID. The ID of the finding.

e Project (displayed when viewing a list of findings for all projects). The name of the associated project.
Click the link to open the Findings page for that specific project.

e Type. The finding type. Click the link to view details for that specific finding.
e Tool. The tool used to discover the finding.

e« CWE. The finding's CWE data.

e Location. The location of the finding.

e Finding Status. The current status of the finding.

e Triage Status. The current triage status for the finding.
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Assignee. The person assigned to the finding.

Predicted Status. Indicates the "predicted" status based on existing machine learning configuration

settings.
Tags. Any associated tags.
Fix By. The fix-by date.

Attachments (icon). Shows if there are any attachments (files) attached to the finding.

Using Search/Display Filters

Filters allow you to determine which findings to display and provide information about that subset of findings.

All Findings » X All Projects

Findings

total finding:

Filters m Findings
All findings ¥ Displaying
Q Search Displaying all findings
e.g. some/file.tx - ID Project Type
by Finding Location - 1306
© Policy Violations = e

Standard (97 - 7.4%)

None (1,221 - 92.6%) 1304

E——— - 130
© Policy Violation Urgency =

Overdue (0 - 0%) 1076

Dle Soon (97 - 7.4%)

On Track (0 - 0%) 1075

No Fix-by Set (0 - 0%)

None (1,221 - 92.6%) 1074
O Type i

AAclasswith only private constructors should b 490

Abstract class does not contain any abstract m

API Abuse (2 - 0.2%) 689

Avoid branching statements as the last part of

Avoid calling overridable methods in construet 688

Avoid catching Throwable (8 - 0.6%)

AAvoid deeply nested if statements (5 - 0.4%) 686

N - 610
© Project w & =

Alpha (1,318 - 100%) 609
© Tool 828

2. 392

© Detection Method

Tool CWE

1 active result

1 active result

1 active result

1 active result

1 active result

2 active res..

1 active result

1 active result

1 active result

1 active result

1 active result

1 active result

2 active res.

2 active res..

1 active result

2 active res.

Location
Bhintsjsp:19
Bhintsjsp:21
Bihints.jsp:14
Bihintsjsp:15

Biaboutjsp:29

Baboutjsp:21

B about jsp:2!
B loginjsp:30
B login.jsp:63
Biloginjsp:48
Biloginjsp:45

Bloginjsp:62

B cookies_and_paramsjsp:30
B cookies_and_paramsjsp:17

B webgoat_challenge,jsp:27

B webgoat_challenge.jsp:

Status

New =

Tags

Fix By

For more information on filters, see Searching Using Filters.

Additional Findings Options

The process of generating and viewing finding data involves a variety of tasks. For more information, see
the following:

Searching for Findings.
Working with Filters.

CWE Support.

Performing Bulk Operations.
Findings Table.

Analysis Inputs List.

Adding Manual Results.

Using Machine Learning with Project Findings.
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Searching for Specific Findings

Click the Findings icon in the navigation bar to open the Findings page.

€3 BLACKDUCK SOFTWARE RISK MANAGER T @) | &b s
52 All Findings » All Projects

o Findings ~ Dashboard
B &
@ 4,935 total findings
@\_-? Filters [ayvl Findings
All findings ¥ Displaying 4,935 matching findings Generate Report... Configure Columns ~
A
C Q search Displaying all findings
= 8- some/file.tx ~ 1D Proje... Type Tool CWE Location Element Findi... TriageSta... Assig... Jira Issue FixB.. @
by Finding Locati s
© inding Location 7| Bas91 WebG...Resource Management 1active399 B pomxml:59 - New | Not.. v | U= -
© Fix-by Urgency = 4838 WebG..Cryptographicissue  lactive310 [ TokenTestjava:42 - New  Not.. v U~ -
(Overdue (0 - 0%)
Due Soon (0 - 0%) 4768 WebG...Cryptographic Issue lactive310  Bjqueryslimjs:2212 - New Not.. v U w -
On Track (0 - 0%)
No Fix-by Set (4,935 - 100%) Bas78 WebG...Credentials Managem... 1active255  BSolutionConstantsjava:34 - New  Not.. v U-w -
© Type = | [B45%0 WebG...Password in Configura... 1active 13 B messages.properties:34 - New  Not.. v U=~ -

Ad Hoc Ajax (1 - < 0.1%)

e ...Resource Management 1 acti y 2 - New Not ... u. -
Ilowed HTTP methods (1 - <0.1%) 4582 WebG g active399 B pomxml:64 ot... v -
API Abi (60 - 1.2%] . .
use ! Bas77 WebG...Password in Configura... 1active13 [ messages.properties:30 - New  Not.. v U~ -
Althentication (328 - 6.6%)
Class Does Not Impl it Is (21 - 0.4%) . "
ass Does Not Implement equals ( )| Baass WebG...Cryptographiclssue  lactive310  BclientSideFilteringjs:38 - New  Not.. v U=> -

Code Injection (11 - 0.2%)

Cﬂ"ﬂl’seﬂfﬂafﬂm'ﬁ“Mﬂ""’ﬂ‘“ﬂz"0-1’5’ Ba459 WebG...Cryptographiclssue  lactive310 B JWTFinalEndpointTest java:47- New | Not.. v U= -
© Project w i = [Jasas WebG...Credentials Managem... 1active 255 [ SqlinjectionLessonéb.java:61 - New  Not.. v Uw -
Lobsters (25 - 0.5%)
WebGoat-6.0.1 (partial) (4,031 - 81.7%) Ba377 WebG...Credentials Managem... 1active 255 & JWTRefreshEndpointjava:61 - New  Not.. v U=~ -
WebGoat-8.1.0(879 - 17.8%)
= | ¢ FRYZ LG, Credentials Managem.._ 1 gctive 255 [ JWT) intiavaAs New  Not, v U~ _

You can search for a specific finding using the search field. Search options are located in the upper left
corner of the page.

To search using the Search field:
1. Enter a search term in the search field.

2. Open the dropdown option menu and select the type of search you want to run.
Options include the following:

¢ Finding Location

¢ Finding ID

« CVE

« CWE

e Typel/Tool

* Host

« Black Duck Component Policy Violations
e Black Duck Exploit Available

e Black Duck Project

* Black Duck Solution Available

* Black Duck Workaround Available
* Brakeman Confidence

« CPE

« CVSSV2
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* CVSS v2 Vector

e CVSSv3

* CVSS v3 Vector

e Checkmarx Path ID

e Coverity Merge Key

e Fortify Instance ID

e Tinfoil Api Issue ID

e Veracode App ID

¢ Veracode App Name

* Veracode Flaw ID

e Azure DevOps Work Item ID
Search results are displayed automatically.

For additional information on select search options, see the sections below.

Searching by the Finding's Location

The default "search by" option is Location, and search terms are case-sensitive. When searching by
Location, the criteria can be any part of a file path. For example, to look for Findings in the webapp/
javascript folder, enter webapp/ j avascri pt . To search Findings in files with the .java extension, enter

. j ava. You can use * to indicate a wildcard: a search for src/ *. j ava will match locations like sr c/

mai n/ j ava/ Exanpl e. j ava. If you want to have the literal asterisk (*) as part of your search, use *. If you
want to have a literal backslash (\ ) as part of your search, use \ .

Searching by Finding ID

When searching by Finding ID, the same formatting rules apply as with the CWE search. To search for
Finding 123, enter 123. To search for Findings 123, 456, and 789, enter 123, 456, 789. Note that the
search will not look for Findings from other projects.

Searching by CWE ID

When searching by CWE, the criteria should be a number, or a comma-separated list of numbers. For
example, to search for findings with a CWE of 91, simply enter 91. To search for findings with a CWE of
either 91 or 94, enter 91, 94. Note that ranges (e.g., 100 - 200) are currently not supported.
Searching by Type/Tool

When searching by Type / Tool, the criteria can be any text (case-insensitive) which may appear in the
name or grouping of a Rule or Tool descriptor. For example, searching for "inject" by Type / Tool can match
Rules like "SQL Injection," and Tool descriptors like PMD / Security / Possible SQL Injection. This search is
case insensitive. Wildcards are not supported.

Working with Filters

Filters allow you to target which findings you want to display, along with providing specific information
pertaining to the particular filter. For more information, see the following topics:

» Using Filters

» Configuring Filters
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Software Risk Manager provides a variety of filters and filter options that allow you to target specific

information.

Click the Findings icon in the navigation bar to open the Findings page.

v2024.12.0 Enterprise | =

63 BLACKDUCK SOFTWARE RISK MANAGER w22r2008 = @
i All Findings » All Projects
o Findings  Dashboard
%t £
() 4,935 total findings
& Filters Findings
All findings ¥ Displaying 4,935 matching findings Configure Columns »
e
S Q search Displaying all findings
g e.g.some/file.tx ~ D Proje... Type Tool CWE Location Element Findi... TriageSta... Assig... JiraIssue FixB.. @
@ R IndingocTon T | Eas91 WebG...Resource Management 1active399 B pomoml:59 New  Not.. = ' Uw -
© Fix-by Urgency Has34 WebG...Cryptographiclssue  lactive310 [ TokenTestjava:42 New  Not.. v U~ -
[Overdue (0 - 0%)
Due Soon (0 - 0%) 4768 WebG...Cryptographiclssue  lactive310  Bjqueryslimjs:2212 New Not.. v U=
(On Track (0 - 0%)
No Fix-by Set (4,935 - 100%) | c Kk WebG...Credentials Managem... 1active255 B SolutionConstantsjava:34 New Not.. » U=
© Type Select All 4590 WebG...Password in Configura... 1active 13 B messages.properties:34 New Not.. v U w
Ad Hoc Ajax (1 - < 0.1%
A\Invj:dp:—la‘:r(lﬁmel}md:(l-<0.1%) B4se2 WebG...Resource Management 1active 399 B pomxml:é4 New  Not.. v U =
APIAbuse (60 - 1.2%) . ) N
E P din Configura... 1act ! fes: N Not.. v U
Abthentication (328« 6.6%) HBas77 WebG...Password in Configura... 1active 13 Bmessages.properties:30 lews o
Class Does Not Implement equals (21 04%) | gm1460  \yebc, Cryptographiclssue  lactive310  BclientSideFilterings:38 New  Not.. w U=
Code Injection (11 - 0.2%)
CollapseofDataintoUinsafeValue (2 < 0.1%) | Fgqqse WebG...Cryptographiclssue  lactive310 [ JWTFinalEndpointTestjavaid7- New  Not.. v Uw
© Project w CEA c WebG...Credentials Managem... 1active 255 B SqllnjectionLessonéb,java:61 - New  Not.. v U~
Lobsters (25 - 0.5%)
WebGoat-6.0.1 (partial) (4,031 - 81.7%) Baz77 WebG...Credentials Managem... 1active 255 B JWTRefreshEndpointjava:61 - New  Not.. v U~
WebGoat-8.1.0 (879 - 17.8%)
| ¢ PRvZA \WebG, Credentials Managem.. ]active 255 M IWT oy New _ Not, v U~

Filters are displayed to the left of the findings.

Filters
All findings ¥
Q Search

b Finding Location
© Policy Violations
© Fix-by Urgency
© Type
© Project
© Tool
© Detection Method
© Severity
© Location
© Container Image
© Age
© Tool Overlaps
© standards
O Tags
© Assignee
© Predicted Status
© Triage Status
© Pending Triage Status

© Finding Status

Clear All
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Clicking the arrow icon to the left of the filter name will expand the window and show the filter options and
filter-specific information about the findings. Clicking any of the filter options will immediately apply those
parameters to the list of findings.

The available filters include the following, and are detailed in the sections that follow:
e Policy Violations

e Fix-by Urgency

« Type

e Project

e Project Metadata

* Tool

* Detection Method

e Severity

* Location

e Container Image

e Age

e First Seen by SRM

+ Date Modified

e Tool Overlaps

+ Standards

e Tags

e Assignee

* Predicted Status

e Triage Status

e Pending Triage Status

e Finding Status

« Issue Tracker Association (if configured)
e Issue Tracker Resolution (if configured)
Policy Violations Filter

The Policy Violations filter allows you to filter findings based on existing policy violations. Expand the filter
window and select which filter options you want to apply to the list of findings.

© Policy Violations =
None (1,893 - 100%)

The filter window shows the number of findings and the percentage of violations compared to the total
number of findings.

Fix-by Urgency Filter

The Fix-by Urgency filter allows you to filter findings based on urgency. Expand the filter window and select
which filter options you want to apply to the list of findings.
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© Fix-by Urgency =
Overdue (2 - 25%)
Due Soon (6 - 75%)

The filter window shows the number of findings for each of the following urgency levels:
* Overdue

» Due Soon

* On Track

* No Fix-by Set

Type Filter

The Type filter allows you to filter findings based on finding type. Expand the filter window and select which
filter options you want to apply to the list of findings.

(] Type selectall =

API Abuse (1 - 0.1%)

Authentication and Authorization (4 - 0.3%)
Dead Code (1 - 0.1%)

Error Handling (1 - 0.1%)

Insufficient Encapsulation (289 - 20.6%)
Invalid Pointer (92 - 6.6%)

Other (462 - 33%)

Path Traversal {1- 0.1%)

String Usage (550 - 39.3%)

The filter window shows the number of findings associated with a specific finding type.
Project Filter

The Project filter allows you to filter findings based on individual projects. Expand the filter window and
select which filter options you want to apply to the list of findings.

© Project m & =
Docker Files (5,263 - 50%)
Web Source (5,263 - 50%)

Note: This filter only appears on "aggregated" versions of the Findings page, that is, for "All
Projects," or for a project group with its members.

The filter window displays the projects associated with the findings in two ways:

» Projects displayed as a flat list.

» Projects displayed in a tree view.

You can switch between display modes by selecting it from the first dropdown menu in the filter's header.
Project Metadata Filter

The Project Metadata filter allows you to filter findings based on defined metadata (see Adding and
Configuring Project Metadata Fields).

Note: "Multiline" metadata is not supported.

Expand the filter window and select which metadata options you want to apply to the list of findings.

Software Risk Manager Documentation (v2025.9.4) « 209



Software Risk Manager User Guide ¢ Findings Overview

© Project Metadata Clear Filter I Q=S
B Basic (6,192 - 300%)
Tag1 (2,064 - 100%)
Tag2 (2,064 - 100%)
v Tag3(2,064 - 100%)
Standard (2,064 - 100%)
Open (2,064 - 100%)

Note: This filter only appears on "aggregated" versions of the Findings page, that is, for "All
Projects.”

Tool Filter

The Tool filter allows you to filter findings based on a specific tool's result types. Expand the filter window
and select which filter options you want to apply to the list of findings.

© Tool m =
Fortify (1,892 - 99.9%)
Manual Entry (1 - 0.1%)

The filter window displays a list of the tools used in the analysis and the number of findings associated
with each tool. The tool result type hierarchy typically follows a hierarchy of "Tool" » "Category” » "Name,"
following the same hierarchy as in the Tool Config page.

Detection Method Filter

The Detection Method filter allows you to filter findings based on the detection method used to create the
finding. Expand the filter window and select which filter options you want to apply to the list of findings.

© Detection Method m =
Static Analysis (1,893 - 100%)

Note: Only the categories that apply to your project will be displayed.

The filter window lists the supported detection methods and displays the number of findings associated with
each one:

e Cdoud Infrastructure Anal ysi s: Findings pertaining to cloud-hosted infrastructure

» Conponent Anal ysi s: Third-party dependencies in your project that have known vulnerabilities

* Container Analysi s: Findings within container runtimes or container images

» Dat abase Anal ysi s: Findings pertaining to databases

« Dynam c Anal ysi s: Findings detected by Dynamic Application Security Testing (DAST) techniques

« Hybrid Anal ysi s: Findings detected by multiple detection methods, for example, Static Analysis plus
Dynamic Analysis

e Interactive Analysis: Findings detected by Interactive Application Security Testing (IAST)
techniques

* Network Anal ysi s: Findings pertaining to network infrastructure
e« Static Anal ysis: Findings detected by Static Application Security Testing (SAST) techniques
« Threat Model i ng: Findings detected by threat modeling techniques

* Plus any custom detection method
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Severity Filter

The Severity filter allows you to filter findings based on the level of severity that is reported by a specific tool.
Expand the filter window and select which filter options you want to apply to the list of findings.

© Severity =
Critical (349 . 18.4%)
High (508 - 26.8%)

Medium (O - 0%)
Low (1,036 - 54.7%)

Info (0 - 0%)

Unspecified (0 - 0%)

The filter window displays the number of findings belonging to each of the following risk categories:

* Info

* Low

*  Medium
e High

* Critical

» Unspecified
For more information on risk mapping, see Tool Status and Severity Mapping.
Location Filter

The Location filter allows you to filter findings based on the finding's location. Expand the filter window and
select which filter options you want to apply to the list of findings.

© Location m =
Files
No Source Mappings (1,892 - 99.9%)
javascript/ (4 - 0.2%)
lessons/ (418 - 22.1%)
main.jsp (38 - 2%)
org/owasp/webgoat (1,426 - 75.3%)
webgoat_challenge.jsp (3 - 0.2%)

The filter window shows where each finding is located, reflecting the directory and file hierarchy of the
codebase. Location categories that may apply to your project include files, URLs, and logical locations.

For .NET results, in some cases (especially if PDB files are not uploaded), source locations may not be
available. Instead, a Logical Locationsitem will be shown, along with locations organized by namespace,
class, and method.

Container Image Filter

The Container Image filter allows you to filter findings based on the names of container images that were
discovered in Container Analysis results. Expand the filter window and select which filter options you want to
apply to the list of findings.

Note: Images without an associated name are not shown in the filter.
The filter window lists the supported container images and the findings associated with each.
Age Filter

The Age filter allows you to filter findings according to when that finding first appeared in an analysis. The
Age filter calculates age based on tool-reported dates (when available). If the finding has no supported
tools, the date reported is the first time the finding was seen by SRM. Note that the "first seen" date is fluid;
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that is, if new data is ingested from a tool with an earlier date, the relevant findings will be updated to reflect
this earlier date.

Expand the filter window and select which filter options you want to apply to the list of findings.

0 nge =
First seen today (0 - 0%)
Less than 7 days old (1,893 - 100%)
7 - 30daysold (0 - 0%)

30-90da
90-180d

More than 180 daysold (0 - 0%)

The filter window displays a set of pre-defined age ranges and the number of related findings.
First Seen by SRM Filter

The date the finding was first seen by SRM. Note: This date is not the same as the "first seen on" date for
the finding, which is shown in the header of the Finding details page.

Note: This filter will not appear on "aggregated" versions of the Findings page, that is, for "All
Projects," or for a project group with its members.

© First Seen by SRM Lt
Q000000000000
(G (10th] 1sm) [

Last Modified Filter
Displays when the finding was last modified.

Note: This filter will not appear on "aggregated" versions of the Findings page, that is, for "All
Projects," or for a project group with its members.

© Last Modified (£}
000000 InL0000000020C
o En  @n

Tool Overlaps Filter

The Tool Overlaps filter allows you to filter findings based on correlation logic. Expand the filter window and
select which filter options you want to apply to the list of findings.

© Tool Ove
100l
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The filter windows displays a breakdown of findings based on the degree of correlation of its associated tool
results. For example, Was a finding detected by 1 tool, 2 tools, or more? Or Were the 2 tools SpotBugs and
PMD, or JSHint and PMD? Actual correlation logic is determined by the project's Analysis Configuration.

Standards Filter

The Standards filter allows you to filter findings related to a specific industry standard. Expand the filter
window and select one or more filter options to apply to the list of findings.

© Standards m & =

None (161 - 8.5%)

CWE-2: 7PK - Environment (1 - 0.1%)
CWE-22: Improper Limitation of a Pathname t(
CWE-77: Improper Neutralization of Special El
CWE-79: Improper Neutralization of Input Dul

CWE-89: Improper Neutralization of Special El
CWE-91: XML Injection (aka Blind XPath Injeci

The filter window displays a list of the following standards and the number of findings related to each one:
e Architectural Concepts

e CERT C Secure Coding Standards

e« CERT C++ Secure Coding Standards

e CERT Java Secure Coding Standards

e CISQ Quality Measures (2016)

e CISQ Quality Measures (2020)

« CLASP

« CWEAI

e CWE Development Concepts View

e CWE Research Concepts View

e CWE Top 25 Most Dangerous Software Errors (2019)
e CWE Top 25 Most Dangerous Software Errors (2022)
« DISA STIG 3.10

» DISASTIG 4.10

« DISASTIGS.1

*  HIPAA

e Hardware Design

«  MISRA C (2012)

«  MISRA C++ (2008)

* NIST 800-53 Revision 4

« OWASP ASVS v4

e OWASP Mobile Top 10

«  OWASP Top Ten (2013)

«  OWASP Top Ten (2017)

«  OWASP Top Ten (2019)
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e OWASP Top Ten (2021)

« PCIDSS 3.1

« PCIDSS 4.0

e Seven Pernicious Kingdoms
+ Software Fault Patterns

* WASC Threat Classification
Tags Filter

The Tags filter allows you to filter findings based on finding tags. Expand the filter window and select which
filter options you want to apply to the list of findings.

© Tags B =
adfasd (1 - 0.1%)
derer (1 - 0.1%)
None (1,892 - 99.9%)

The filter window shows the distribution of findings based on an assigned tag. Each number corresponds to
the number of findings to which each tag has been assigned.

Assignee Filter

The Assignee filter allows you to filter findings based who was assigned to that finding. Expand the filter
window and select which filter options you want to apply to the list of findings.

© Assignee m =

Assigned (1 - < 0.1%)
Unassigned (4,904 - 100%)

Predicted Status Filter (if configured)

The Predicted Status filter allows you to filter findings based on existing machine learning configuration
settings. Expand the filter window and select which filter options you want to apply to the list of findings

© Predicted Status m =

Escalated (397 - 8.1%)
False Positive (4,508 - 91.9%)

Confidence

0% 100%

The Predicted Status filter is shown only if machine learning is enabled (see the Machine Learning Control
Panel section).

Filtering options include filtering against findings with Predicted Status of To Be Fixed, False Positive, or
Unknown, as well as filtering against Prediction Confidence, which ranges from 0 to 100 percent. Selecting
multiple predicted statuses to filter on will include any finding that has any one of the selected predicted
statuses. Selecting a sub range for prediction confidence will include any finding that has a predicted status
matching one of the selected statuses as well as a prediction confidence that exists in the selected sub
range (inclusively).

Note: This filter is only available in Software Risk Manager with the Machine Learning Triage
Assistance add-on.
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Triage Status Filter

The Triage Status filter allows you to filter findings based on the triage status of the finding (e.g., fixed,
mitigated, etc.). Expand the filter window and select which filter options you want to apply to the list of
findings.

© Triage Status m =

Not Triaged (4,903 - 100%)
Escalated (1 - <0.1%)
Reopened (1 - < 0.1%)

Pending Triage Status Filter

The Pending Triage Status filter shows triage status requests that are pending approval. Expand the filter
window and select which filter options you want to apply to the list of findings.

© Pending Triage Status =

No pending status (4,904 - 100%)
Fixed (1 - <0.1%)

Finding Status Filter

The Finding Status filter allows you to filter findings based on the status of the finding (e.g., hew, existing, or
gone). Expand the filter window and select which filter options you want to apply to the list of findings.

© Finding Status m =

New (4,904 - 100%)
Existing (1 - < 0.1%)

Issue Tracker Association (if configured)

The Issue Tracker Association filter allows you to filter findings based on whether a finding has an
associated issue. Expand the filter window and select which filter options you want to apply to the list of
findings.

© Issue Tracker Association selectall =
Jira(5-0.1%)
ToDo(1-<0.1%)
DHTES-6 (1< 0.1%)
Done {3+ < 0.1%)
In Review (1. < 0.1%)
Azure DevOps {1 < 0.1%)
ToDo(1-<0.1%)
1{1-<0.1%)
Custom (4 - = 0.1%)
No association (8,723 - 99.9%)

This filter option appears only if the project has been configured for issue tracking (see Issue Tracker
Configuration). The filter window shows findings broken down by whether there is an associated issue,
which issue tracker type (Jira, Azure DevOps, ServiceNow, GitLab, etc.) the issue is associated with, the
issue's status, and the specific issue.

Note: Terminology can differ between different issue trackers (e.g., "issue" vs "work item," "status”
vs "reason,” etc.), but Software Risk Manager defaults to "issue" and "status" when a generic term is
needed.
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Issue Tracker Resolution (if configured)

The Issue Tracker Resolution filter allows you to filter findings based on resolution status. Expand the filter
window and select which filter options you want to apply to the list of findings.

© Issue Tracker Resolution selectall =

Jira(5-0.1%)
Associated unresolved issues (3 - < 0.1%)
Associated resolved issues (2 - < 0.1%)
Fixed (1- < 0.1%)
Done (1- = 0.1%)
DHTES-5(1-<0.1%)
Azure DevOps (1- < 0.1%)
Associated work items - Reason (1- <01
Added o backlog (1-=0.1%)
Customn (4 - = 0.1%)
Associated unresolved issues (4 - < 0.1%)
No association (8,723 - 99.9%)

This filter option appears only if the project has been configured for issue tracking (see Issue Tracker
Configuration). The filter window shows findings broken down by whether there is an associated issue,
which issue tracker type (Jira, Azure DevOps, ServiceNow, GitLab, etc.) the issue is associated with,
whether the issue is resolved, the resolution status, and the specific issue.

Configuring Filters

To make routine searches easier, you can configure and save filters that can be used by authorized users or
user groups.

Click the Findings icon in the navigation bar to open the Findings page.

/2024.12.0 Ente ) ) .
6 BLACKDUCK SOFTWARE RISK MANAGER * oz | @ | & (@ admin
i All Findings » All Projects
o Findings ~ Dashboard
B &
@ 4,935 total findings
@ Filters (STl Findings
All findings ¥ Displaying 4,935 matching findings Configure Columns»
A
k= Q Search Displaying all findings
=] ~ D Proje... Type Tool CWE Location Element Findi... TriageSta... Assig... Jira Issue FixB.. @
ey ’ n
® & Finding Location T @491 WebG...Resource Management 1active399 B pomxml:59 - New | Not.. v U« -
© Fix-by Urgenc Sclect Al JEHI C PEEY WebG...Cryptographiclssue  lactive310 B TokenTestjava:42 - New  Not.. = U= -
(overd 0%)
Due | c v WebG...Cryptographiclssue  lactive 310  Bjqueryslimjs:2212 - New  Not.. v Uw¥ -
On [{ )
No Fix-by Set (4,935 - 100%) 4678 \WebG...Credentials Managem... 1active 255 [ SolutionConstantsjava:34 - New  Not..» U~ -
© Type = 4590  WebG...Passwordin Configura... 1active 13 Bmessages properties:34 . New | Not.. v U -
Ad Hoc Ajax (1 - < 0.1%)
R M t i y ¥ - N e U -
I\lowee HTTP methods 1. <0.15%) 4582 WebG...Resource Management 1active399 B pomxml:64 lew | Not u.
API Abuse (60 - 1.2%) .
[q4577 WebG...Password in Configura... 1active 13 y ! ties:30 - New Not.. v U ¥ -
Authentication (328 - 6.6%) . © ® Bmessages properties
Class Does Not Implement equals (21 - 0.4%) | 00 WebG...Cryptographiclssue  factive310  BiclientSideFilteringjs:38 - New  Not.. v U= -
Code Injection (11 - 0.2%)
CollapseofDataintolnsafeValue 2 <01%) | 455 WebG...Cryptographiclssue  lactive310 B JWTFinalEndpointTestjavaid7- New  Not.. v Uw -
© Project Select Al |- SIEHN C PYPE) WebG...Credentials Managem... 1active 255 B SqlinjectionLessonébjava:61 - New  Not.. v U= -
Lobsters (25 - 0.5%)
WebGoat-6.0.1 {partial) (4,031 - 81.7%) Ba377 WebG...Credentials Managem... 1active 255 [ JWTRefreshEndpoint java:61 - New  Not.. v Uw -
WebGoat-8.1.0 (879 - 17.8%)
4 78, LG Credentia\sManagem... lactive 233 B WTRefrechEndogintioyg:ds - New Not. L U

Filter options are located in the top left of the page.
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Filters

Allfindings ¥

All findings

Q} x
DISASTIGS5.1
Only Critical and Highs

Only New Issues

OWASP Top Ten (2021)

Once a filter is selected, the list of findings will update to match the current filter state.

Configuring filters includes the following tasks:

Creating or modifying a filter
Viewing and setting filter permissions
Renaming a filter

Deleting a filter

Creating or Modifying a Filter

To create or modify a filter:

1.
2.

4,
5.
6.

Click the Findings icon in the navigation bar to open the Findings page.

Select an existing filter from the Filters dropdown menu that you want to modify or select "All findings" to
create a completely new filter.

Select the filter elements that will define this filter.

When you make a change to the filter settings, an asterisk appears next to the filter name. From here
you can click the "Save" icon to update the filter with the new settings or click the "Save as" icon to
create a new filter with a new name.

Clicking the "Reset" icon returns the filter to its previously saved state.
Click the "Save as" icon to create a new filter.
Enter a new name in the filter field.

Click anywhere on the page to save the new name.

Viewing and Setting Filter Permissions

To view and set permissions:

1.
2.

© N o g &

Click the Findings icon in the navigation bar to open the Findings page.
Select a filter from the Filter dropdown menu.

Click the "Permissions" icon to open the Permissions window (shown below).
This window displays a list of users who have already been given permissions to view or edit this filter.

Select the Shared radio button, then click the Users or Groups button.

Use the "Add Users/Add User Groups" dropdown list to select the users or groups to add.
Click the "Add" icon.

Use the "Permissions" dropdown menu to set the desired permission.

Click Save to save your changes.
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Renaming a Filter

To rename a filter:

1. Select the filter from the Filter dropdown menu.

2. Click the "Rename" icon.

3. Enter the new name in the filter field.

4. Click the "Rename" icon or click anywhere outside the filter field to save your changes.
Deleting a Filter

To delete afilter:

1. Click the Findings icon in the navigation bar to open the Findings page.
2. Select a filter from the Filter dropdown menu.

3. Click the "Delete" icon.

4. Click Delete.

Using Time Filters

A Time Filter is a special type of filter which groups findings by analysis, that is, the filter will decide which
analysis each finding belongs to, and then display the groupings as a bar chart. The analysis number or
analysis date will make up the X axis, while the finding count makes up the Y axis.

Unlike the other filters, a Time Filter may not be resized vertically. Instead, as more analyses are displayed
it will grow horizontally, eventually adding a horizontal scrollbar.

Making a filter selection with a Time Filter is done by drag-selecting a range in the selection area above the
bar chart, as shown in the figure below.

[~] al © clear filter [l

Q000000000000 0000

3 3

The X axis of each Time Filter can be toggled between "Ordinal" and "Time."

Ordinal scale uses the analysis number (e.g. 1%, 2nd, ...) to determine where each analysis is placed on the
X axis. It allots the same amount of horizontal space for each analysis, making it a reliable way to visually
separate one analysis from another. Ordinal scale is the default mode for each Time Filter when the page
loads.

Time scale uses the start time of the analysis to determine where each analysis is placed on the X axis.
Since the lifespan of a project may be very long, and several analyses may be clustered close together,
bars may overlap when using time scale mode. This scale mode is most useful when you want to highlight a
particular date range without separating individual analyses.
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[~} il Q |anl
X Axis: Ordinal Scale X Axis: Ordinal Scale
X Axis: Time Scale X Axis: Time Scale I
0000,000:0: . 0,000 0 40 Qﬁ) OU o:.-oo:.'o @@oa:
=) Gen) [ED S0 =
Sth 10t e L July 5

As you hover over the selection area of a Time Filter, you will see a tooltip indicating the X value that your
cursor is hovering over. In time scale mode, the X value is a date and time. In ordinal scale mode, the

smaller text indicates the "physical” selection range, while the larger text indicates the rounded range, which
will be used as the actual filter selection. Once you click and drag to make a selection, the tooltip will expand
to show you the "min" and "max" of your selection.

An existing selection can be altered by clicking and dragging either of the paddles (the purple and green
paddles at either end of the selection) to resize, or the area between the paddles to pan. Double-clicking
a paddle will move it all the way to the beginning or end of the chart. Double-clicking the area between the
paddles will clear the selection.

1 72 —

sl

0000 000 000000
[ED)] 10t [ED Z0th

e

As you hover over bars in a Time Filter's chart area, a tooltip will appear to display information about the
currently-hovered analysis. The information includes the start time, duration, number of associated findings

(the height of the bar), the analysis number (e.g. the 10" analysis in that project), and the Name.

0000 000 @0 QOO0
Sth) om 5 Gom)

»
10" Analysis

% Name: 1.1.0

{49 Started: 6/14/2017, 9:03:30 PM
@ Analysis took 8 hr, 8 min, 18 sec
T 417 associated findings

©O00 000 0000000

110 Analysis

¥ Name: <unnamed?

[ Started: 6/20/2017, 12:00:05 AM
@ Analysis took 4 hr, 23 min, 48 sec
Y 191 associated findings

»

Note that when an analysis has a name, the circle below its bar in the bar chart will be filled in; when it has
no name, the circle will only have a dotted outline. Users with the updat e role can edit analysis names by
clicking the pencil icon next to the name. Naming an analysis can be useful if you want to associate it with a
particular release version of your software, a Git commit, a Jenkins build, or anything similar.

In addition, analysis names allow you to write Markdown-style links, e.g., [l ink text] (link url).

15t Analysis

¥ Name:[[1.1.0]
(www.example.com/build?id=1.1.0)
[ Started: 3/29/2018, 3:10:02 PM

@ Analysis took 29 sec

T 1403 associated findings

1%t Analysis

% Name: 1.1.0

{49 Started: 3/29/2018, 3:10:02 PM
@ Analysis took 29 sec

T 1403 associated findings

First Seen by SRM Filter

The First Seen by SRM filter is a Time Filter that groups findings based on the analysis during which the
finding was first seen in SRM; that is, the analysis that introduced the finding. This filter can be useful for

S
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answering questions such as, "how many findings were introduced by release 2.1.0?" Note that the First
Seen by SRM filter differs from the Age Filter in that the Age filter takes into account any first-seen dates
provided by tools.

Last Modified Filter

The Last Modified filter is a Time Filter which groups findings based on the analysis during which the finding
was last modified. (For findings modified by users or other non-analysis interactions, it picks the most
recent analysis at the time of the modification.) An example usage of this filter could be in combination with
the Status Filter to answer the question "How many findings have been fixed since release 2.1.0?" In this
example, you would unhi de the "completed” triage statuses by using the View button.

CWE Support

The Common Weakness Enumeration (CWE) is a community effort lead by MITRE to provide a common
language to express software weaknesses.

Software Risk Manager leverages the CWE to provide correlation across the diverse set of testing tools it
supports. Software Risk Manager also allows you to define your own correlation logic via the Rule Set page.
This allows you to correlate based on a group of CWEs or tool specific rule codes.

Software Risk Manager uses the CWE identifier specified by the tool. In cases where the tool does not
provide a CWE, that mapping is done automatically.

CWE information is readily available in Software Risk Manager. On the Findings page, you can search
by CWE or filter by CWE. This includes grouping CWESs by various standards such as OWASP Top 10 or
CWE/SANS Top 25. The CWE identifier is also shown in the Findings Table, and you can hover on that
identifier to get the full CWE name.

CWE information is also provided on the Finding Details page. There you can see the full CWE name for
the aggregated finding. For each individual tool result, the CWE used for each tool is also provided. In both
cases, a link to MITRE's CWE website is provided.

Finally, all reports (CSV, XML, PDF, Nessus, and AlienVault/NBE) contain CWE information.
Note: Software Risk Manager currently supports CWE Version 4.14.

Performing Bulk Operations

Bulk operations are actions that affect all findings that are currently selected. When the checkbox in the top
left of the findings table is selected, these actions will apply to all findings currently displayed.

Note that bulk operations (aside from reporting) are not available on an aggregate version of the Findings
page. In addition, the checkbox selection column in the findings table will be hidden.

Project Findings ~ Components  Project Dashboard ~ Attachments  Settings ¥
Show Inputs Last analyzed 2/9/2024 100 total findings (22 types from 211 results) Add Result Vieww
Filters m Findings
All findings ¥ Displaying 100 matching findings | 3 selected
Search ChangeStatus v Change Assignment v Override Severity v Set Fix By Date Manage Ta; (SN S S| Configure Columns »
ge Tags po!
Displaying all findings
by Finding Location s N -~ . . . .
2-p Type Tool CW... Location Finding Status  Triage Status Assignee Predicted Status Fix By
‘© Fix-by Urgency & 21540 Cross-site Scripti... 1activ79 [Bsearch_controller.rb:22 New Not Triaged ~  Unassigned ~ Escalated 56.5%
© Type & B21539 Cross-Site Reque... 1activ352 B application_controller... New Not Triaged v Unassigned = False Positive 4.5%
© Tool & B121538 Cross-site Scripti... 1activ7y  Bselect2js:723 New Not Triaged ¥ Unassigned ¥ Escalated 44.5%
© Detection Method 21537 Cross-site Scripti... 1activ?9  Bselect2js:762 New Not Triaged v Unassigned ~ Escalated 44.5%

For more information on bulk operations, see the following:
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e Change Status. This is used to change the triage status of multiple findings.

e Change Assignment. This is used to change the user assigned to multiple findings.

e Override Severity. This is used to change the severity of multiple findings.

e Bulk Comment. This is used to add comments to multiple findings.

e Generate Report. This is used to generate a variety of report types.

« Issue Tracker Integration. This is used to interact with a configured issue tracker.

e Manage Tags. This is used to assign tags to findings or unassign tags from findings in bulk.

e Set Fix By Date. This is used to set the fix-by date of multiple findings.

Change Status

The Change Status dropdown menu is available to users with the updat e role. It allows users to change the
triage status of all findings currently selected.

Findings
Displaying 5,263 matching findings | 4 selected Change Status v Override Severity v Bulk Comment
Displaying all findings Fixed
O - Type Tool biiizated Status
Ignored
Prefer Safe Handle 1active refl E New~
‘m refer Safe Hand | - ion ew
‘ B Prefer Safe Handle 2active ref tfibutes New~
Unresolved
‘ Bl insufficient Encapsulation 2activerel.  Escalated S New~
‘ I Prefer Safe Handle lactivereh| Reopened shAppender New~
2 John
Il Prefer Safe Handle 1 active refisys x ry New~

Change Assignment

The Change Assignment dropdown menu is used to change the user assigned to the selected findings.

Findings

Displaying 90 matching findings | 1 selected

ChangeStatus v || Change Assignment » | Overridle Severity v

Displaying all findings O

| Unassigned tion
1% [ 184 & Andrew lect2,js:833
& Jon
B 180 R _Jiect2js:723

Override Severity

The Override Severity dropdown menu is available to users with updat e role. It allows users to change the
severity of all findings currently selected.

Findings
Displaying 5,263 matching findings | 4 selected Change Status v Override Severity v Bulk Comment
Displaying all findings Severity Override for Bulk Findings
B ~ Type Tool YYou can choose an override from the options below. Status
‘ Bl Prefer Safe Handle lactiveres  NoOverride New~
‘ml”rpfpr Safe Handle 2activere, Critical New~
[ High
& B insufficient Encapsulation 2activere, New~
[ Medium
‘mPrPfPrSameﬂd\E 1active res o Low New~
Bl Prefer Safe Handle 1active res i Info New~
I Authentication 1active res Unspecified New~
B Prefer Safe Handle 1active rests95 @ VsCodeEditor New~
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Bulk Comment

The Bulk Comment button opens the Bulk Comment dialog. The dialog is used to comment on all findings
that are currently selected.

Bulk Comment | 3selected

My new bulk comment]

Post Comment

Issue Tracker Integration

If a project has an Issue Tracker Configuration, the Issue Tracker dropdown menu will be available, allowing
users with the updat e role to interact with the configured issue tracker. Software Risk Manager currently
supports Jira, Azure DevOps, ServiceNow, and GitLab. For Jira and GitLab users, the options are create
issue, associate with existing issue, and remove association. For Azure DevOps users, the options are
create work item, associate with existing work item, and remove association. For ServiceNow users, the
options are create incident, associate with existing incident, and remove association. The examples below
assume Jira is the currently configured issue tracker.

Creating New Issues

To create a new issue for a Finding based on your current branch view, click the Jira dropdown menu and
select the Create issue... option.

Generate report..  Jira~
Create issue...
Use existing issue...

Remove assaciation

A dialog will open.
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Create New Issue for Finding...

Issue Type
Task

Summary*

Code Dx Findings

Description

- [Code Dx Finding 305 | http://localhost:8080/details/305] Cross-
site Scripting (XSS)

detected by Brakeman

new.html.erb:36
E 79 - Improper Neutralization of Input During Web Page

i -site Scripting&#x27;)

9],
efinitions/79.html])

- [Code Dx Finding 304 | http://localhost:8080/details/304] Cross-
site Scripting (XSS)

Aotoctod b Mol oo il

Code Dx Finding Status

Cancel m

All of the fields are editable. Required fields will have a red asterisk by their name.

Use the template expressions that were defined when configuring the issue tracker to pre-populate the
relevant fields with data from the active findings. Note that these pre-populated values will be based on the
current branch view where the issue is created. Software Risk Manager provides default templates for the
Summary and Description fields.

The Description field will be pre-populated with a brief description for each Finding. Jira descriptions can
be set to allow for the use of WikiMarkup. Software Risk Manager takes advantage of that to make the
descriptions more readable from within Jira.

Creating Associations with Existing Issues

For Jira users, associate a finding with an existing issue by clicking the Jira dropdown menu and selecting
the Use existing issue... option. For Azure DevOps users, associate a finding with an existing work item

by clicking the Azure DevOps dropdown menu and selecting the Use existing work item ... option. For
ServiceNow users, associate a finding with an existing incident by clicking the ServiceNow dropdown menu
and selecting the Use existing incident ... option. For GitLab users, associate a finding with an existing issue
by clicking the GitLab dropdown menu and selecting the Use existing issue... option.

Enter the issue key, work item, or incident number that you want to associate with the finding(s). Clicking
outside the textbox or pressing Enterwill cause Software Risk Manager to look up the issue, work item, or
incident in question. If SRM is able to find it, and if it's part of the same Jira, Azure DevOps, ServiceNow,
or GitLab project you selected when you configured the issue tracker for this project, or if the same
ServiceNow instance configured for this Software Risk Manager project, the issue or work item summary
will be displayed, allowing you to confirm that you've entered the issue or work item you want. Click OK to
associate the finding (or findings) with that issue or work item.

Refreshing Issue Status

Software Risk Manager will regularly check the Issue Tracker server to refresh the status for all of the
issues, work items, or incidents associated with findings in a given project. The interval at which the check
is done is configurable in the Issue tracker configuration. However, you can also manually trigger a refresh
of all the issues, work items, or incidents on the Findings page by clicking the Refresh Issues, Refresh Work
Items, or Refresh Incidents button.
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Removing Associations with Existing Issues

You can remove the issue, work item, or incident associations for all of the findings in the current filter

by using the Jira, Azure DevOps, ServiceNow, or GitLab dropdown menu and selecting the Remove
association option. Note this only removes the association in Software Risk Manager; it doesn't change the
issue, work item, incident in the Issue Tracker.

Managing Tags

The Manage Tags button opens the Manage Tags dialog. The Manage Tags dialog enables users to assign
tags to findings or unassign tags from findings in bulk. The dialog is composed of three sections, each of
which will be described in sequence. Note that no operations will be applied until the OK button in the footer
of the dialog is clicked. (Clicking the Cancel will discard all dialog activity.)

Manage Tags

Current Assignments

None of the selected findings have any tags assigned.
Bulk Assign

% Archive
Bulk Unassign

I

1 Tagwill be assigned Cancel

Current Assignments

The Current Assignments section presents a sequence of tags that have been assigned to at least one of
the selected findings. Each tag in the sequence is paired with the number of selected findings to which that
tag has been assigned (provided in parentheses next to the tag).

Current Assignments
Bulk Assign

x Can'tReproduce x Requires Credentials
Bulk Unassign

% Contact IT

Bulk Assign

The Bulk Assign section allows users to select tags that should be assigned to all selected findings. The
dropdown select menu (which will appear as soon as you begin typing the name of a tag) will be populated
with tags that are available for assignment, including tags that have already been assigned to some of the
selected findings. Admins can create tags inline if they attempt to assign a tag that does not exist.

Current Assignments
[Bulk Assign

x Can'tReproduce x Requires Credentials

Bulk Unassign

% Contact IT
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The number of tags that will be attempted to be assigned once the OK button is clicked is shown in the
footer of the dialog.

2 Tags will be assigned] 1 Tag will be unassigned Cancel m

Bulk Unassign

The Bulk Unassign section allows users to select tags that should be unassigned from all selected findings.
The dropdown select menu (which will appear as soon as you begin typing the name of a tag) will be
populated with tags that appear in the Current Assignments section of the dialog.

Current Assignments

High Priority (5)
Bulk Assign

x  Can'tReproduce x Requires Credentials

Bulk Unassign

% Contact IT

The number of tags that will be attempted to be unassigned once the OK button is clicked is shown in the
footer of the dialog.

2 Tags will be assigned J1 Tag will be unassigned Cancel m

Set Fix By Date

The Set Fix By Date button opens the Set Fix By Date dialog. The dialog is used to either set or remove the
fix-by date on all findings that are currently selected.

If a project is configured to use policies, this bulk operation is used to override the fix-by date that was
determined by the policy rules.

Fix By Override

Findings Table

The Findings Table shows a concise representation of each individual finding. The number in the ID column
is the unique identifier assigned to each finding and the text for the ID doubles as a link to the finding's
details.

Users with the updat e role in a project can use the dropdown menu in the Status column to change the
current status of a finding.

(Rl Configure Columns =

Location Status

© Components/spring-security-web:3.2.4.RELEASE New ~
© Components/spring-expression:3.2.4.RELEASE Fixed
Mitigated
® Components/commons-fileupload:1.2.2
Ignored
© Components/log4j:1.2.17 False Positive
© Components/spring-security-core:3.2.4.RELEASE Unresolved

© Components/jackson-databind:2.0.4 Escalated

Reopened
® Components/spring-security-config:3.2.4. RELEASE e
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Projects often have more findings than can be displayed in the Findings Table all at once. Because of this,
the table is split into pages. By default, each page shows 25 findings. Users can change the number of
findings per page using the Show button, seen below.

Bacme Command Injection 2 active results...77 B goatControllers js:30 New =

I Displaying 1to 25 of 4,434 Findings I I Previous 2 3 4 5 Next

© 2023 Synopsys, Inc.
=

The Findings Table columns can be hidden or displayed using the dropdown menu in the upper right corner
of the table. This is done by toggling the column name.

Generate Report... Configure Columns

+ Severity
D

 Project

© Components/spring-security-web:3.2.4RELEASE + Tool

+ CWE

© Components/spring-expression:3.2.4.RELEASE + Location

Location

+ Status

© Components/commons-fileupload:1.2.2 Tags

In the menu, visible columns have a checkmark to the left of the column name. Hidden columns can be
made visible again by selecting them in the menu.

Analysis Input List

The Analysis Inputs List is a widget on the Findings page that shows the files that were provided to Software
Risk Manager for analysis. It can be shown by clicking the Show Inputs button found in the Findings page
header.

Project Findings » £ Alpha » (Poeviderum)

Project Findings ~ Project Dashboard  Settings v

[ Analysis Inputs
+  Analyzed on July 7, 2023 11:45 AM

| WebGoat-6.0.1-src.zip » generated Checkstyle results (5 114 tool results

WebGoat-6.0.1-src.zip » generated PMD results (5 1427 tool r’esu\tsl

WebGoat-6.0.1-src.zip » generated ZPA results (2 0 tool results

The Analysis Inputs List is broken down first by analysis, then by file. For example, when viewing a project
in which two analyses had been performed, there would be a section for each analysis. Analyses are
ordered by date, with the most recent analysis shown at the top of the list, and the oldest analysis at the
bottom.

Within each section, individual entries represent files. For example, if a "spotbugs-results.xml" file had been
uploaded to Software Risk Manager during one analysis, a corresponding entry would appear in the section
for that analysis. Each entry has three main parts: input name, tool result summary, and archive button.

Input Name

The first part of an entry shows the file's name and the name of the tool it came from. For auto-generated
tool outputs (i.e., files generated by any of the Software Risk Manager bundled tools), the name of the
analyzed file will be shown instead of the name of the auto-generated temporary file. Next to the names, a
download link allows users to download a copy of the file.

Tool Result Summary

The second part of an entry shows a summary of the tool results originating from that file. Note that due
to result correlation and other factors, the total tool result count will not necessarily match the total finding
count. Next to the tool result count for each entry, a bar chart shows a breakdown of the tool results by
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severity. The highest-severity results are shown in red, while the lowest-severity results are shown in gray.
You can hover over each bar to see the severity it represents as well as the number of tool results belonging

to that severity.

Archive Button

Users with the cr eat e role for a project have the ability to archive an analysis input using the Archive
button located on the far right of each entry. Tool results from archived inputs will be removed. Any finding
whose last tool result was removed in this manner will have its triage status automatically changed to Gone.
Normally archival is done automatically.

When you click the Archive button for an analysis input, you will be prompted to confirm your choice.

Archive Analysis Input

Are you sure you want to archive this file? 114 tool results will be affected.

When you confirm, the archival will be performed. The page will update to reflect the updated tool result and

finding counts.

Adding Manual Results

Software Risk Manager allows users with the create role to enter manual results to Findings data.

To add a manual result:

1. Click the Projects icon in the navigation bar to open the Projects page.

Projects
v Acme (¥ main (default))
# OFindings @ No analyses yet
Z Alpha (¥ Dev (default))
4 1,318 Findings [o]/57][e]0] 2= 1 policy & Last analyzed 7/7/2023 at 11:46:00 AM (@ Analysis took 21 sec
Z Group Totals
# 1,318 Findings in this projectgroup  [0][7][0][0] @ Lastanalyzed 7/7/2023at11:46:00AM (D Analysis took 21 sec
Beta (¥ main (default))
% OFindings & No analyses yet
2. Locate the project and click the Project findings link to open the Project Findings page.
Project Findings » B ACME » (Pman @efaui)
Project Findings  Project Dashboard  Settings ~
Filters (AT Findings
“Aleings B Displaing 1 v i O sl
Q Search Displaying findings with tool results from
2. some/file.tx - Type Tool CWE Location Status Fix By
Gt Finding Cocstion: v Error 1 active result fror2 - New ~
© Policy Violations LRy = Show25~ Displaying 1 to 1 of 1 Finding
None (1 - 100%)
© Policy Violation Urgency 521 =

(Overdue (0 - 0%)
Due Soon
[on Track (0 - O
No Fix-by Set (0 - 0%)
None (1 - 100%)
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3. Click Add Result.

6.

Add Result

Result Name*

Detection Method*
Static Analysis

> General Information

v Contextual Information

Severity

Critical %

CWE
Location
File 4
Line(s)
Host

CVE

Description

Include "Host" data for this result...

+ Add aCVE

Plaintext &

p

Cancel [EXEEEETIE

Enter a name for the result and select a detection method.

Add the required data to the "General Information” and "Contextual Information" fields.
See the sections that follow for additional information on these sections.

Click Add Result.

General and Contextual Information

Information entered under the Contextual Information section describes the result itself. Expanding the
General Information section of the form will allow values to be specified that will be shared among all
manual results of the same name. Contextual information will override general information if specified. Note
that this form creates results, which can be thought of as "evidence" for a finding. Multiple results may be
correlated to a single finding. As with tool results, two manual results will typically be correlated if they have
the same CWE, Location, and Detection Method, even if their names are different.

Add Result

Result Name*

Detection Method*

Static Analysis

w General Information

Severity

NA T

CWE

Description

Plaintext ¥
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If the result name entered matches a rule in the current rule set, then the manual result will be associated
with the general information for that rule. In this case, the general information can only be changed by
revising the rule set. Both the general and contextual information will be included on the details page.

Result Name*
SQL Injection

Detection Method*
Static Analysis v

w General Information

This information comes from the Code Dx Rules rule set.
Severity
High ~

CWE
89 - Improper Neutralization of Special Elements used in an SQL Comm..

Description Markdown ¥
Due to the reguirement for dynamic content of today's web
applications, many rely on a database backend to store data
that will be called upon and processed by the web
application (or other programs). Web applications retrieve
data from the database by using Structured Query Language
(SQL) queries. -

P

The Tool field allows the user to state that the manually-entered result actually came from a tool. The
options available to this field are configured on the admin page, in the Allowed Toolssection.

The Host field allows the user to describe the "host" on which the result was discovered. This normally

will only pertain to results with the Network Analysis detection method, but could also relate to Dynamic
Analysis. Host data entered on this field is considered "raw" data, (as opposed to the "normalized" data
seen on the Hosts page). Raw host data may be joined with "normalized" host data through a process called
"host normalization". By default, the "Include Host data for this result" checkbox is unchecked. Check it to
expand the host data editor.

Host
¥ Include "Host" data for this result...

FQDN
Hostname
NetBIOS Name
IP Address
MAC Address
Operating System

++|+]+
|
vl=1-
|55

E

slalslsls]s

i
H

+
£
= 5
38

Environment

The CVE field allows the user to enter any number of CVESs that correspond to the result. By default, no
CVEs are included. To start adding CVEs, click the Add a CVE button. When typing in a CVE text box,
you can optionally start by only typing the numbers; the text box will fill in the rest for you. If your Software
Risk Manager server is able to access the internet, it can check whether the CVEs entered by the user are
real CVEs in the CVE database. This verification comes in the form of a checkmark or an "x" on the CVE
textbox. Blank or invalid CVEs will be ignored when submitting the form.

CVE

Alea]

+Adda

Once you've completed the form, clicking the Add Result button at the bottom will dismiss the form and
update the Findings page with the new finding. A notification will appear, indicating the ID of the finding to
which the result was correlated. To delete or edit a manually added finding, click on the finding's ID in the
Findings Table to access its details view. The result will appear in the Evidence section, where there will be
buttons to edit and delete it.

Using Machine Learning with Project Findings
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Note: This section is only applicable to Software Risk Manager users with the Machine Learning Triage
Assistance add-on and requires that machine learning is enabled.

Users of Software Risk Manager may review findings and change their statuses. When a finding's status
has been changed, we say that that finding has been actively triaged. The act of actively triaging a finding is
considered a past triaging decision. Software Risk Manager is capable of learning from users' past triaging
decisions in order to make predictions about findings that have yet to be actively triaged. More details will be
described in the sections that follow.

Actionability of a Finding

We use the terms Actionable and Non-Actionable to denote findings that are “real” issues and “not-real”
issues, respectively. A finding is said to be Actionable if it was actively triaged as Fixed, To Be Fixed,
Mitigated, or Assigned, if it has a status of Gone, or if it has an issue tracker association. A finding is said to
be Non-Actionable if it was actively triaged as False Positive or Ignored.

Training a Prediction Model

In order for Software Risk Manager to make predictions for findings, users will need to train a prediction
model. Training a prediction model will collect all relevant data for findings that have been actively triaged
and use that data to learn from users' past triaging decisions. See Machine Learning Control Panel for more
information about how to train a prediction model.

Predicted Status and Prediction Confidence

When Software Risk Manager is making a prediction for a finding, we mean that Software Risk Manager

is determining a Predicted Status for it. A Predicted Status for a finding is its Actionability. If Software Risk
Manager predicts that a finding is Actionable, then we say that its Predicted Status is To Be Fixed, since
Software Risk Manager thinks it's a real issue. If Software Risk Manager predicts that a finding is Non-
Actionable, then we say that its Predicted Status is False Positive, since Software Risk Manager does not
think it's a real issue. Every prediction that Software Risk Manager makes has a Prediction Confidence.

A Prediction Confidence for a Predicted Status represents how certain Software Risk Manager is of its
Predicted Status relative to the one it did not predict. Note that this is a prediction of a finding's Actionability.
That being said, Software Risk Manager's prediction may not be correct.

Requirements for Making Predictions

Software Risk Manager will only attempt to make predictions for findings if a prediction model has been
trained. See Machine Learning Control Panel for more information about how to train a prediction model.
When Will Software Risk Manager Make Predictions

Software Risk Manager will makes predictions for findings during the following situations:

* During an analysis

» After a manual result has been created

» After a prediction model has been (re)trained

In these situations, all predictions are being made automatically. During the first and third situations,
predictions are automatically made for every finding in Software Risk Manager. During the second situation,
a prediction is only made for the single manually created result. Since predictions are made automatically, a
user may note that predictions for findings might differ between reviewing sessions.

Predicted Status Column

Every value in this column consists of a Predicted Status and a Prediction Confidence.
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Working with Components

Software Risk Manager provides a comprehensive list of a project's components that can be accessed
through the Findings page.

Open a project's Findings page, then select the Components tab to display a list of that project's

components.

Components » Standard » (P main (defauit)
Project Findings ~ Components  Project Dashboard  Settingsv

2

- Component Name Version Match Type License Name License Family
Batik XML utility library 1.7 Direct Dependency Apache License 2.0 Permissive
Spring Framework 328 Transitive Dependency Apache License 2.0 Permissive
Spring Framework 3.2.4 Direct Dependency Apache License 2.0 Permissive
Spring Security 324 Direct Dependency Apache License 2.0 Permissive
Jetty: Java based HTTP/1.x, HTTP... 8.1.5~2012... Transitive Dependency Apache License 2.0 OR... (+1) Permissive OR... (+1)
Apache Tomcat 7.0.27 Direct Dependency Apache License 2.0 Permissive
Axis (Java) 1.2 Direct Dependency Apache License 2.0 Permissive
Apache Commons FileUpload 121 Direct Dependency Apache License 2.0 Permissive
Data Mapper for Jackson 1.4.2 Direct Dependency Apache License 2.0 Permissive
H2 Database Engine 1.0.71 Transitive Dependency Mozilla Public License 1.1 Weak Reciprocal
Displaying 1- 10 of 232 components
2 3 4 5 23 24 Next

The component view shows all of the components that are part of the project, regardless of the status of any
individual finding. (Use the filters to the left of the list to search; click the column headings to sort.)

The Component page provides the following information:
* Component Name

* Version

* Match Type (direct or transitive dependency)

* License Name

* License Family

Click the component name to open the Component Details and Security Details view for that specific
component.

Select the Component Details tab to view detailed information about the component.

Component Details  Security Details

Security Risk: [ Component: Apache Tomcat 7.0.27

Component Description:

The Apache Tomcat software is an open source implementation
of the Java Servlet, JavaServer Pages, Java Expression Language
and Java WebSocket technologies.

Component Origins Upgrade Guidance

maven:org.apache.tomcat:tomcat-servlet-api:... Short Term Recommendation

: @& Mo a4 01 7.0.109
Component Links: Upgrade Guidance Available Known Vylnerabilities:
http://tomcat.apache.org/ mim4
https://www.openhub.net/p/3562 Long Term Recommendation
apache. : -an 10114
HsM40 4401

Has no known vulnerabilities
Upgrade Guidance Available

maven:org.apache.tomcat:tomcat-util:7.0.27
HAs 40 [Masa 1
Upgrade Guidance Available

The Component Details tab provides the following information:
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e Security Risk

« Component Name

e Component Description
e Component Links

e Component Origins

e Upgrade Guidance

Select the Security Details tab to view additional security information about the component.

Component Details  Security Details n
Security Risk: Component: Apache Tomcat 7.0.27
- Finding ID Vulnerability IDs Vulnerability Score Status
15078 CVE-2016-8735 (2 ( BDSA-2016-0064 (2) 9.8 New
15038 CVE-2020-1938(2 ( BDSA-2020-0339 (2) 9.8 New
14826 CVE-2016-5018 (2 ( BDSA-2016-0253(2) 9.1 New
15083 CVE-2020-1938 (4 ( BDSA-2020-0339 (%) 9.8 New
14749 CVE-2017-5648 (2 ( BDSA-2017-0111(2) 9.1 New
Displaying 1 - 5 of 372 findings
n 2 3 4 5 .. 74 75 Next

The Security Details tab provides the following information:
*  Security Risk

* Component Name

* Finding ID

*  Vulnerability ID

* Vulnerability Score

» Status

Note: If the project is configured with a component correlation mode that doesn't include
vulnerability, then the Vulnerability ID and Vulnerability Score columns won't appear in the table. (For
more information, see Analysis Configuration Options.)

Working with Findings Reports

Software Risk Manager allows you to create custom reports, create report templates, and generate reports
on a schedule. Reports provide information such the number of findings and status, triage status, and
related findings details.

For more information on reports, see the following topics:
e Generating a Findings Report

e Creating a Findings Report Template

Generating a Findings Report

Click the Findings icon in the navigation bar and click Generate Report to open the Generate Report dialog.
This dialog is used to select the type of report and allows you to customize the report.
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Please select the format for your report

PDF Compliance (PDF) XML CSV  AlienVault/NBE Nessus

Executive summary

Simplified -
Finding details

Include source code snippets
Include host details
Result details

(] Include result provided details
Include HTTP requests and responses

Comments
(] Include comments
Standards Violations

] List standards violations

Generate Report

SRM supports the following report types:
« PDF

e Compliance (PDF)

e« XML

e CSV

* AlienVault/NBE

* Nessus

Software Risk Manager User Guide ¢ Findings Overview

Instructions for generating each type of report are given below, according to report type.

PDF Report

You can customize the PDF report in several ways. There are options to include or exclude a simplified
or detailed executive summary section; finding details (with or without source code); tool details; and
comments that appear in the Activity Stream (on the Finding Details page). The "Result details" section
contains these options: "Include result provided details” and "Include HTTP requests and responses."

Note: The "Include result provided details" option must be selected if you want to include the HTTP

requests and responses in the PDF report.
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Generate Report

Please select the format for your report

PDF Compliance (PDF) XML CSV  AlienVault/NBE Nessus

Executive summary

Simplified -
Finding details

Include source code snippets
Include host details
Result details

() Include result provided details
Include HTTP requests and responses

Comments
[ Include comments
Standards Violations

) List standards violations

Generate Report

If you'd like your company logo to appear on the cover sheet, please contact your Software Risk Manager
administrator to configure it for you.

Compliance (PDF)

Generate Report

Please select the format for your report

PDF Compliance (PDF) XML CSV  AlienVault/NBE Nessus

Compliance standard

DISASTIG 3.10 v

Generate Report

XML Report

Customizations for the XML report include the option to enumerate standards violations for each finding,
provide source code snippets, and whether to include copies of the rule descriptions for each finding.

Note: There is a limit of eight lines of code per source snippet for each finding. When the limit is exceeded,
no source code is provided.

Generate Report

Please select the format for your report

PDF Compliance (PDF) XML CSV  AlienVault/NBE Nessus

Standards Violations

) List standards violations
Source code
() Include source code snippets
Rule descriptions

Include rule descriptions

Generate Report

CSV Report

The CSV report provides options allowing you to select which columns will be included in the generated file.
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Generate Report

Please select the format for your report

Select columns to include

Project Hierarchy

ID

First Seen

Last Modified
Severity

Triage Status

Finding Status
Assignee

CWE

Type

Tool

Location

T

Element

Path

Line

Host

Container Image Name(s)
Container Image Digest(s)
Predicted Status

CVE

Vulnerability
Brakeman Cenfidence

PDF  Compliance (PDF) XML CSV  AlienVault/NBE

Nessus

AlienVault/NBE Report

Software Risk Manager User Guide ¢ Findings Overview

Software Risk Manager users will be able to select the AlienVault/NBE report. This reporter generates an

NBE report that is compatible with AlienVault.

The report options require that a host address (IPv4) be specified for inclusion in the report.

Generate Report

Please select the format for your report

Host IP address*

PDF  Compliance (PDF) XML CSV  AlienVault/NBE Nessus

Cancel

Nessus Report

Software Risk Manager users will be able to select the Nessus report. This reporter generates a report in
the Nessus format, which can be imported by many applications.

The default host and MAC address fields are required, while the operating system and NetBIOS name fields
are optional. When exporting a finding that doesn't contain any request data, the default host value will be

used.
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Generate Report

Please select the format for your report

PDF  Compliance (PDF) XML CSV  AlienVault/NBE = Nessus

Default host*

Operating system

MAC address”

NetBIOS name

Cancel

Creating a Findings Report Template

Click the Reports icon in the navigation bar to open the Reports page. This page lists all the existing custom
report templates along with the following information:

Name. The name of the report template.
Owner. The owner of the report.

Type. The type of report. Options are PDF, Compliance (PDF), XML, CSV, AlienVault/NBE, and
Nessus.

Filter. A dropdown list of available filters from the Findings page.
Schedule. When a report should be generated.
Send To. Email address to send the report.

In This Report. The number of projects associated with the report. (Click the link to view the projects.)

Clicking the dropdown configuration icon allows you to view, edit, send now (report), or delete the report
template.

To create a report template:

1. Click the Reports icon in the navigation bar.

2. Click Create Report Template.
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Reports
1.Report | 2.Schedule | 3.Projects
Use created and saved Findings filters to create reports.
*Report Template Name
Short Description
Filter @
Only Critical and Highs -
Type
PDF -
Executive summary
Simplified v

Finding details

Include source code snippets v (@
Include host details @
Result Details
[ Include result provided details
Other Options
O Comments

[ List standards violations

Cancel

Creating a report template consists of three elements:

¢ Report type and definition

e Schedule

* Projects

Enter a name for the template and a description (optional).

Add a filter by clicking the checkbox (optional) and selecting a filter from the dropdown list.
Filter options will include your own saved filters, if any, along with any saved filters that are shared with

you.

Note: Saved filters that are shared with you must be copied before they can be used. A dialog
will appear asking if you want to copy the shared filter.

Select and define a report type. (See Generating a Findings Report for detailed instructions.)

Click the Schedule tab.

Reports
Run Report
@Every 1 day(s)at 01:00 AM
OEvery 1 week(s)on | Saturday x at 01:00 AM
‘Where should we send generated reports?
*Email
=)

Define how often you want to run the report.
You can select a recurring day and time or day of the week and time.

Enter an email address where you want the report to be sent.

Click the Projects tab or click Next.
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Reports

e

Projects you are allowed to access will be ready for adding. If you lose access to a project later, it will not be shown in the
report. If no projects are shown below, the report will not run.

=+ Add Project(s)

No Projects Added
Click Add Projects(s) to add projects

cancs m

10. Click Add Project(s) to define which projects will be associated with this report.
11. Click Finish.

Working with Finding Details

The Findings page gives an overview of the findings in a project, focusing on a powerful filtering system,
triage workflow, and issue tracking, with links to drill into more details via the Findings Details page.

To access the details for a single finding:

1. Click the Findings icon in the navigation bar to open the Findings page.

2. Locate the finding in the Findings list and click the link in the "Type" column, which is next to the Finding

ID.

Findings » Standard » @mainweraui) » Finding 2463

Vulnerable Component detected by Black Duck
First seenon 05/02/2024 20 findings at this location 892 similar findings in this project
CWE 1352 - OWASP Top Ten 2021 Category A06:2021 - Vulnerable and Outdated Components MITRE &3

Description v

Components, such as libraries, frameworks, and other software modules, almost always run with full privileges. If a vulnerable component is exploited, such an
attack can facilitate serious data loss or server takeover. Applications using components with known vulnerabilities may undermine application defenses and enable
arange of possible attacks and impacts.

References

* OWASP Top 10-Aé: Using Components with Known Vulnerabilities
* The Unfortunate Reality of Insecure Libraries
» Addressing Security Concerns in Open Source Components

Attachments v

EF.CEEEHSETE You may also drag and drop file(s) anywhere on this page.

No attachments. Select 'Add Attachment' or drag/drop a file.

Standard Violations >
Evidence (1) -

Black Duck / Security / CVE-2022-25168
Detection Method Component Analysis
Location N/A

Tool Black Duck

Tool Category Security

Assignee

Unassigned ~

Severity
Critical

Set Fix By

No selection v

Tags

Triage Status
Not Triaged »

m Virite comments with Markdown

Created during an analysis by admin
5daysago

For more information on each element of the individual finding page, see the following:

* Branching. Allows you to view details for different branches.

» Details Summary. Provides a quick overview of the finding and the file where it is located.

» Severity Override. Provides the option to override the finding's severity level.
» Train Now Button. Provides a link to select training modules.
* Activity Stream. Allows you to change the status of the finding.

» Description. Provides a basic description of the finding.
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e Attachments. Allows attachments to be linked to the finding.

+ Standard Violations. Provides a list of standard violations.

e Training Video. Provides a link to select training videos.

« Evidence. Provides the raw data (results) that make up a finding.
e HTTP Activity. Shows the available data on the HTTP request.

e Al Insight (powered by Polaris Assist).* Generate remediation guidance for a SAST issue using a
large language model (LLM). (The permission Request and vi ew fi ndi ng assessnents from
Pol ari s Assi st (Beta) forthe projectis required, which is included in the default Reader role
provided by SRM.)

e Source Code. Shows the contents of the file where the finding is located.
» Issue Tracker. Allows interaction with the configured issue tracker.

» Predicted Status. Provides prediction data for the finding based on the associated machine learning
configuration.

» Fix By Override. Provides the option to either override or set a finding's fix-by date.

Branching

You can select which version of a finding's details to view by changing the actively selected branch in
the dropdown. The list of branches available for selection will only include branches on which the finding
appears. All details presented for a finding will be specific to the actively selected branch.

[Frdings = Sample Projecta] P mam [ Fndmg 1757 |

Details Summary

The Details Summary in the header gives a quick overview of the finding and the file where it is located.

If the finding is associated with a CWE, the CWE is noted, with a link to the official CWE Mitre site. The
"First seen on" date reflects the earliest date that the finding was observed, which will either be the date the
finding was first observed in SRM or the earliest date reported by a supported tool.

The summary area also has "jump links." One link will scroll the source viewer to the location of the finding
in the file. The other link (which appears once you scroll down the page) will bring you back to the top of the

page.

Severity Override
Software Risk Manager allows users (with the updat e role) to change the finding's severity level. The

severity override popup can be accessed by clicking the finding's severity icon from the Finding Details page
or clicking the icon next to the finding ID on the Findings page.
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Expression Issue detected by SpotBugs
fas in this project [ High severity
Severity Override for Finding 4090

This finding has High severity by default. You
can choose an override from the options

Eription (none [0
v No Override

ence (1} A Unspecified

[i] Info
tBugs / Corre ] Low

Al
tection Metho 1 Medium
cation: WEB-IN [ High boo
ol: FindBugs I Critical

Lol Categon CORRECTECS

Once the popup is opened, select the appropriate severity level. The popup will close and the new setting
will be applied. When a finding has an overridden severity, the white border around its severity icon will

change to green.

Accessing Additional Training Modules

Software Risk Manager integrates with Secure Code Warrior by linking developers to training modules that
they can use to learn secure coding practices. If a training module is available that is related to the finding, a

link will be provided to redirect the user to the training material.

Activity Stream

The Activity Stream area has widgets that let you change the status of the finding as well as comment on it.
As users change the status and comment on a finding, messages appear in the activity stream, with newer
messages at the top. Users can only edit or delete their own comments.

Note: Actions such as triage status updates and severity overrides apply only on the currently-
selected branch. Comments are made independently of the current branch, effectively applying to
all branches. The messages shown in the Activity Stream are filtered to those relevant to the current

branch.

Status

Escalated * O

Activity Stream

I Post pEelElg

admin commented

Hello!
10minutes ago (edited by admin 2 minutes ago) edit delete
Status set to Escalated by admin2 hours ago
Created during an analysis by admin3 hours az0

Descriptions
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The description information shown by Software Risk Manager can come from a variety of sources, with
varying levels of detail. At a high level, descriptions are divided into "general" and "contextual.”

e "General" descriptions explain the type of finding, e.g. answering the question "What is SQL Injection?"

e "Contextual" descriptions explain a particular instance of the finding, e.g. answering the question "Why
is this particular code a SQL Injection risk?"

The main "Description" section of the details page is a "general" description. Most of the time, the main
description comes from a Rule Set. When a finding matches up to a rule, the main description section will
use that rule's description. For findings created by observed tool results (i.e. types of findings that Software
Risk Manager doesn't already know about - see the Tool Configurationsection), if the tool result does not
match a rule, the general description may be created from that tool result, as long as the tool result provides
one. This will often be the case with tools such as Fortify and Veracode.

Description \%

The software constructs all or part of a command using externally-influenced input from an upstream
component, but it does not neutralize or incorrectly neutralizes special elements that could modify the
intended command when it is sent to a downstream component.

Command injection vulnerahilities typically occur when:

1. Data enters the application from an untrusted source.

2. The data is part of a string that is executed as a command by the application.

3. By executing the command, the application gives an attacker a privilege or capability that the attacker
would not otherwise have.

Command injection is a common problem with wrapper programs.

The finding itself will not have a "contextual” description. This will instead be found on the individual results
shown in the Evidence section. The "general” and "contextual” descriptions for results will be shown in the
Tool Rule Description and Contextual Description sections of their display area, respectively (see below).

Training Video
Software Risk Manager integrates with Secure Code Warrior by providing training videos that developers

can use to learn secure coding practices. Software Risk Manager will present these videos on the Details
page when they are available.
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Training Video(s) v

"\ SECURE CODE
\; WARRIOR

TYPE CONFUSION

» 0:00/2:49 w0 G

Note: The training videos use the vi deo/ np4 MIME type, which may not be supported by some
browsers.

Standard Violations

The Standard Violations window lists which standards were violated in this finding.

Standard Violations -

+ CWE Development Concepts View: Software Development (CWE-6%9) / APl / Function Errors (CWE-1228) / Use of Low-Level Functionality (CWE-695)

* CWE Research Concepts View: Research Concepts (CWE-1000) / Improper Adherence to Coding Standards (CWE-710) / Improper Following of
Specification by Caller (CWE-573) / Use of Low-Level Functionality (CWE-695)

» PCI DSS 3.1: 6.5.6 All 'high risk' vulnerabilities

» PCI DSS 4.0: 6.2.4 Software engineering techniques or other methods are defined and in use by software development personnel to prevent or mitigate
common software attacks and related vulnerabilities in bespoke and custom software

» Software Fault Patterns: Software Fault Pattern (SFP) Clusters (CWE-888) / SFP Primary Cluster: API (CWE-887) / SFP Secondary Cluster: Use of an
Improper AP| (CWE-1001) / Use of Low-Level Functionality (CWE-695)

Evidence

The Evidence section of the Finding Details page shows the raw results that make up a finding—regardless
of whether the finding originated from an analysis tool or a manual entry. Each result in the Evidence section
will be displayed in its own subsection, with the result's "type" as the header.
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Evidence (1) -

Check Point CloudGuard / Cloud Posture Findings / CloudGuard AWS Default Ruleset / Network Security / Ensure AWS VPC subnets have automatic public IP assignment disabled
Detection Method Cloud Infrastructure Analysis

First Seen On 11/3/2023

Location

Tool Check Point CloudGuard

Tool Category Cloud Posture Findings/CloudGuard AWS Default Ruleset/Network Security
Tool Code D%.AWS.NET.47

CWE N/A

Vulnerabilities N/A

Severity Critical

CloudGuard Cloud Account ID

CloudGuard Entity External ID

CloudGuard Entity Name

CloudGuard Entity Network

CloudGuard Entity Type Subnet

CloudGuard Finding Acknowledged No

CloudGuard Finding Alert Type Task

CloudGuard Finding Created Time 2023-11-03T00:11:22.705Z
CloudGuard Finding Key

CloudGuard Finding Labels N/A

CloudGuard Finding Origin ComplianceEngine

CloudGuard Finding Status Reason RuleViolation

CloudGuard Finding Updated Time 2023-11-03T00:22:24.9738921Z
CloudGuard Ruleset ID -156

Tool Rule Description N/A

‘Contextual Description »

Each result in the evidence section includes the following fields:

Detection Method. Describes how the result was discovered (e.g., what type of analysis was
performed), typically either "Static Analysis" or "Dynamic Analysis."

First Seen On. For supported tools, reflects the date that the result was observed by that tool.

Location. Describes exactly where the result was reported, i.e. a file, line number, and column number,
or a URL. Note that because Software Risk Manager attempts to normalize locations, a result's location
may differ slightly from the location of the finding it belongs to.

Tool. The name of the tool that reported the result.
Tool Code. The raw "code" that describes the type of the result (for example, "SQL Injection").

Tool Category. The raw "category" (depending on the tool, the terminology may differ, e.g., "group") to
which the tool code belongs.

CWE. The Common Weakness Enumeration item reported by the tool, if available. Note that because
Software Risk Manager uses Rule Sets to determine how results are combined into findings, a result's
CWE may differ from its finding's CWE. To control this behavior, create or choose a different Rule Set to
use in your project's Analysis Configuration.

CVE. The Common Vulnerabilities and Exposures identifier reported by the tool, if available.

Severity. The Software Risk Manager equivalent of the tool's reported severity. Note that some tools
use different terminology for this, such as "priority,” or different scales, like "1 through 10." Also note that
when multiple results of different severities are combined, the finding will either take the severity of the
rule that joined them or the highest severity from among the combined results.

Related Findings. Lists any other findings that share the result, when applicable. This is more common
when dealing with DAST and Hybrid results, as correlation between DAST results is less strict than with
SAST.

Tool Rule Description. The tool's unique description of the type of result being reported. For example,
with a SQL Injection result, this is where you could find the tools' description of what SQL Injection is.
Click the "show more" and "show less" links to expand and collapse the description.

Contextual Description. The tool's description of the specific result. For example, with a SQL Injection
result, this is where you could find out how this particular part of your codebase is vulnerable to SQL
Injection. Click the "show more" and "show less" links to expand and collapse the description.
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e Host Info. Shows the raw host data of the result being reported for Network Analysis results as well
as certain DAST results. The host data is displayed as a table, with the left column indicating the host
"field" (e.g., Fully Qualified Domain Name (FQDN), Hostname, IP Address, etc.), and the right column
containing the values for that field. The Also include values from host normalization checkbox will cause
the page to include any values from the "normalized" version of this host to also be displayed. The
"normalized" host is what is shown on the Hosts page. Values present on the normalized host and not

present on the raw host will be rendered in green.

e HTTP Activity. This is shown for DAST results, and it will expand to its own subsection, which is

described here.

Some tools report additional information that may appear in this section, such as Veracode's Flaw ID. When
these additional fields are present in a project, some of them may become available as a finding search

option on the Findings page.

HTTP Activity

The Http Activity section shows any detail Software Risk Manager knows about the HTTP request and

response associated with a DAST result.

HTTP Activity: show less

# Method Query Params
1 POST N/A
Request = Response

Query Params

Request Headers

User-Agent Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:59.0) Gecko/20100101
Firefox/59.0

Accept text/html,application/xhtml+xml,application/xml;g=0.9,%/*,q=0.8

Accept- en-Us,en;q=0.5

Language

Referer https://localhost:8443/benchmark/sqli-00/BenchmarkTest00027.html?

BenchmarkTest00027=SafeText

Content-Type application/x-www-form-urlencoded

Content-Length 45
Connection keep-alive
Upgrade- 1

Insecure-

Requests

Host localhost:8443

Request Body
Show data (45 Bytes)
Raw Request Data

Show data (542 Bytes)

Status
500

The table at the top of the HTTP Activity section enumerates the "variants" of request/response that were
reported with the result. Some tools will attack the same URL with different variations of query parameters
and form parameters to try and find vulnerabilities, then report each variant as part of the same result. Other
tools will report each variation as its own result, but if Software Risk Manager sees that everything else is
the same, it may join them together under a single result. Often times, there is only one variant reported, as
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is the case in the screenshot above. In cases where there are multiple variants, click on the different rows of
the variants table to show the details for that variant in the sections below.

For each variant, the details are described in the sections that follow.

Request Tab
The details of the HTTP request are broken down here:

* Query Params will show any applicable query parameters (i.e. parts of the URL after the ?, e.g. ?
f oo=1&bar =2)

* Request Headers shows each of the headers sent with the HTTP request, as a table.

» Request Body shows the body data sent with the request, if applicable. This is where form parameters
go, or any other arbitrary content being sent to the server.

» Raw Request Data shows the raw, un-parsed version of the request. Note that some tools don't
report this, instead reporting specific details of the request. In these cases, the raw request will be
reconstructed automatically.

Response Tab
The details of the HTTP response are broken down here:

» Response Headers shows each of the headers sent with the HTTP response, as a table.

* Response Body shows the body data sent with the response, if applicable. Expanding it will show
a text view of the raw response data. Note that response bodies are typically rather large, and are
sometimes non-text data, which may make this view difficult to use. Software Risk Manager will not
attempt to render whatever the data represents, since the assumption is that the response contained
some vulnerability like cross-site scripting, or a malicious file.

Metadata Tab

Some tools will report extra "metadata” with their HTTP activity. When applicable, this data will be shown in
the Metadata Tab as a table.

Al Insight Using Polaris Assist

When Polaris Assist is configured and enabled, an "Al Insight" section will be available for findings which
have a Static Analysis detection method and have the required information for at least one of the available
assessments listed below. (For information on configuration, see Polaris Assist.)

Note: Users must have the permission Request and vi ew fi ndi ng assessnments from
Pol ari s Assi st (Beta) forthe project, which is included in the default Reader role provided by
SRM.

Warning: Polaris Assist generates results created by artificial intelligence (Al) or other automated
technologies. Such results are provided for informational purposes only and should not be relied upon for
any specific purpose without verification of its accuracy or completeness.

Click the Al Assist button to expand the fields.
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Al Insight v
+ Powered by Polaris Assist
+ Summary @ -
The software misuses APIs by not adhering to their intended contracts, leading to security vulnerabilities like improper directory changes or
untrustworthy DNS information, classified as CWE-227.
4 Code Analysis @ -

* The code verifies a signature using RSA with SHA-256.

* verifyMessage : Removes whitespace and newline characters from the base64-encoded signature, decodes it, verifies it against the provided public
key and message, and logs the result.

= verifyAssignment : Ensures the signature is correct and verifies if the submitted modulus matches the public key's modulus.

* getPrivateKeyFromPEM : Converts a PEM-encoded private key to a Privatekey object.

* The

[

Specific Weakness (CWE-227) Identification: The identified line of code with the weakness is:

result = result && ( pri
2. Underlying Reasons Contributing to the Issue:
o Function Misuse: The use of DatatypeConverter.printHexBinary is deprecated and itis specified to stop

( .getModulus () . toBy ()} -equals (modulus. toUpperCase()));

+. FixSuggestion @
result = result && (rsaPubKey.getModulus().toString(l6).toUppercase().equals(modulus.toUppercase()));

Polaris Assist generates results created by Al Such results should not be relied upon for any specifi

its accuracy or Read more here (2

When possible, SRM will offer up to three sub-assessments:

e« Summary. Polaris Assist will provide a brief summary of the vulnerability and its impact. Requires
finding description and CWE.

e Code Analysis. Polaris Assist will summarize an excerpt of the affected code and surrounding lines and
a description of the vulnerability in the context of the affected code.
e Code summary requires a file location with source code.
* Vulnerability analysis requires a file location with source code, finding description, and CWE.

Fix Suggestion. Polaris Assist will suggest an updated code snippet that attempts to address the
vulnerability.

* Requires a file location with source code, finding description, and CWE.

Source Code

The Source Code area shows the contents of the file where the finding is located. The "line" link will scroll
the source display so that it shows the exact lines of the finding, which are highlighted in dark grey in the
line number gutter. The presence of severity markers in the gutter denote other findings in the same file.
When multiple findings are present in a single line, the severity marker will show the highest-level severity at

that line. If you hover your mouse over any highlighted lines, a popup containing links to the Finding Details
pages for the other findings will appear.

Source Code

The finding occurs in WebGoat 6.0.1/src/main/webapp/WEB-INF/pages/widgets/hints.jsp on line 19

<38 taglib prefix="c’ uri='http://java.sun.com/3sp/jstl/core’s>
<tem

Document  : hints
Created on : Aug 27, 2014, 3:41:d6 M
Author + rlawson

—t>

<t@page contentType='text/html" pageEncoding="windows-1252"%>
<div class="panel-group” id="accordion">
<c:forEach vars"hint” items="${hints)" varstatus="status'>
<div class="panel panel-default’>
<div class="panel-heading">

IE] 1303: Avoid sing expressions without escaping /

sanitizing

Found by PMD online 15

iata-parent="#accordion” href='#collapse §{hint.number}">

</div>

[ 19 | <div id="collapse_${hint.number}" class="panel-collapse collapse">
<div class="panel-body">
a ${hint.hint}
</aiv>
</div>
</div>
</c:forEach>

</div>
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Source Search

Searching within the Source Code area is separate from your browser's default search function. (For
performance reasons, the Source Code view does not render the entire source file at once, so your browser
might not be able to find lines that are not currently in view.) Click in the Source View first.

Issue Tracker

If a project has an Issue Tracker Configuration, the Create issue and Use existing issue buttons will be
shown for Jira and GitLab users, Create work item and Use existing work item for Azure DevOps users, and
Create incident and Use existing incident for ServiceNow users. Users with the updat e role are allowed to
interact with the configured issue tracker.

Creating an Issue

You can click the Create issue, Create work item, or Create incident button, which will open a dialog.

Create New Issue for Finding...

Project: Sample Project
Issue Type*

Story v

Summary*

Code Dx Finding 16579

Description

[Code Dx Finding 16579 | http://localhost:2080/details/16579]
SQL Injection

detected by FxCop

CWE 89 - Improper Neutralization of Special Elements used in an
SQL Command ('SQL Injection’)

([MITRE | https://cwe.mitre.org/data/definitions/89.html])

-
Cancel m

The dialog functions the same way as the dialog opened from the Bulk Operations area of the Findings
Table, except the Description field will be pre-populated with information about this finding. When manually
creating an issue in this way, the issue will be associated with the current branch view and will reference
that finding's branch-specific data (e.g., Severity and Status).

Note: In contrast to manual issue creation, Auto Create currently only supports associating issues
with a project's default branch.
Associating a Finding with an Existing Issue

Click the Use existing Issue, Use existing work item, or Use exiting incident button to associate this finding
with an existing issue, work item, or incident. A dialog will open.

Associate Finding with Existing Issue...

Existing Issue Key

cdx-10 Lookup Issue

Summary: SQL Injection Issues
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Refreshing Issue Status

Select the refresh icon to manually trigger a refresh of the issue or work item.

Removing Associations

Clicking the trash icon removes the association between the finding and its related issue or work item. Note:
This only removes the association; it doesn't touch the issue or work item itself.

Predicted Status

Note: This section is only applicable to Software Risk Manager users with the Machine Learning Triage
Assistance add-on.

A finding’s prediction is included on the Finding Details page only if machine learning is enabled on the
Machine Learning Control Panel. Each prediction is presented as a Predicted Statusand a Prediction
Confidence. Users can set a finding’s Status to its Predicted Status by clicking on the Use Prediction button,
which is next to the finding’s prediction.

Status

Unresolved A i ]

Prediction: False Positive, 79.9% confidence
Use Prediction

Activity Stream

Clear Write comments with Markdown

Fix By

Software Risk Manager allows users (with the updat e role) to change the finding's fix-by date. If the project
is configured to use policies, a user can override a fix-by date that was determined by a policy rule. If the
project is not configured to use policies, a user can simply set or remove a fix-by date.

The controls for setting the fix-by date are located under the finding severity information, above the tag
controls.

The dropdown allows the user to either pick a specific date to set as the finding's fix-by date, or the user can
choose to remove a finding's fix-by date.

Attachments

Allows files to be attached to the finding. Existing attachments are listed here.

Attachments v

£ CLYE T You may also drag and drop file(s) anywhere on this page.

File Name Size Type Attached By Date Added «
overview.md 545B md admin May 7, 2024

10 » per page Displaying 1 out of 1 attachments
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To attach a file, click the Add Attachment button and select a file or use drag-and-drop. Click an attachment
to download its contents. To delete an attachment, click the dropdown configuration icon and select Delete.

Triage Status Definitions

SRM Triage Status definitions are as follows:

Not Triaged. (Not yet assigned a status.) The finding has not been assessed or categorized.

Fixed. The finding has been directly fixed in the current version of the software and is awaiting
confirmation by a later scan which would set the Finding Status to "Gone."

Mitigated. The vulnerability has not been fixed, but steps have been taken to reduce its impact or
likelihood.

Ignored. The vulnerability has been deemed insignificant and does not currently warrant action.

False Positive. The reported finding is not an actual vulnerability. After review, it is determined to be
incorrect or misleading, and no action is needed.

To Be Fixed. The finding has been assessed and flagged as important and therefore needs to be fixed.

Reopened. The finding has been reopened per the analysis configuration settings. (See Analysis
Configuration Options.)

Finding Status Definitions

SRM Finding Status definitions are as follows:

New. The finding was new in the last analysis that detected it.
Existing. This finding has been detected in more than one analysis.

Gone. This finding is no longer being reported by any tools.

Project Dashboard

The Project Dashboard provides a comprehensive overview of a project, displaying a set of analytic and
trend data which are automatically updated as you use Software Risk Manager.
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V2024120 Enterprise | = = )
10/22/2024 = -3 (2) admin
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o Project Findings ~ Components  Project Dashboard ~ Attachments  Settingsw
SRM Risk Score Findings Count Trend

B

919 0% this week @ Static Analysis (25)

30

2 ustom Code Score

C Code Si 81

Component Score 100

(3

&
3

Open Findings Newer Older

10 types of findings, 25 in total

@HiEh(13)  @Medum(10) | @ Low(2)
900000 OOOGOIOO
o0 o0

0% triaged ?GHS 1017 1018 1019 10/20 10121 10122 1023 10/24 10/25
Average Days to Resolution Code Metrics
Overall
- Lines of Code Source Files Code Churn
N/A N/A N/A REES
@HTML20% 12,953 179 O
Days Lo Cys @CS515% 10 this week 10 this week 10 this week
- " rteiided Comment-to-Code Cyclomatic Complexity Finding Density
High Medium; Loy Markdown 1%
0.04 213 Lroc
Other <1%
10.00 this week 10.00 this week 10 this week

You can open the dashboard from the project list page or the project findings page:
* From the findings page, click the Project Dashboard tab at the top of the page.

» From the project list page, open the task dropdown list and select "Dashboard."

When viewing the Project Dashboard for the parent of grouped projects, you will have the option to include
data from the child projects by using the roll-up feature. To do this, enable the Include child projects switch

on the top right corner of the Project Dashboard page.

You can also access the Project Dashboard for "all projects" by clicking the "Dashboard" tab while on the

aggregate "All Projects" Findings page.

While on the Project Dashboard page for a project with multiple branches, you can switch the view to a

different branch by clicking the branch selector dropdown in the page header.

Dashboard Data

The Project Dashboard is divided into several sections:

* Risk Score. Provides a "letter grade" to indicate the overall quality of the project.

* Open Findings. Displays the total number of findings, along with a breakdown of the number of findings

in each category and the percentage of findings that have been triaged.

* Findings Count Trend. Shows the number of findings over time, broken out by detection method.

» Average Days to Resolution. Shows the average number of days it took to resolve an issue, broken out

by severity.

» Code Metrics. Displays various metrics for the project's codebase, such as the number of lines of code,

number of source files, etc., broken down by language.

* Analysis Frequency. Provides detailed information about when the analysis was run, how long it took,

tools used, etc.
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Activity Monitor. Displays a "calendar heatmap," representing the analysis activity on the project over the
past year.

Created vs. Resolved. Provides a visual representation of the dueling trend of new findings that are
added to the project and findings that are resolved by the team, along the difference between the two.

Top Finding Types. Shows the top 10 types of findings in the project, by number of open findings.

Risk Score

The Software Risk Manager Risk Score section of the Project Dashboard provides a letter grade to indicate

the overall "quality” of the project.

828
838

& 0 B @ &

Figure 1: Risk Score

Dashboard » X Docker Files » (@ main defaut

oject Dashboard

SRM Risk Score

82%  10%thisweek
Custom Code Score 66
——

Component Score 97

Ne Older

109 types of findings, 5,263 in tota

fedium (775 ow (2711 1,743

0% triaged

N/A  N/A N/A

High ediur) Lo

Overall

XML

Text

@Css
ASP
Other

Lines of Code
76,540
tot

0.04 3.89 68,00

1000 k 10.00 thi: toth

The letter grade is based on a percentage score, which is the average of the Custom Code Score,

Component Score, and Infrastructure Score. Each score is weighted evenly, but note that an Infrastructure
Score is not available for all projects. The score letter grades are = A, [80, 90) = B, [70, 80) = C, [60, 70) =
D, [0, 60) = F.

Custom Code Score starts at 100% and is reduced based on the "volume" and "variety" of
non-"Component" and non-"Infrastructure" findings.

volume penalty =(3.0% x log,(num_critical_findings + 1)) +(1.5% x
logo(num_high_severity findings + 1)) +(0.75% x log,(num_medium_severity findings + 1)).

variety penalty =(3.0% x num_critical_finding_types) +(1.5% x num_high_severity _finding_types)
+(0.75% x num_medium_severity finding_types).

Component Score starts at 100% and is reduced based on the "volume" of "Component" findings.
"Component" findings are any findings found when running Component tools.

volume penalty =(3.0% x num_critical_component_findings) +(1.5% x
num_high_severity _component_findings) +(0.75% x num_medium_severity _component_findings).
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e Infrastructure Score (only reported for projects that have findings from infrastructure analysis) starts
at 100% and is reduced based on the "volume" of infrastructure findings. Infrastructure findings are any
findings found when running Infrastructure or Cloud Infrastructure Tools.

¢ volume penalty =(3.0% x num_critical_infrastructure_findings)
+(1.5% x num_high_severity_infrastructure_findings) +(0.75% x
num_medium_severity infrastructure_findings).

Each of the "num_" values mentioned above refer to findings in the project which haven't been triaged (i.e.,
findings whose triage statuses haven't been marked as one of the "resolved" statuses like "Fixed" or "False
Positive"). In the case of "volume," they refer to the number of findings. In the case of "variety," they refer to
the number of distinct types of findings. Only critical, high, and medium severity findings are counted against
the Software Risk Manager Risk Score.

Next to the letter grade, the specific percentage score is displayed alongside a spark-line that shows the
general trend of the project's Software Risk Manager Risk Score over the past week.

The individual scores for the Custom Code Score and Component Score are shown by a pair of "fill bars"
next to the letter grade, below the overall score percentage.

For more information on how these scores are calculated and how to customize the formula, see the
Software Risk Manager Scoring Calculations section in the Software Risk Manager Install Guide.

Open Findings

The Open Findings section shows the overall "triage status" of the project.

Figure 2: Open Findings

6 BLACKDUCK SOFTWARE RISK MANAGER s | @ | &
Ea3
@
&
[
=
=]
b
Open Findings Newer Older

10 types of findings, 25 in total

@High(13) | @Medium(10) Low(2)

000000000 O0OOOOGOOO
00000 OOOOOOOOOOOS

0% triaged

A waffle chart is used as a severity-age breakdown of the untriaged findings in the project. Different colors
indicate different severities, as indicated by the legend. The number of dots of each color indicate the
percentage (rounded) of findings in the project which have that specific severity. I.e. if there are 19 purple
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dots, it means 19% of the untriaged findings have "critical" severity. Transparency is used to indicate the
relative age of the findings, as indicated by the legend. A lighter (more transparent) version of the severity
color indicates findings of that severity which are relatively new. A darker (more opaque) version of the
severity color indicates findings of that severity which are relatively old.

Clicking on the severity labels in the waffle chart's legend will cause the chart to focus on that severity,
fading the other severities from view. Clicking again on the same label will reset that focus, returning the
visualization to its normal state.

Hovering the mouse cursor over the severity labels in the waffle chart's legend, or over the colored dots in
the waffle chart itself will cause the chart to temporarily focus on that severity. This effect is similar to the
click effect described in the previous paragraph, but the effect does not persist if the mouse leaves the area
that caused the focus. Hovering the mouse over the chart will also show a tooltip containing a summary of
the respective hovered severity.

Below the waffle chart is a fill-bar indicating the percentage of findings which have been triaged (i.e. set to
Fixed, Mitigated, False Positive), out of the total number of findings in the project, excluding findings that are
marked "Gone".
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Findings Count Trend

Figure 3: Findings Count Trend
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The Findings Count Trend section of the Project Dashboard shows a breakdown of findings by "detection
method" over time.

Findings Count Trend ]

Dynamic Analysis (167) | @ Hybrid Analysis (113) @ Component Analysis (364) @ w6y @

The Findings Count Trend visualization uses a stacked area chart, with "date" as the X axis, and total
finding count as the Y axis. By default, an area for each detection method is shown, so that the stacked
areas' total height indicates the total number of findings at a given date. Clicking one of the detection
method labels in the legend will cause the visualization to focus on the respective detection method, hiding
the other areas and moving the focused area to the bottom of the visualization. Clicking again on the same
detection method label in the legend will remove the focus effect, returning the visualization back to its
default state.

Hovering the mouse cursor over the visualization will cause a vertical line to snap to the nearest date,
updating the legend to reflect the finding counts at that date. While the mouse cursor is not over the
visualization, the vertical line will snap to the latest date, causing the legend to reflect the most recent
finding counts

Findings Count Trend =]

Dynamic Analysis (481) @ Hybrid Analysis 204) | @ Componcnt Analysis (462) | @ lnteractive Analysis(335) | @ Thrcal Model 245) @ Network Analysis (351)

1000

On the top-right of the trend graph is a calendar icon, which can be clicked to bring up a menu for selecting
a date range.

Last 7 days

Last 90 days
Last year

Selecting one of these range values will automatically refresh the graph to the selected range. For larger
date ranges, each point in the graph can represent multiple dates by taking the average of data samples
involved.
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Findings Count Trend

Last 7 days
Last 30days
Last 90 days

Analysis(136) | @ Hybrid Analysis(254) | @ Componcnt Analysis(273] ' °

Average Days to Resolution

The Average Days to Resolution section of the Project Dashboard shows the average number of days it
takes for a new finding in the project to be resolved.

In this context, resolution means the finding either becomes "Gone" (because developers fixed the issue,
and a new analysis did not encounter the same finding), or its triage status was set to one of the "resolved
statuses: False Positive, Fixed, Ignored, or Mitigated.

Average Days to Resolution

7 26 31 88

Critical High 1zdivin Low,

For each severity, the average number of days it takes to resolve a finding of that severity is displayed in a
badge. Initially, each badge will display "N/A"; since no findings have been resolved, there is no "average"
time. A colored bar below the badges acts as a legend, and hovering the mouse cursor over a badge
causes it to become highlighted with that severity's respective color.

As a rule of thumb, teams may wish to prioritize addressing higher-severity findings, so team leads will want
to see a lower number of days-to-resolution for higher-severity findings.
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Figure 4: Code Metrics
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The Code Metrics section of the Project Dashboard displays a set of metrics for the project's codebase,

broken down by language.

Code Metrics

Overall
e Linesof Code Source iles
@Python 17 358,772 39,708
@Javalsn 13,046 this week: YV 190 this week. ~/
= Etsve e g ‘Comment-to-Code Cyclomatic Complexity
e 0.60 6.29
1005 thisweek \/~~ 1008 thisweek ™ \_/

On the left of the section, a legend shows:

« An"Overall" group which represents the entire codebase; the sum of the metrics for each language.

» The top 5 languages (by percentage of lines of code in the respective language compared to the total

number of lines of code).

« An "Other" group which contains the summation of any other languages after the top 5.

The colors assigned to each language are purely aesthetic, and are chosen using the same color scheme

that Github uses.

By default, the "Overall" group is selected, so the metric areas to the right will show stats for the whole
codebase. Clicking one of the languages, or the "Other" group in the legend will cause the metric areas to
display language-specific stats. Clicking on the "Overall" group will return the display to its default state.
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Code Metrics

Overall

Code Churn

When focused on a particular language, each metric will show an "X / Y" value instead of the usual "Y".
The "Y" indicates the metric's value for the entire codebase, and the "X" indicates the metric's value for the
subset of the codebase which is written in the focused language.

Each metric area will also show a sparkline indicating that metric's trend over the past week. The sparklines
will be colored blue for "good" changes, and red for "bad" changes.

List of Code Metrics

Lines of Code shows the number of lines of code (including blanks and comments) in the project's
codebase. A rising number of lines of code is considered "good", as it implies the project is growing.

Comment-to-Code shows the ratio of the number of comment lines to the number of total lines of code
in the project's codebase. A rising comment-to-code ratio is considered "good", as writing comments is
good development practice.

Source Files shows the number of source files in the project's codebase. A rising number of source files
is considered "good", as it implies the project is growing.

Cyclomatic Complexity shows the average cyclomatic complexity number (CCN) of the project's
codebase. A falling CCN is considered good, as less-complex code is easier to maintain.

Code Churn shows the number of changed lines of code. Since all dashboard data is collected nightly,
the value displayed today indicates the amount of code churn that occurred yesterday. A rising code
churn is considered "bad", as high churn tends to increase the chance of introducing new vulnerabilities.

Finding Density shows the number of findings per thousand lines of code in the project's codebase. A
falling finding density is considered "good" since it means the defective percentage of the codebase is
shrinking.

Analysis Frequency

The Analysis Frequency section of the Project Dashboard offers a summary of the project's most recent
analyses.
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Figure 5: Analysis Frequency

6 BLACKDUCK SOFTWARE RISK MANAGER

Analysis Frequency

i Last analyzed 10/16/2024 at 9:17:14 AM (D Analysis took 4 min, 37 sec
|

Analyses 0 analyses in the past week
1 analysis in the past 4 weeks
| b 1 analysis in the past 3 months

At the top of the section, a text blurb describes when the latest analysis occurred, and how long it took. The
rest of the section is broken down into three tabbed sections.

Analyses

This shows how many analyses were run on the project over the past week, 4 weeks, and 3 months.

Analysis Frequency

]l 1201:16PM @

the past week
the past 4 weeks
the past 3 months

Tools

This shows how many unique tools were run in analyses on the project, over the same time periods. (Note
that in this context, "tools that were run" means the set of Tools referenced by Findings in Software Risk
Manager. It doesn't matter whether you ran the tool separately, or if Software Risk Manager orchestrated a
run of the tool on its own.)
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Analysis Frequency

=] 12:01:16PM i 2hr, 33 min, 24 sec

Analyses 0 toolsranin the past week
5 toolsran in the past 4 weeks
11 toolsraninthe past 3 months

Activity Monitor

The Activity Monitor section of the Project Dashboard shows a "calendar heatmap" which represents the
analysis activity on the project over the past year.

Figure 6: Activity Monitor

63 BLACKDUCK SOFTWARE RISK MANAGER

Activity Monitor Less Activity @ @ @@ @ More Activity

@Overall (1) | @ Static Analysis (1)

Mon

‘Wed

Fri

Nov

The far left represents dates from a year ago, and the far right represents recent dates. Stepping down a
column of the chart, each bubble represents a day of the week, with Sunday at the top, and Saturday at the
bottom. Hovering the mouse cursor over any of the bubbles in the chart will cause a tooltip to display the
bubble's respective date, and the number of analyses that were run that day.
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Activity Monitor

@Overall (50

ess Activity © © @ @@ More Activity

May

The analysis activity is broken down by different types of analyses, e.g. Static and Dynamic. The legend
items below the visualization represent these different analysis types (i.e. "Detection Methods"). Note that
any given analysis may result in findings of different detection methods, depending on what files were
uploaded. Clicking the legend items below the visualization will cause the visualization to focus on the
legend item's respective detection method. This can cause the number of analyses shown in the tooltip to
change. For example, three analyses may have been run on a given day, but only two of those analyses
resulted in data from Dynamic Analysis. In this case, if the "Overall" legend item was selected, the tooltip
would show "3 analyses on {date}", but when the "Dynamic Analysis" legend item was selected, the tooltip
for that same bubble would show "2 analyses on {date}."

Activity Monitor

@Overall 50

Y 000 @® More Activity

Activity Monitor

Dynamic Analysis (27)

The visualization uses brightness to indicate more or less analysis activity for each given day, as indicated
by the legend above the visualization. A darker shade of color indicates more analyses, and a lighter/whiter

shade of color indicates fewer analyses.

Created vs. Resolved

The Created vs. Resolved section of the Project Dashboard shows the dueling trend of new findings that are
added to the project, findings that are resolved by the team, and the difference between the two.
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Created vs. Resolved

@ Created (592) Resolved (643) =~ @ Accumulation (-51)

0 Time Period
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! 1-May-2020 28
200 1

! 30-April-2020 39
100 ! 29-April-2020 26
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0 g 28-April-2020 30
i 27-April-2020 13
100 i 26-April-2020 40
(,__o—%"/\ /o—o/o\“\(\ i 25-April-2020 0
0 N - :
' 24-April-2020 35
100 i 23-April-2020 23

4107 4/09 411 an3 415 417 419 4121 4/23 4125 4127 4129 5/01 5103 5/05

This section is broken into two pieces; the graph, and the table. Both represent the same data.
The graph is broken into two pieces; the "duel”, and the "trend".

The "duel" section shows the number of created findings (in red) versus the number of resolved findings (in
green). By default, the graph will show an accumulation of these numbers, starting from date at the far left
of the graph. The icon in the upper-right corner of the Created vs. Resolved section opens a menu which
allows you to toggle between "accumulated" and "daily" counts in the "duel" section. "Daily" counts show the
exact number of created and resolved findings for any given day. The colored area between the lines in the
"duel" section of the graph indicates which line is higher. A green fill means more findings were resolved as
of that day (if using "accumulated" counts), or resolved on that day (if using "daily" counts).

The "trend" section of the graph shows the difference between the red and green lines of the "duel" (in blue).
The "duel" and the "trend" graphs have their own separate Y axes representing cumulative finding counts,
and count difference, respectively. The two graphs share the same X axis, which represents the date.

When hovering over the graph with the mouse cursor, a vertical line will snap to the nearest date to the
mouse, causing the legend above the graph to update its numbers to reflect that date. The corresponding
row in the table to the right of the visualization will be highlighted, and the table will auto-scroll to that row if
necessary. Similarly, hovering over the table will cause the same changes, depending on which row in the
table is hovered.

By default, the Created vs. Resolved section shows the accumulated number of findings since the beginning
of the summary time window. Click the graph icon in the upper-right corner of the section, and select "Show
daily counts" to switch the graph to Daily mode. Daily mode shows the change in values on a day-to-day
basis. Accumulated mode can be considered the Integral of Daily mode, and Daily mode can be considered
the Derivative of Accumulated mode.
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Created vs. Resolved

@ Created (28) @ Resolved (0) @ Delta(28)

Time Period

180

160 5-May-2020 28
140 4-May-2020 0
120 3-May-2020 44
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On the top-right of the graph is a calendar icon, which can be clicked to bring up a menu for selecting a date
range.

2 @
Last 7 days

Created ‘ Resolved

Last 90 days

Last year
o] 0o 0

Selecting one of these range values will automatically refresh the graph to the selected range.

For larger date ranges, each point in the graph can represent multiple dates by taking the sum of data
samples involved.

]
Created vs. Resolved
@ Created (6,810) @ Resolved (7,400) @ Accumulation (-590)
Time Period
7000
5-May-2020 100
6000
1-May-2020 581
5000
1-April-2020 639
4000 1-March-2020 702
3000 1-February-2020 742
2000 1-January-2020 504
1000 1-December-2019 533
0 1-November-2019 523
0 1-October-2019 618
200 1-September-2019 486
400 1-August-2019 511
-600 1-July-2019 413
-800 : 1-June-2019 458
6/01 7/01 8i01 9/01 10/01 11/01 12101 1101 201 3/01 401 5001
]

Software Risk Manager Documentation (v2025.9.4) « 263



Software Risk Manager User Guide ¢ Project Dashboard

Created vs. Resolved
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Top Findings Types

The Top Finding Types section of the Project Dashboard shows the top 10 types of findings in the project,
by number of open findings.

Top Finding Types

Cleanup  16% e
Numeric Error ~ 18%
Loop and Recursion ~ 15% @
Log Forging 8% @
Buffer Operation L
Injection  11% @
Cookie Not Marked as Secure 3%
Avoid the use of temporary objects 4%0
Credentials Management — <1%

Data Structure  <1%
4/06 4/07 4/08 4/09 4/10 4/11 4/12 4113 4/14 415 4/16 417 4118 419 4/20 421 4/22 4/23 424 4125 4126 4727 4/:

The visualization uses a Stream Graph to represent the relative volume of the top finding types (Y axis) over
time (X axis). Each stacked area of a given color represents a specific type of finding, e.g. "SQL Injection”.
The height of each area represents the number of findings of that type on a given day.

The table to the left of the visualization acts as a legend, where each of the finding types is labelled, and has
a colored fill-bar indicating the respective finding type's percentage share of the project.

Hovering the mouse cursor over an item in the table to the left of the visualization will highlight the
corresponding area in the visualization. Similarly, hovering the mouse cursor over an area in the
visualization will highlight the corresponding item in the table. Clicking an item will cause that item to
become "focused". Click the item again to undo the focused state, or click another item to change to another
focused state.
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Top Finding Types

35

Cleanup  16% e
Numeric Error ~ 18% 30
Loop and Recursion ~ 15% == 2

Log Forging 8% @
Buffer Operation 8% @ 20
Injection  11% ==
Cookie Not Marked as Secure 3%
Avoid the use of temporary objects 4%0

Credentials Management ~ <1% 5

Data Structure  <1%
0
4/06 4/07 4/08 4/09 4/10 4/11 4/12 4/13 4/14 4/15 416 4/17 4/18 419 4/20 4/21 4/22 4/23 4[24 4/125 4/26 4127 A4l

As with many of the other dashboard sections, hovering the mouse cursor over the visualization will cause
a vertical line to snap to the date nearest to the mouse. When this happens, the table to the left of the
visualization will update to reflect the percentages for that day.

Click the graph menu in the upper-right corner to access the "layout" options. By default, the graph uses
"stream" layout. Switch to the "stack" layout to rearrange the items into a stack, such that the bottom of the
stack aligns with the "0" on the Y axis. Note that with the "stream" layout, the Y axis's meaning differs from
date to date, so no axis numbers will be displayed.

Top Finding Types

9
Cleanup  16% e 160

Numeric Error ~ 18%
140
Loop and Recursion ~ 15% =
120
Log Forging 8% @

Buffer Operation 8% @ 100

Injection  11% @ 80
Cookie Not Marked as Secure 3% 60
Avoid the use of temporary objects 4%0 40

Credentials Management  <1% %

Data Structure  <1%
0
4/06 4/07 4/08 4/09 4/10 4/11 4/12 4113 414 4/15 4/16 41T 4/18 419 4/20 4/21 4/22 4/23 4124 4/125 4/26 427 4l

On the top-right of the graph is a calendar icon, which can be clicked to being up a menu for selecting a
date range.

Last 7 days
Last

Last 90 days

Last year

Selecting one of these range values will automatically refresh the graph to the selected range.

For larger date ranges, each point in the graph can represent multiple dates by taking the average finding
counts of data samples involved.
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Top Finding Types
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Global Dashboard

The Global Dashboard provides a comprehensive overview of all projects in Software Risk Manager,
displaying a set of aggregated analytic and trend data which are automatically updated as you use the
system.
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6 BLACKDUCK SOFTWARE RISK MANAGER
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You can access the Global Dashboard from the main navigation menu. The dashboard offers a centralized

view of your organization's software risk landscape, with powerful filtering capabilities to help you focus on
specific subsets of projects.

When viewing the Global Dashboard, you will have the option to include data from multiple projects and
branches by using the filtering feature. To do this, use the filter panel on the side of the dashboard.

Dashboard Filter

The Global Dashboard includes a powerful filtering mechanism to help you focus on specific projects with
their branches.

Filter Toggle

A toggle filter button is located on the left side of the dashboard. When clicked, it opens a filter panel that
allows you to customize your dashboard view.
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Dashboard » All Projects
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Adding and Removing Filters

In the filter panel, you can click on Add Project button. This will allow you to select projects and branches
using dropdown options. The dashboard will be updated to reflect your selections based on

* Projects

* Project branches
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Select project and Branch

Project

pl-scan-bd-sca v

Branches

main v

Cancel Save

You can select multiple projects and branches and save it to create a highly specific view of your software
risk landscape. The selected filters will be shown in the filter panel.

€ > C @ localhost:8080/global-dashboard?filter=1%3Bbranchid%3! %3Bbranchid%3D3
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Dashboard » 2 Projects

N o

bodl Filters SRM Risk Score (%] Findings Count Trend Show results fromlast 30 v days
Projects
9 pl-scan-bd-sca > master g 81% tO%thisweek _ L
& p3-scan-bd-dast > main : Custom Code Score 78
Component score 53
2
100
=
=
Open Findings Newer Older
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e To close the filter sidebar, click the X icon next to the filter name in the filter panel.
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e To add more filters, click the Add Project button again and select additional projects or branches.

« The filter panel allows you to easily manage your selected filters, including removing any that are no
longer needed.

« The filter panel also renders the filters provided in the URL bar directly and dashboard gets filtered
based on that (please look at the URL shown).

A "Reset Filters" button is located on the right side of the Toggle Filter Button. When clicked, It will
clear all the filter at a time

e Asyou add or remove filters, the dashboard visualizations will dynamically update to reflect the selected
subset of projects.

The Global Dashboard contents are similar to the Project Dashboard and can be found here: Project
Dashboard.

Hybrid Correlation

Hybrid Correlation, at its core, enables results from DAST tools to be correlated with results from SAST
tools. This gives better visibility into how findings may actually be exploited in the wild as well as help
identify test cases for those findings. Software Risk Manager currently has support for one form of Hybrid
Correlation, which can infer possible execution patterns.

For more information, see the following section:

» Agentless Correlation

Agentless Correlation

Agentless correlation uses a static analysis approach on source code and binaries to correlate SAST
and DAST results. No configuration steps are required to make use of agentless correlation. The only
requirement is uploading source code at some point in an analysis.

Correlation Performance Impact

Agentless Correlation greatly expands the set of possibilities that must be considered to create a hybrid
finding. Since exact code paths aren't provided, many inferred paths are created and evaluated during
correlation. This can greatly impact the speed of correlation during analysis.

Requirements and Known Limitations

For information on requirements and known limitations, see the following topics:

* Requirements.

 Known Limitations.

Agentless Correlation Requirements

If Hybrid Correlation is enabled, Agentless Correlation is automatically applied for any project with
correlation enabled and with uploaded source code.

Source Code

Agentless Correlation relies on the availability of source code to detect endpoints and their locations within
a codebase. From this alone, DAST and SAST results that occur at an endpoint handling function can be
correlated.
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Only source code declaring and implementing endpoints are required. Source code for dependencies and
utility libraries are not necessary, unless they declare and implement endpoints.

Endpoint detection is supported for a specific set of languages and web frameworks. These are as follows:
e Java: JSPs, Servlets, Struts, Spring MVC

e C#: ASP.NET MVC, Web Forms

* Ruby: Rails

e Python: Django

Effectiveness of endpoint detection can vary depending on the use of plugins and unconventional endpoint
routing methods within the source code.

Binaries

Binaries for your application can also be uploaded to improve Agentless Correlation. If binaries are
available, a call graph can be generated and explored to find code paths to SASTs from a detected
endpoint. All relevant binaries for your application—the compiled application and its dependencies—should
be uploaded with debug symbols for the best results.

Hybrid Correlation through call graph analysis is supported for binaries on the following runtime
environments:

e JVM (Java, etc.)
e CLR (C#, etc))

Agentless Correlation Known Limitations

Agentless Correlation explores a set of possible execution paths from an endpoint to find correlations
with a code location. These explored paths may be inactive or incomplete due to undetected endpoints,
inheritance and strategy patterns, anonymous functions, or other features for a given language and web
framework.

Rule Sets

The Rule Set Page is accessed via the Rule Set Associations section of a project's Analysis Configuration
dialog. When you access the Rule Set page, you will be able to view and sometimes edit a set of rules that
can be used to determine how different types of findings will correlate with each other.

Each Rule Set has Rules, and each Rule has Criteria and identifying information.

Rule Sets are, as the name implies, a set of rules. Each rule acts as a strategy for combining results from
different tools and providing standard information for the finding. Within a rule, a set of criteria can be
defined, forming the underlying logic for the rule. The identifying information for a rule can optionally include
a Severity, CWE, and Description, which will be shared by Findings created from that rule. For example,

a general "SQL Injection" rule may be created to capture specific results from multiple tools and provide a
shared description, making it easier to locate and recognize standard vulnerabilities.

When result data is uploaded to a Software Risk Manager project, as long as that project's Prevent
Correlation setting is not enabled, its associated rule set will be responsible for determining which types

of results represent the same types of problems. In this case, rules will be applied during ingestion, when
findings are created from tool results. If there are multiple tool results belonging to the same rule and they
occur at the same location, they will all be associated with the same finding. Whether a tool result "belongs"
to a rule is determined by that rule's criteria.
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After Changing Rule Sets

Since a project's configured rule set determines the manner in which results are correlated, changing that
configuration necessitates an update of the correlation. This happens when the configured rule set for a
project is modified in any way, or the Analysis Configuration is changed to use a different rule set. When this
happens, the Findings page will display a notification prompting users to do so.

Additional Information
For more information on identifying information and rule criteria, see the following topics:

* Rule Identifying Information.

¢ Rule Criteria.

Rule Identifying Information

The identifying information for a rule includes severity, CWE, and a description. These fields are all optional.
When provided, they will alter the corresponding values for findings associated with that rule.

Each rule's identifying information is collapsed by default. To expand it, click the dropdown configuration
icon and select View Details.

Rule Details

Rule Name Authentication
CWE-287 Improper Authentication

Description
When an actor claims to have a given identity, the software does not prove or insufficiently
proves that the claim is correct.

If you have the adni n role, you can edit an existing rule's identifying information (aside from the read-only
Software Risk Manager rule set).

To rename a rule, click on its name to open an edit window. Enter a new name then press Enter.

Rule Set » Clone of Code Dx Rules

To change the severity, CWE, or description for a rule, expand the identifying information section, then
click the pencil icon next to the corresponding header. This will activate an inline form allowing you to make
changes to the value. Once you've set the desired value, click Save to apply the change. Click Cancel o
discard your changes without saving.

API Abuse # n

Severity
N/A

CWE
227 - Improper Fulfillment of API Contract ('API Abuse')

Description Plaintext ¥
This is an example des:riptic-n|

-
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You can add criteria from editable rules via the forms at the bottom of each rule's criteria list.

Rule Criteria

A rule's criteria control which tool results will be matched with a rule. Note that each criterion can only
appear once in a rule set. If you attempt to add a criterion that already exists in a different rule, you will
be given the option to move the criterion out of that rule, or cancel. Users with the admi n role can edit the
criteria for each rule.

Criteria can be created for rules using the add criterion buttons for that rule. These buttons are located at
the bottom of the criteria list.

[T O T U LI C O T U IO e L e T T gueree.
CWE » 686 - Function Call With Incorrect Argument Type
CWE = 687 - Function Call With Incorrectly Specified Argument Value
CWE » 688 - Function Call With Incorrect Variable or Reference as Argument
CWE » 858 - CERT Java Secure Coding Section 13 - Serialization (SER)

Add Tool Criterion  Add CWE Criterion

Criteria can be deleted from rules using the delete button for that criterion. The button is hidden until you
hover over the criterion in a rule's criteria list.

ICWE » 47 - Path Equivalence: ' filename’ (Leading Space)
ICWE » 57 - Path Equivalence: 'fakedir/../realdir/filename’
ICWE » 62 - UNIX Hard Link n
ICWE » 68 - Windows Virtual File Problems

ICWE » 69 - Improper Handling of Windows ::DATA Alternate Data Stream

Tool Criteria

The Add Tool Criterion form allows you to create criteria that operate on a tool result's type. An individual
tool criterion specifies a tool, category, and code. It will match tool results whose raw values match the
values specified by the criterion.

Add Tool Criterion
Tool

SpotBugs v

Tool Category

BAD_PRACTICE v
Tool Code

CN_IMPLEMENTS_CLONE_BUT_NOT_CLONEABLE| v
m Cancel

The exact values for the tool criterion fields vary depending on what is reported by the tool. One way to
discover these values is to look at the Finding Details page for existing findings in Software Risk Manager.
The Tool, Tool Category, and Tool Code are displayed in the Tool Details for each associated tool result.

SpotBugs / Security / Nonconstant string passed to execute() method on an SQL statement

Detection Method: Static Analysis

Location: WEB-INF/classes/org/owasp/webgoat/lessons/AbstractLesson.java on line 744

Tool: SpotBugs

Tool Category: SECURITY

Tool Code: SQL_NONCONSTANT_STRING_PASSED_TO_EXECUTE

CWE: 89 - Improper Neutralization of Special Elements used in an SQL Cemmand ('SQL Injection’) [MITRE (]
Severity: Medium

Tool Rule Description: show more

Contextual Description: show

more
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The category and code fields are both optional. Omitting both will create a criterion that matches all results
from the specified tool. Omitting just the code will create a criterion that matches all results from the
specified tool marked as part of the specified category. Some tools do not specify a tool category, in these

cases the tool category field will need to be left blank.

Note: Leaving the tool category field blank does not act as a wildcard, so if the tool specifies

categories, they must be included in all rule criteria.

CWE Criteria

The Add CWE Criterion form allows you to create criteria that operate on a tool result's CWE. By specifying
a CWE ID value, a CWE criterion will match tool results with that CWE value.

Hosts

Note: this section is only applicable to Software Risk Manager users with the InfraSec add-on.

When Software Risk Manager ingests Network Security results, the location of those results is typically
expressed in terms of a "host," with the level of detail varying from tool to tool. The Hosts page is Software
Risk Manager's location for interacting with host data directly, outside the context of Findings or Projects.
Users will be able to access the Hosts page but the Associated Projects column will only populate for
projects they belong to. Only the Software Risk Manager user with admin privileges will be able to create,

edit, update, or delete host information.

Click the Hosts icon in the navigation bar to open the Host Scopes page.

V2024.12.0Enterprise | =
10/22/-

12024

6 BLACKDUCK SOFTWARE RISK MANAGER
Hosts
o [ ]
o n Global =
FQDN Hostname NetBIOS Name IP Address MAC Address Operating System Environment
a3
172.24.2.137 other
2
172.24.2.148 other
(=]
= 172.17.30.203 other
@ 10.10.5.166
10.10.6.207 other
172.17.30.53 other
Microsoft Windows
cleverdevicesqaavic... CLEVERDEVICESQA  172.17.30.36 Server 2008 R2
Enterprise Service Pack
1, windows
Microsoft Windows
WOODBINE.avi.com WOODBINE ‘WOODBINE 172.24.2.170 A2:03:3A:15:21:14 Server 2012 R2
Datacenter, windows
10.10.6.63 other
10.10.6.130 other
nZ 3 4 5 .. 90 91 Next

Associated Projects

Legacy
Legacy
Legacy
Legacy
Legacy

Legacy

Legacy

Legacy

Legacy

Legacy

Displaying 1 - 10 of 905 hosts

This page shows a list of global host scopes with the following information:

« FQDN
* Hostname
* NetBIOS Name
+ IP Address
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MAC Address
Operating System
Environment

Associated Projects. Click the project name to open the project page.

Note: There's a basic filter field to sort hosts along with advanced filter options. Also, you can use

the "View" button to select which columns to display (or hide).

Tasks include the following:

Creating a host

Editing a host

Deleting a host

Managing host scopes. Click the Manage Host Scopes button to access the following options:
« Importing host scopes

* Exporting host scopes

Editing a Host Scope

To edit a host scope:

1.
2.

5.

Click the Hosts icon in the navigation bar to open the Host Scopes page.

Click the dropdown list icon located in the last column of each row.

Environment Associated
Projects

test - hd

test # Edit Host

1@ Delete Host

Select Edit Host.

FQDN Hostname NetBIOS Name IP Address MAC Address Operating System  Environment
w0 s B
o [

Make changes as necessary.
e Click the delete icon to delete an existing value.
e Click the value button to add a field.

Click OK to save the changes.

Deleting a Host Scope

To delete a host scope:

1.
2.

Click the Hosts icon in the navigation bar to open the Host Scopes page.

Click the dropdown list icon located in the last column of each row.

Environment Associated
Projects

test - -
test # Edit Host

@ Delete Host

Software Risk Manager Documentation (v2025.9.4) « 275



Software Risk Manager User Guide ¢ Hosts

3. Select Delete Host.

4. Click Delete to confirm.

Creating a Host Scope

To create a host:

1. Click the Hosts icon in the navigation bar to open the Host Scopes page.

2. Click Create Host.

Host Scopes » Global

FQDN Hostname NetBIOS Name IP Address MAC Address
[Fhsisvve [rass e m [ rssvne [ i ve

Manage Host Seopes  View ~

Environment

[t
o [

3. Click the appropriate button to add values to the following fields.
« FOQDN
e Hostname
¢ NetBios Name
e |P Address
¢ MAC Address
e Operating System
e Environment

4. Click OK to save.

For more information

For information on host scope and the hosts table, see the following topics:

¢ Host Scopes

* Hosts Table

Host Scopes

A Host Scope is effectively just a set of projects that share host information with each other. A Host Scope
can be used to model a network where each project in a Host Scope contains vulnerability information for

a vulnerable application that is housed on a potentially vulnerable host. Alternatively, one can simply use
Host Scopes to isolate host information to particular sets of projects so that overlapping pieces of host
information between Host Scopes don't interact with each other during Host Normalization and Finding
Correlation. Each Host Scope can have multiple projects attached to them but each project can only be
linked to one Host Scope. See Host Scope Associations for more information on how to set up projects with

Host Scopes.

Click the Hosts icon in the navigation bar to open the Hosts page. Use the Hosts and Host Scopes buttons

to display the associated data.
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6 BLACKDUCK SOFTWARE RISK MANAGER O eariae | @
L Hosts
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= pe—
FQDN Hostname NetBIOS Name IP Address MAC Address Operating System Environment Associated Projects
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172.24.2.148 other Legacy
=
= 172.17.30.203 other Legacy
@ 10.10.5.166 Legacy
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172.17.30.53 other Legacy
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N . Server 2008 R2
cleverdevicesqa.avi.c... CLEVERDEVICESQA 172.17.30.36 Enterprise Service Pack Legacy
1, windows
Microsoft Windows
WOODBINE.avi.com WOODBINE ‘WOODBINE 172.24.2.170 A2:03:3A:15:21:14 Server 2012R2 Legacy
Datacenter, windows
10.10.6.63 other Legacy
10.10.6.130 other Legacy
Displaying 1- 10 of 905 hosts
2 3 4 5 .. 9 91 Next

Managing Host Scopes

By default, the Global Host Scope will be the only one available. However, you can create new Host Scopes
by clicking Add Host Scope.

Create Host Scope

Host Scope Name

Cancel

Enter a name and click Save to create your Host Scope.

Once a host scope has been created, you can Import, Export, or Delete it.

-3 Hosts

A

5
Host Scope

=

(=]

Clicking Import will allow you to import a custom set of host information into the Host Scope for which you
clicked Import. Software Risk Manager currently only supports importing hosts defined in a . j son file.
Hosts are expected to be provided as JSON Obijects of the form: fi el d-type: [values...] SRM
currently supports the following field-types: Hostname, FQDN, NetBIOS Name, IP Address, MAC Address,
Operating System, Ports. Every value for a field type is simply a string, except for Ports, which is a special
case expecting each value to be another JSON Object with the following structure:

"Ports": {
"Port": <port_nunber>
"Protocol ": <port_protocol >

"State": <port_state>

Software Risk Manager Documentation (v2025.9.4) « 277



Software Risk Manager User Guide ¢ Hosts

}

Note: The Import button for non-selected Host Scopes will be disabled by default as you can only
import hosts into the selected Host Scope.

Clicking Export will provide you a . j son file containing all the normalized hosts in the Host Scope for which
you clicked Export. The structure of the . j son file matches that of the structure required for importing hosts
into a Host Scope.

Clicking Delete will bring up a window allowing you to confirm that you would like to delete the relevant Host
Scope. Deleting a Host Scope will delete all normalized host information belonging to that Host Scope. To
delete a Host Scope, you will first need to delete any projects associated with that Host Scope.

Confirm

Areyou sure you want to delete the "My Network" host scope? You
will lose all normalized host data in this host scope. This cannot be
undone!

Cancel m

You can confirm that you would like to delete the relevant Host Scope by clicking OK.

Hosts Table

Selecting a Host Scope in the Host Scope management menu will populate the Hosts Table with
normalized host information from the selected Host Scope. Normalized hosts are sets of hosts reported by
different tools that are correlated to each other. Thus the information that the table is populated with is an
aggregation of the host information from various tools that are referencing the same host.

Viewing Host Information

Each row in the table contains all of the host information that Software Risk Manager is aware of for a
particular host, and each column in the table is a set of values appropriate for a particular field of interest.
Currently, Software Risk Manager only displays FQDN, NetBIOS Name, IP Address, MAC Address,
Operating System, Open Ports, Environment, and Associated Projects.
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FQDN NetBIOS IP Address MAC Address Operating Open  Environment Associated
Name System Ports Projects

www.example5291.com example- 51.15.1.164  7F:75:5B:68:64:66  Ubuntu 1127 Development - -
5091 (TCP)

www.example8024.com example- 33.15.6.192 5B:A1:67:42:3E:53 Windows 7 4107 QA - -
1948 (TCP)

www.example6458.com example- 165.25.0.124 9A:8A:E3:D8:6B:8A Windows 8 1575 Test - -
1982 (IMAP)

www.example4930.com example- 30.93.6.224  91:3D:C0:C4:AB:C6 macOS 6298 QA - A
5761 (IMAP)

www.example4391.com example- 222.44.6.122 92:35:C6:6D:A3:AF  Ubuntu 411 Production - -
9905 (TCP)

www.example6922.com example- 174.93.1.190 AD:94:E6:13:A8:F3 Windows 8 5636 Test - -
6383 (IMAP)

www.example3321.com example- 180.18.8.139 8E:F5:2A:AC:29:5D Windows 7 5720 Development - -
132 (HTTP)

www.example6626.com example- 67.12.6.190 A9:A0:D1:7E:D8:E4 Ubuntu 7562 Test - -
4938 (IMAP)

www.example4959.com  example- 81.28.5.235 2E:25:B3:CF:77:71  Ubuntu 4396 Production - -
1684 (HTTPS)

www.example4830.com example- 32.77.8.199 OF:2E:FF:07:98:92 Windows 3130 Production - -
6405 10 (HTTPS)

www.example8916.com example- 187.16.9.194 D1:25:0F:9E:F9:33 Windows 7 163 QA - -
9954 (HTTP)

www.example388.com example- 1.32.1.124  0A:D8:90:AD:35:B4 Windows 7 6937 Test - -
7521 (UDP)

www.example3181.com example- 27.23.6.164 33:07:34:70:58:EC  Windows 2109 QA - -
470 10 (HTTP)

www.example7671.com example- 144.91.8.173 5E:4B:14:33:49:03  Ubuntu 5646 Development - -
2585 (IMAP)

www.example8508.com example- 197.86.3.239 5C:96:7D:6F:78:68 Windows 7 791 QA - -
8751 (HTTPS)

Click View in the top right corner and use the toggles to select what information to display.

Manage Host Scopes  View =

Show "FQDN" column

Show "NetBIOS Name™ column
Show “IP Address” column

Show "MAC Address” column
Show "Operating System"” column
Show "Open Ports™ column

Show "Environment” column

Show "Associated Projects” column

Manually Adding and Editing Hosts

Software Risk Manager allows you to manually add new hosts to the selected Host Scope. The Create Host
button is to the top right of the Hosts Table.

FQDN NetBIOS IP Address MAC Address Operating Open Ports Environment
Name System

+ Add a value + Add a value + Add a value + Add a value + Add a value + Add a value + Add a value
Cancel

Clicking on it will bring up an interactive table where you can define the host that you are adding.

FQDN NetBIOS Name IP Address MAC Address Operating System Open Ports  Environment
FQDN NetBIOS Name IP Address MAC Address  Operating Open Ports Environment
System
www.examplesff]  example-sog1 ] s1.15.1.6a ] 7F7s:sB6s:64: ] ubuntu 1 nz7iee) B Developmen] [

+ Add a value # Add a value + Add a value + Add a value + Add a value +Add a value + Add a value
Cancel
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Clicking Add Value will produce a text field where you can enter a new value for the column you're editing.
Note that a default value will be shown if the text field is empty and serves as an example of a valid value.

FQDN

=+ Add a value

There is some validation applied to IP Address, MAC Address, and Open Ports. Typing in an invalid value
for that field will cause the text field to be highlighted in red. Each invalid value is considered non-existent
when clicking OK to create a Host with the specified values, and consequently will not appear in the Hosts
Table when a host with invalid values is successfully created.

If you do not wish to include a value on a host, you may click the trash bin located at the far right of the cell
to delete the value from consideration.

DNS

internal.mycompany.com u

=+ Add a value

You can include any number of values for any particular column in the editor. Note that Associated Projects
is not present in the editor. This is because Associated Projects is a derived field, found by determining if

a host exists in a particular project. Also note that any columns that are missing in the Hosts Table as a
consequence of disabling them in the "View" menu will still be shown while editing the hosts.

Software Risk Manager also allows you to manually edit existing normalized hosts in the Hosts Table. If
you click on the button in the right most column of the Hosts Table, a drop down menu will appear. The first
element in the drop down menu is "Edit Host".

# Edit Host

@ Delete Host

-

Clicking on "Edit Host" will bring up the same interactive table that appears when you're manually adding a
new host, except now you will see it in the table, as opposed to above it.

DNS IP Address MAC Address Operating System Open Ports Environment
DNS IP Address MAC Address Operating System Open Ports Environment
www.examplego77.com B 74.25.4.198 [ 3#1FEa57:50:00 B macos 1 6078 (iMAP) 0 production| 0
m Cancel

Software Risk Manager also allows you to delete existing normalized hosts. In the same drop down menu
that "Edit Host" appears, you will also see "Delete Host".

-

# Edit Host

@ Delete Host

Clicking on it will prompt you with a message detailing the consequences of deleting a host.
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Delete Host

Are you sure you want to delete this host? It may be re-created during
a future analysis if result data mentions it.

Cancel QEigeEEE

You may confirm the delete by clicking the "Delete" button. Clicking Cancel will bring you back to the Hosts
Table without deleting the host. Note that only the normalized host is deleted when clicking Delete. No host
information acquired from results during an analysis will be lost.

When creating or editing a host, you may end up introducing values for field-types that Software Risk
Manager considers "identifying". Identifying fields for Hosts are the FQDN, Hostname, NetBIOS Name, IP
Address, and MAC Address fields. If you introduce a value for an "identifying" field-type and it already exists
on a host in the current Host Scope, clicking on "OK" will cause the editor to expand to include two new non-
interactive tables.

FQDN NetBIOS Name IP Address MAC Address Operating System

www.example6395.com ﬂ

The following host:
FQDN NetBIOS Name IP Address MAC Address Operating System

Www.exampleﬁ%.com

is mergeable with the following existing hosts:

FQDN NetBIOS Name IP Address MAC Address Operating System
www.example6395.com example-749 29.50.7.165 D6:22:5E:BF:9E:7D Debian GNU
www.example6395.com example-4371 21.62.5.210 74:8F:CF:AD:B8:F6 Ubuntu

Merge? (If you hit cancel, you may resume editing but the new host won't be created.)

The first new table will show you the host you tried to add, and the second new table will show you all hosts
that already have some of the values for "identifying" field-types the host you tried to add has. Clicking
Merge will cause the host you tried to add to be joined together with the other hosts that shared values for
"identifying" field-types with that host. Clicking Cancel will bring you back to the editor and will not join the
host with any other hosts. Note that you will be unable to edit the host you're trying to add until you either
click Merge or Cancel.

Filtering Hosts

Software Risk Manager also allows you to filter the hosts that appear in the Hosts Table. Above the table,
you should see a text field.

Y  example-7 advanced £

FQDN NetBIOS Name
www.example6395.com example-749
www.example9179.com example-7469
www.example68s1.com example-7495
www.example1172.com example-7403
www.example1937.com example-7473
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This is the "Generic" filter. Any value provided here will be used to display only hosts for which at least one
field value for any of the field-types satisfies the filter defined by the provided value.

Clicking advanced, which is next to the "Generic" Filter, will bring up the Advanced Filters sidebar.

Advanced Filters clear all
T advanced &
FQDN
NetBIOS Name FQDN NetBIOS IP Address MAC Address Operating Open  Environment
Name System Ports
e www.example3944.com example- 22.70.0.113 F7:DD:F5:54:67:F4 Windows 67 Development ~
3072 10 (IMAP)
www.example7144.com example- 162.16.0.111 51:04:E4:35:21:C2  Windows 7 3303 Development =
MAC Address 8391 (HTTP)
www.example1154.com example- 72.36.3.216  95:09:AA:3B:6E:5D Windows 5241 Development ~
Operating System clear 882 10 (HTTPS)
Windows www.example4202.com example- 110.48.6.254 03:76:62:6D:80:39 Windows 7 106 Development =
7552 (HTTPS)
Open Port )
www.example6888.com example- 233.90.8.136 50:47:89:4B:91:E0 Windows 567 Development ~
626 10 (UDP)
Environment clear www.example381.com example- 66.46.7.136 6E:74:5F:22:68:8D Windows 7 5012 Development =
Development 1791 (HTTPS)
Associated Project www.example1172.com example- 38.33.3.145 BB:1E:C2:C6:44:2E Windows 8 3788 Development ~
7403 (IMAP)
www.example7086.com example- 252.55.3.231 6C:C6:CC:F4:9E:8D Windows 376 Development ~
136 10 (IMAP)

These filters are specific to a host field-type, and providing a value for any of these will display only hosts

in the table for which the specified value exists in the specified column for that host. Note that each filter
available will only filter by one value, so attempting to filter by multiple values for a particular field-type (or in
the "Generic" filter) won't work.

Visual Log

The Visual Log page provides a helpful Ul for certain events and errors that administrators might be
interested in for auditing purposes. It is important to note that the log file generated by a running Software
Risk Manager installation is not the same as the visual log. Most notably, arbitrary exceptions that appear in
the log file will typically not appear on the Visual Log page.

Click the "gear" icon in the header bar and select Visual Log to open the Visual Log page.
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Visual Log View =
Log Filter W hide filters
Include entries that are... clear New log data has become available. Click here to reload the log from the beginning
O Associated with any user
P I Analysis Failure 24 hoursago ¥
I Analysis Failure 24 hoursago ¥
AND I Analysis Failure 24 hoursago ¥
© Associated with any project I Analysis Failure 2daysago »
Associated with one of these projects
I Analysis Failure 2daysago P
AND I Analysis Failure 2daysago P
© Ofany type I Analysis Failure 2daysago P
B I Analysis Failure 2daysago »
I Analysis Failure 2daysago P
or... user-created Created local user with display name ken-test 3daysago »
I Analysis Failure 3daysago P
I Analysis Failure 3daysago P
I Analysis Failure 3daysago P
I Analysis Failure 3daysago P
I Analysis Failure 3daysago P
user-created Created local user with display name adam 3daysago »
user-created Created local user with display name eric 3daysago »
user-created Created local user with display name mahesh 3daysago »
user-created Created local user with display name shane 3daysago »
user-created Created local user with display name ben 3daysago »
Load more

For information on log messages and filters, see the following topics:
* Visual Log Messages
* Visual Log Filter

Visual Log Messages

An entry in the visual log contains several useful parts:

Expand/Collapse
Type Title Timestamp
I I I
failed-legin  Attempt from <localhost> as user admin 20 minutes ago v
|Attempt from <localhost> as user admin I— Body
Project: N/A Fr
User: adimin Identifying Info
1P Address: localhost
Login Method: codedx-web —Metadata
Reason: Incorrect password or authentication error
Dismiss
|
Actions

* Type is an identifier for the type of event that the entry describes. The entry's type can be used as a
filter criteria (explained below).

» Title is a brief description of the event.

« Timestamp indicates when the event happened. The default display mode for this is " ago”, but
hovering the mouse over the timestamp will reveal the precise date and time of the event.

« Expand/Collapse can be clicked to expand or collapse the log entry. By default, all log entries are
collapsed. You can actually click anywhere in the colored title area to expand or collapse the log entry.
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e Body a longer-form description of the event. In some cases, it may be the same as the title.

e Identifying Info points out the Project and User associated with the event, if applicable. For example, a
login attempt for a Software Risk Manager user would be associated with that user. An analysis failure
event would be associated with the Project for which the analysis failed.

e Metadata is unstructured information related to the event. In the example shown above, the IP Address,
Login Method, and Reason are all metadata specific to the f ai | ed- | ogi nevent type. Other event
types can (and typically will) have different metadata fields.

e Actions refer to the bar at the bottom of an expanded event, containing one or more buttons.

e The Dismiss button will cause the entry to become "dismissed," which will hide the event from view
by default when visiting the page later.

« The Retry button will be available for some error-type events, allowing users to retry whatever
process whose failure generated the log entry.

As noted in reference to the Timestamp, the visual log is ordered in reverse-chronological order, so that
the newest events will be at the top. As you scroll through the log, you'll eventually encounter a Load More
button that will load the next portion of the log. You can keep scrolling and clicking Load More until you
reach the end of the log (the earliest event). While you are on the Visual Log page, if new events happen,
rather than interrupting your view of the log by immediately appearing and altering the Ul, a notification will
appear at the top of the page, prompting you to reload the log.

Dismissed Entries

Clicking Dismiss on a visual log entry will "dismiss" it, sending it into a semi-ignored state.

Once a reload is triggered (e.g., by refreshing the page, clicking the "click to reload" prompt, changing filter
states, or changing view menu settings), dismissed entries will be hidden from view (assuming the Include
dismissed log entries setting in the View menu is switched off). The Include dismissed log entries setting

in the View menu can be toggled to show or hide dismissed log entries, causing them to appear with the
checkered background style.

Visual Log Filters

The Visual Log Page offers a filtering capability that allows users to easily select a subset of the log.

Log Filter
Include entries that are... clear

® Associated with any user

Associated with one of these users

AND
® Associated with any project
Associated with one of these projects

AND
Of any type
® Of one of these types

Or...

By default, the Log Filter section will contain a single blank filter block. Each filter block contains three
optional criteria:

* View only those log entries whose User is one of the users selected in the filter block.
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« View only those log entries whose Project is one of the projects selected in the filter block.
« View only those log entries whose Type is one of the types selected in the filter block.

For example, you could set a filter in order to only view f ai | ed- | ogi n events where someone attempted
to log in as the "admin" user.

Log Filter clear all T hide filters
Include entries that are... dlear failed-login  This is an example log 1 hour ago »
Aszociated with any user . - .
i b o failed-login  Attempt from <localhost> as user admin 1 hour ago »
® Associated with one of these users
failed-login' Attempt from <localhost> as user admin 1 hour ago »

admin
AND
® Associated with any project

Associated with one of these projects

AND
of any type
® Of one of these types

failed-login

Clicking the Or... button below the filter will add an extra filter block, allowing you to set alternate criteria. In
the example below, the filter will select f ai | ed- | ogi n events related to the "admin" user, OR any event
related to "Project A" and the "John Doe" user.

Log Filter clear all Y hide filters

Include entries that are... remove example This is an example |Og 32 minutes ago w

iated wi
Associated with any user This is just an example!

® Associated with one of these users . .
Project: Project A

<| admin User: John Doe
Example Metadata: hello

AND Further Example: show
® Associated with any project
Associated with one of these projects Dismiss
failed-login  This is an example log 1 hour ago
AND jira-auto-create-api-error. This is an example log 1 hour ago »
Of any type . - .
y failed-login Attempt from <localhost> as user admin 1 hour ago »
® Of one of these types
| failec-login failed-login  Attempt from <localhost> as user admin 1 hour ago ¥
or... remave

Associated with any user
® Associated with one of these users
<| John Doe
AND
Associated with any project
® Associated with one of these projects
< | Project A
AND
® Of any type
Of one of these types
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Note: Although all log types will be available for selection in the filter, those types may not always
be present in the log. For example, non-admin users will only be allowed to view log events that
are directly related to a project they manage, so they inherently won't be able to see f ai | ed-
| ogi n events, for example, because those events are never associated with projects. Also, the
successf ul -1 ogi n event is not recorded by default. See the Visual Log Configuration section in
the install guide to enable recording of that event type.

Webhooks

Webhooks will allow SRM to issue POST requests to an external resource when finding or triage statuses
are updated. Currently, webhooks are an API-only feature. Please see the Webhooks section of the API
guide for more detailed information on how to configure webhooks.

Once a webhook has been configured, anytime the triage or finding status has been updated for one or
more findings that belong to a project that matches a webhook configuration, a payload will be generated
and a POST request will be made. The payload is a json object with the following properties:

e trigger —The event that triggered this payload to be sent.

» reasons — Alist of reason objects detailing why the event was triggered. These objects may have the
following properties:

r eason — A short text describing the type of reason, can be one of the following: "analysis", "re-

correlation”, "archival”, "system", "user-action", or "jira-sync".

user — An object detailing the user that triggered this event. Contains the ID and name of the user.

Only available on "analysis", "re-correlation”, "archival", and "user-action" reasons.
anal ysi sl d — The ID of an analysis. Only available on "analysis" reasons.
i nput — The name of an analysis input. Only available on "archival" reasons.

acti on — A short text description providing context to the reason. Only available on "jira-sync",
"user-action”, and "system" reasons.

- findi ngs —Alist of finding objects. See the Finding Table Data endpoint in the API guide to view the
structure of the finding objects.

If a webhook is configured to use a secret, the requests made by SRM will contain the X- Si ghat ur e
header. The value of this header is generated by hashing the request json body using an HMAC hex digest.
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