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Software Risk Manager Plugins Guide

Software Risk Manager Plugins

There are a number of plugins available to make it easier to bring the power of Software Risk Manager
to other software development tools, including IDEs, CI/CD Build Systems, and open source Application
Security Testing tools. This guide includes instructions for installing and using these plugins.

Note: SAML authentication isn’t currently supported for Software Risk Manager plugins.

Jenkins

The Software Risk Manager Jenkins plugin integrates the Jenkins continuous integration platform with your
Software Risk Manager server. It allows you to push build results to your Software Risk Manager server as
part of the build process.

A Software Risk Manager project and an API key are required. The API key must have the cr eat e role for
the project.

This section of the Plugins Guide explains how to install and use the Jenkins plugin. For more information
you may visit the Official Code Dx Jenkins Wiki Page or our GitHub Repository. This plugin is open source
and we welcome community involvement.

Installation

The Software Risk Manager Jenkins plugin is available for installation through the Jenkins plugin
management page. You must be running Jenkins version 2.200 or later, or one of the LTS releases listed
here.
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Configure System
Configure global settings and paths.

Configure Global Security
Secure Jenkins; define who is allowed to access/use the system.

Reload Configuration from Disk
Discard all the loaded data in memory and reload everything from file system. Useful when you modified config

Manage Pluains
fdd, remove, disable or enable plugins that can extend the functionality of Jenkins. (updates available)

System Information
Displays various environmental information to assist trouble-shooting.

System Log
System log captures output from java.util.logging output related to Jenkins.

Load Statistics
Check your resource utilization and see if you need more computers for your builds.

=

s}
o
o

Jenkins CLI
Access/manage Jenkins from your shell, or from your script.

=

Script Console
Executes arbitrary script for administration/trouble-shooting/diagnostics.

\

Manage MNodes
Add, remove, control and monitor the various nodes that Jenkins runs jobs on.

Manage Credentials
Create/delete/modify the credentials that can be used by Jenkins and by jobs running in Jenkins to connect to :

About Jenkins
See the version and license information.

Manage COld Data
Scrub configuration files to remove remnants from old plugins and earlier versions.

FPrepare for Shutdown
Stops executing new builds, so that the system can be eventually shut down safely.

SRS

Job Configuration

The first thing you should do is configure your Jenkins Job to publish to Software Risk Manager. Instructions
for Freestyle and Pipeline projects are fairly similar; a note on configuring for Pipelines projects can be
found below.
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EI Status

<> Changes
= workspace

[> Build Now

E@] Configure

@ Delete Project

f Rename

This is accomplished on the configuration page by going to Post-build Actions (toward the bottom) and
selecting the Publish to Code Dx option from the Add post-build action button.

Y

Aggregate downstream test results

Archive the artifacts

Build other projects

Publish JUnit test result report

Publish to Code Dx

Record fingerprints of files to track usage

Git Publisher

E-mail Motification

Set GitHub commit status (universal)

Set build status on GitHub commit [deprecated)

Delete workspace when build is done

Add post=build action -~

You can use the new action to setup different options related to Software Risk Manager.

Publishing

The Server URL, Server API Key, and Code Dx Project fields are required for publishing. Ask your Software
Risk Manager administrator to generate the server API| key that has the cr eat e role for the project it needs
to interact with.
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= Publish to Code Dx

Server URL 7

[ http:/fhost.docker.internal:8080/srm

ﬂ HTTP is considered insecure, it is recommended that you use HTTPS.

Advanced

Server APl Key 7

api-key __cdx-dev-2024-12-0-1

+ Add

Code Dx Project

Specific Project

Project

ken-webgoat

It is highly recommended that you specify an HTTPS URL, since using HTTP is insecure. If you receive a
warning regarding an invalid certificate, refer to the section on self-signed certificates.

The Server APl Key must be stored in Jenkins as a "Secret Text" credential accessible to the Jenkins
project.
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Jenkins Credentials Provider: Jenkins

Add Credentials

Domain
Global credentials (unrestricted) v
Kind
Secret text s
Scope *?
Global {Jenkins, nodes, items, all child items, etc) ~

Once the Server URL and Server API Key fields are populated, the Code Dx Project dropdown can be used
to select the Software Risk Manager project which will receive analyses. This dropdown has the options
"Specific Project" and "Named Project".

The default option, "Specific Project", provides a simple dropdown for selecting an existing project in
Software Risk Manager. The exact, selected project will always be used when publishing results from the
job, even if the project is renamed.

The "Project Name" option allows you to specify a Software Risk Manager project by name. This must
resolve to exactly one SRM project when the Jenkins job runs, otherwise the job may fail.

The "Project Name" option also offers a "Auto-Create Missing Projects" field option, which allows the plugin
to create the project in Software Risk Manager if it does not yet exist. If using Software Risk Manager
version 2022.4.3 or later, the default branch for the new project will be set to the "Base Branch" (see below)
if specified. Note: The API Key must have either the "Administrator” or "Project Administrator” role to create
projects.

Code Dx Project

Project Mame w

Project Name

webgoat-1
éﬂ:. Found no matching projects, The job will fail if no project is matched and auto-create is disabled

Auto-Create Missing Projects 7
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The Source and Binary Files field allows you to identify the files in the job workspace for Software Risk
Manager to analyze. The format of this field is a comma-separated list of Ant glob file location patterns. You
can populate this list by specifying the files (relative to the workspace) that will be sent to Software Risk
Manager. By default, this field is set to ** (all files).

Source and Binary Files 7

LR

The Include Git Source option can be used to have Software Risk Manager download the latest content
from the Software Risk Manager project's configured Git source as part of the analysis. Bundled tools will be
ran on this content as usual.

You can use the field "Specific Branch Name" to change which branch is fetched. If left empty, the default
branch for the project will be used.

Include Git Source 7

Specific Branch Mame 7

In addition to generic listing formats, Software Risk Manager supports importing the results of more than
100 commercial and open source analysis tools. This importing feature is defined in the Jenkins plugin
through the Tool Output Files field, where you specify a comma-separated list of the paths and filenames of
each output file. These paths should be relative to the job workspace.

Tool Qutput Files 7

WebGoat/WebGoatToolOutput/webgoat.xml

Software Risk Manager users have access to the "First Seen by SRM" and "Last Modified" filters on
Software Risk Manager's Findings page. Each analysis in those filters can have an Analysis Name, which
is directly related to the Analysis Name field in Jenkins. The Analysis Name field lets you set a "name" for
each Software Risk Manager analysis published from Jenkins. You can use build/environment variables
to construct a different name for each analysis. For example, Bui | d #${ BU LD_NUMBER} creates

the analysis name "Build #26" for the 26th build of the project. You can construct links using a syntax
similar to markdown, i.e.,[li nk text] (link url). This also works with build variables: Bui | d [ #
${BUI LD_NUMBER}] ( $BUI LD_URL) . Some Jenkins plugins, like the Git plugin, provide "macros" which
allow for some additional customization. In this example, the analysis name will be set to the first eight
characters of the git commit hash: ${ G T_REVI SI ON, | engt h=8}. For more information about "macros",
see the Token Macro Plugin Wiki. Note: the analysis name feature is only supported by Code Dx versions
2.4.0 and up. If the server you plan to publish to is older than version 2.4.0, the analysis hame will be
ignored.

Analysis Mame 7

Build #${BUILD_NUMBER}
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The Target Branch and Base Branch options allow you to set which branch will be used when storing results
in the Software Risk Manager project. The Target Branch typically matches the branch currently checked
out in the Jenkins build, but this isn't a requirement. If the Target Branch is not defined, results will be stored
in the project's default branch.

If the Target Branch doesn't exist yet, it will be created in Software Risk Manager using the given Base
Branch as its parent. The Base Branch is only used for creating new branches, and can be left empty if the
Target Branch already exists.

The Target Branch and Base Branch fields only affect data storage within Software Risk Manager and
do not affect the Jenkins build. When Failure or Unstable conditions are configured in the Jenkins plugin,
findings will be fetched from the Target Branch to validate those conditions (or the default branch if
unspecified).

Note: while branching was added in Code Dx 2022.4.0, this plugin requires 2022.4.3 or later when using the
branching feature. If the server you plan to publish to is older than version 2022.4.3, the Target Branch and
Base Branch fields will be ignored.

Target Branch 7

${BRANCH_NAME}

Base Branch 7

main

The Error Handling field lets you change plugin behavior when an error occurs during communication with
the Software Risk Manager server. This behavior is applied if there are connection issues or the analysis
fails, but is not applied for configuration errors such as an invalid Software Risk Manager project.

Error Handling ?

Mark Build as Unstable

In the Advanced Options section, which is located at the bottom, you may specify source and/or binary
locations to exclude from the analysis.

Advanced Options

Advanced ~

Clicking the Advanced... button will allow you to enter the files you would like to exclude from the build.
These files are also Ant glob patterns.
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Advanced Options
Advanced -~

Excluded Scurce and Binary Files 7

Handling a Self-Signed Certificate

If the server hosting Software Risk Manager is using a self-signed certificate, you'll receive a warning:

Server URL 7

https://localhost/srm

Clicking the Advanced button will allow you to populate the Self-Signed Certificate Fingerprint field with
the SHAL1 fingerprint of the self-signed certificate used by the server. Contact your Software Risk Manager
administrator for the correct value. Or you can navigate to your installation of Software Risk Manager in a
browser, and obtain the fingerprint by following the instructions for your particular browser:

» Chrome: Click the lock icon or "Not secure" message next to the URL. If the connection is not secure,
click the "Certificate is not valid" section to display a pop-up window. Otherwise, if the connection is
secure, click the "Connection is secure" section and then the "Certificate is valid" section to display a
pop-up window. The SHA1 Fingerprint can be found near the bottom of the pop-up window.

» Edge: Click the lock icon or "Not secure" message to the left of the URL, click on the section
"Connection isfisn't secure”, and click the certificate icon at the top-right of the window. The SHA1
Fingerprint can be found near the bottom.

» Firefox: Click the lock icon next to the URL, click the section "Connection (isn't) secure”, and click the
More information button. In the new window, click the "View Certificate" button which will open a new
tab. The SHAL Fingerprint can be found in the "Fingerprints" section.

» Safari: Click the lock icon next to the URL, click Show Certificate, expand the Details section, and the
SHAL Fingerprint can be found near the bottom.

Once you have the correct fingerprint, populating the Self-Signed Certificate Fingerprint field will allow you
to proceed.
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Server URL 7

https://localhost/srm

Advanced A~ £ Edited

Self-Signed Certificate Fingerprint  ?

[ A40:1C:8B:A4:05:54:B 2:8B:9D:C1:23:7EAB:D1:5C:CA: 1 D:AB:CO: A3

Waiting for Analysis Results

When performing an analysis, the Jenkins Software Risk Manager publisher will zip up the specified
workspace files and send them to the Software Risk Manager server. By default, Jenkins will not wait for the
results of the analysis.

In some cases you will want to wait for the analysis to complete so you may consider the Jenkins job a
success or failure. To take this even further, a team may also want the resulting Software Risk Manager
analysis data to influence the state of the build. Additionally, you may want to see a summary of the
Software Risk Manager build and analysis results within Jenkins, including the resulting Software Risk
Manager tables and graphs. This is all possible by selecting the Wait for Analysis Results checkbox.

Wait for Analysis Results 7

Upon enabling this option, a new set of fields will be shown on the configuration page. These fields are
categorized into three sections: Policy Behavior, Build Failure Conditions, Build Unstable Conditions, and
Graph Options.

Policy Behavior

The Software Risk Manager Jenkins plugin can check the project for policy violations after the analysis
has completed and then change the build result if there were violations. For a policy violation to affect the
Jenkins plugin, the violations must meet the following conditions:

1. Be associated with the Software Risk Manager project

2. Have at least one rule where the action is set to "Break build"
3. Meet the "fix by" criteria of that policy rule

4. Have a violation of that specific rule

The "'Break build' Action" field allows you to change the build result that is used when the conditions listed
above are met. However, when set to "No Action," the plugin will not check for policy violations.

See the section on Policy Configuration in the Software Risk Manager User Guide for more information.
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Note: the Policies feature is only supported by Code Dx versions 2023.1.0 and up. If the server you plan to
publish to is older than version 2023.1.0, the field will be ignored.

Paolicy Behavior

'‘Break build* Action ¥

hark Build as Failed W

Build Failure Conditions

The Build Failure Conditions section allows you to configure the requirements upon which the build will be
considered a failure. It is important to note that not all findings will be included in this check. By default,
only findings with a status of Assi gned, To Be Fi xed, Reopened, and Unr esol ved will be considered.
To only check findings created during the current build, you can select the Only Consider New Findings
checkbox.

Build Failure Conditions
Severity 7

MNone
Only consider new findings., 7

The severity dropdown specifies the range of severities that will cause the build to fail. That is, the build will
be considered a failure if one or more findings are detected with the selected severity range.

Severity *?

Info or Higher
Low or Higher
Medium or Higher
High or Higher
Critical

Build Unstable Conditions

The Build Unstable Conditions section is identical to the previous section, but configures the requirements
upon which the build will be considered unstable. The severity dropdown has the same options as the Build
Failure Conditions section.
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Build Unstable Conditions

Sevearity 7

MNone

Only consider new findings., 7

Graph Options

The Software Risk Manager Jenkins plugin will show some helpful graphs on the Job and Build pages when
the Wait for Analysis Results option is enabled. The number of datapoints in these graphs is configurable
using the Number of Builds in Graph field. To show an unlimited number of datapoints, set this field to a

value less than 2.

Graph Options

Mumber of Builds in Graph

Any value less than 2 means unlimited.

0

Configuring for Pipelines
When configuring your Pipeline project, use the Snippet Generator to easily create a command.

In older versions of Jenkins this can be found at the bottom of the Configuration page for the project.

Snippet Generator ()
Steps
Sample Step step: General Build Step v
|\rf}:\_|
Build Step  pypjish to Code Dx v

In newer versions, it's labeled as "Pipeline Syntax" in the menu on the left, containing other project options.
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Jenkins Test ~
- -
ﬁ‘ Back to Dashboard PI pellne Test
";'_;} Status [#add description
>
= Changes
EEANT
- i " Recent Changes
59 Build Now
‘* Configure .
Stage View

(¥ Delete Pipeline

Na data available. This Pipeline has not yet run.
Q} Full Stage View

+ Rename

Permalinks
O Pipeline Syntax

Build History trend A

find ad P

3 Atom feed for all
3 Atom feed for failures

REST API Jenkins 2.249.1

Set the "Sample Step" to "step: General Build Step"”, and change "Build Step" to "Publish to Software Risk
Manager".

Once selected, you will be given the same configuration options as listed in the previous sections. Behavior
of the Pipeline plugin is the same as the Freestyle one. Customize these options as necessary and click
"Generate Pipeline Script" to create a snippet you can use in your pipeline.

Analysis Results

If the Software Risk Manager Jenkins plugin is configured to wait for analysis results before allowing the
build to complete, it will also show tables and charts on the Job and Build pages.

Finding Tables

The Job and Build pages will display tables that provide a summary of the findings.

These tables show the number of findings for each severity and status. A delta between the current build
and previous build will also be shown, if applicable.

Under the tables there is a link to view the latest results within the Software Risk Manager application.
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Finding Graphs

The Job page will show graphs of the findings according to severity and status.

TeamCity

The Software Risk Manager TeamCity plugin integrates the TeamCity continuous integration platform with
your Software Risk Manager server. It allows you to push build results to your Software Risk Manager
server as part of the build process.

A Software Risk Manager project and an API key are required. The API key must have the cr eat e role for
the project.

This section of the Plugins Guide explains how to install and use the TeamCity plugin. For more information
you may visit our GitHub Repository. This plugin is open source and we welcome community involvement.

Installation

For instructions on how to install the Software Risk Manager TeamCity plugin, please see TeamCity's official
documentation.

The plugin is available on GitHub and TeamCity's plugin marketplace.

Configuration

After installing the plugin, the next step is to add a Software Risk Manager Build Step to your project.
Navigate to the "Build Steps" page for your project and click the "Add build step” button. The "New Build
Step" page will display and a dropdown will ask you to "Choose build runner type". After selecting the "Code
Dx" option, the configuration fields will display.

Publishing

The Code Dx URL, API key, and Project fields are required for publishing. Ask your administrator to
generate an API key that has the cr eat e role for the project it needs to interact with.

Once the Code Dx URL and API key fields are populated, the Project dropdown will automatically list the
projects available to the API key. If you receive a warning regarding an invalid/untrusted certificate, refer to
the section on self-signed certificates.

The Source and binary field allows you to identify the files in the job workspace for Software Risk Manager
to analyze. The format of this field is a comma-separated list of Ant glob file location patterns. You can
populate this list by specifying the files (relative to the workspace) that will be sent to Software Risk
Manager.

Source and binaries:

Files relat priing dir Zip and upload to Code D Se

[1¢]

o ot o B

The Files to exclude field is an advanced option that can be displayed by clicking "Show advanced options"
near the bottom of the page. This field allows you to specify files to omit in the source and binaries zip file
that is uploaded to Software Risk Manager. Ant glob file location patterns are also supported.

Files to exclude

T
[1¢]
w
[1=]
=]
[1¢]
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Software Risk Manager supports importing the results of more than 70 commercial and open source
analysis tools, in addition to generic listing formats. This feature is supported in the TeamCity plugin via the
Tool output files field, where you specify a comma-separated list of paths and filenames of each output file.

Tool output files:

T]
[17]
i
[1:]
[=k]
[47]
=]

¥
[1¢]
=]

]

=]
1
18]
£
=2
F;
I

The Analysis Name field allows you to name the analyses performed by TeamCity. You can find the
analysis names on the "First Seen by SRM" and "Last Modified" filters on Software Risk Manager's
Findings page. You can use build/environment variables to construct a different name for each analysis. For
example, Bui | d #%bui | d. nurber %creates analysis name "Build #26" for the 26th build of the project.
Clicking the icon next to the input control will list possible values for parameter references. You can also
construct links using a syntax similar to markdown, i.e., [l i nk text] (link url).

Analysis name:

Handling a Self-Signed Certificate in TeamCity

If the server hosting Software Risk Manager is using a self-signed certificate, you'll receive a warning:

Code Dx URL: https://localhost: 444/ codedx
The Code D URL where the files will be sent for analys
APl key: 788%96c7b-6c4b-4139-a9f3-flc3al95afaf

The 55L Certificate presented by the server is invalid. If this iz

SHA1 fingerprint:

u]
[1¢]

11
1€}

=
[1¢]
=3
L=}
[3¢1
47}
=
[aF]
L
42}
ik}
[=]
77
3¢}

from the fingerorint. it sho

Clicking Show advanced options will allow you to populate the Self-Signed Certificate Fingerprint field with
the SHAL1 fingerprint of the self-signed certificate used by the server. Contact your Software Risk Manager
administrator for the correct value. Or you can navigate to your installation of Software Risk Manager in a
browser, and obtain the fingerprint by following the instructions for your particular browser:

» Chrome: Click the lock icon next to the URL, choose the Connection tab and follow the link for
"Certificate Information"”. Expand the "Details" section; the SHA1 fingerprint is near the bottom.

» Firefox: Click the lock icon next to the URL, choose the Security tab, and click the View Certificate
button. The SHA1 Fingerprint should be at the bottom of the resulting window.

» Safari: Click the lock icon next to the URL, click Show Certificate, expand the Details section, and the
SHAL1 Fingerprint can be found near the bottom.

» Internet Explorer: Click on the Certificate Error text to the right of the URL, select the Details tab, and
find Thumbprint and Thumbprint algorithm fields. Ensure that the value of the Thumbprint algorithm field
is "shal" and use the value of the Thumbprint field.

Once you have the correct fingerprint, populating the Self-Signed Certificate Fingerprint field will allow you
to proceed.
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Waiting for Analysis Results

When performing an analysis, the TeamCity build runner will zip up the specified workspace files and send
them to the Software Risk Manager server. By default, TeamCity will not wait for the results of the analysis.

In some cases, you will want to wait for the analysis to complete so you may consider the TeamCity job a
success or failure. To take this even further, a team may also want the resulting Software Risk Manager
analysis data to influence the state of the build. Additionally, you may want to see a summary of the
Software Risk Manager build and analysis results within TeamCity, including the resulting Software Risk
Manager tables. This is all possible by selecting the Wait for results checkbox.

Wait for results: Ld

Upon enabling this option, the fields below will be enabled.

Report archive name:

Flease provide a unique and static name for the report a
e report tab will not displa
Fail build on severity: Meadium or higher v

Only fail on new findings: =

The Report archive name field allows you to name the build artifact that the build runner produces. The
artifact is a zip archive that contains an HTML file. This zipped HTML file can be used to configure a build
report tab. The build report tab will display the build statistics tables. If this field is left blank, the build artifact
will not be generated.

I77]

Report archive name: |

u
=k}
=
[4=]
=]

=

=
(1]
[1%]
=}
=]
pak]

The Fail build on severity field allows you to have the build marked as "failed" if Software Risk Manager
reports your project contains findings that match the chosen option. This field is defaulted to "None" and the
build step will finish upon successfully uploading all files to Software Risk Manager. If a different option is
selected, the build step will not finish until the analysis is complete.

Fail build on severity: Mone v

The Only fail on new findings option, when checked, means that the build will only be marked as failed if
new findings that match the Fail build on severity option are reported.

Only fail on new findings:
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Analysis Results

If the Software Risk Manager TeamCity plugin is configured to wait for analysis results, and a name has
been provided to the Report archive name field, you can configure a build report tab for your TeamCity
project.

To create a build report tab for Software Risk Manager in TeamCity, please follow these steps:

1. Configure the Software Risk Manager build runner so that it waits for analysis results

2. Fill out the Report archive name field

3. Run the build

4. On the Edit Build page, add the build artifact to your build artifact paths. The name of the zip archive
should match the configured Report archive name

5. On the Edit Project page, navigate to the Report Tabs section

6. On the Report Tabs section, click the Create new build report tab button

7. Inthe dialog that opens, fill out the Tab Title field

8. In the Start page field, enter the path to the report. This will look something like [report-archive-

name].zip!codedx-teamcity-report.html
9. Click the Save button
10. Run a new build

The report tab will appear on the Build Results page. It contains a link and tables. Clicking the link will open
the latest results within the Software Risk Manager application. The tables show the number of findings for
each severity and status. If applicable, a delta between the current build and previous build is included.

Bamboo

The Software Risk Manager Bamboo plugin integrates the Bamboo continuous integration platform with
your Software Risk Manager server. It allows you to push build results to your Software Risk Manager
server as part of the build process.

A Software Risk Manager project and an API key are required. The API key must have the cr eat e role for
the project.

This section of the Plugins Guide explains how to install and use the Bamboo plugin. For more information
you may visit our GitHub Repository. This plugin is open source and we welcome community involvement.
Installation

For instructions on how to install the Software Risk Manager Bamboo plugin, please see Atlassian's official
documentation.

The plugin is available on GitHub.

Configuration

After installing the plugin, the next step is to add a Software Risk Manager Scan Task to your project.
Navigate to the "Edit Build Tasks" page for a job for your project and click the "Add task" button. After
selecting the "Code Dx Scan Task" option, the configuration fields will display.
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Publishing

The Code Dx URL, API key, and Project fields are required for publishing. Ask your administrator to
generate an API key that has the cr eat e role for the project it needs to interact with.

The first thing that should be set up are the Software Risk Manager Server Settings.

Code Dx APl URL"

(2

Code Dx API key"

(2

Self-signed certificates can also be set up here. If using self-signed certificates, please refer to the section
on self-signed certificates. Otherwise, the field may be left blank.

Once the Code Dx URL and API key fields are populated, Click the Refresh Projects button next to the
Project dropdown.
Code Dx Project’

J] Refresh Projects

This will populate the list with the Software Risk Manager projects available to the given API key.

The Source and Binary Files field allows you to identify the files in the job workspace for Software Risk
Manager to analyze. The format of this field is a comma-separated list of Ant glob file location patterns. You
can populate this list by specifying the files (relative to the workspace) that will be sent to Software Risk
Manager.

1 1 *
Source and Binary Files

- 9

The Excluded Source and Binary Files field allows you to specify files to omit in the source and binaries zip
file that is uploaded to Software Risk Manager. Ant glob file location patterns are also supported.

Excluded Source and Binary Files

(2

Software Risk Manager supports importing the results of more than 70 commercial and open source
analysis tools, in addition to generic listing formats. This feature is supported in the Bamboo plugin via the
Tool Output Files field, where you specify a comma-separated list of paths and filenames of each output file.

Tool Output Files

(2

The Analysis Name field allows you to hame the analyses performed by Bamboo. You can find the analysis
names on the "First Seen by SRM" and "Last Modified" filters on Software Risk Manager's Findings page.
You can use build/environment variables to construct a different name for each analysis. For example,

Bui | d #${banboo. bui | dNunber } creates analysis name "Build #26" for the 26th build of the project.
For information on what environment variables are available, see Bamboo variables.
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Analysis Name'

Bamboo Analysis ©

Handling a Self-Signed Certificate in Bamboo

If the server hosting Software Risk Manager is using a self-signed certificate, you'll have to do some
configuration or the connection to Software Risk Manager will be refused:

;

Connection refused. Please confirm the

Code Dx Project’

URL is correct and the Code Dx server
is running.

Bamboo needs to know that your Software Risk Manager server is trusted. Populate the Self-Signed
Certificate Fingerprint field with the SHAL1 fingerprint of the self-signed certificate used by the Software Risk
Manager server. Contact your Software Risk Manager administrator for the correct value. You may also
navigate to your installation of Software Risk Manager in a browser, and obtain the fingerprint by following
the instructions for your particular browser:

e Chrome: Click the lock icon next to the URL, choose the Connection tab and follow the link for
"Certificate Information”. Expand the "Details" section; the SHAL1 fingerprint is near the bottom.

» Firefox: Click the lock icon next to the URL, choose the Security tab, and click the View Certificate
button. The SHA1 Fingerprint should be at the bottom of the resulting window.

» Safari: Click the lock icon next to the URL, click Show Certificate, expand the Details section, and the
SHAZ1 Fingerprint can be found near the bottom.

» Internet Explorer: Click on the Certificate Error text to the right of the URL, select the Details tab, and
find Thumbprint and Thumbprint algorithm fields. Ensure that the value of the Thumbprint algorithm field
is "shal" and use the value of the Thumbprint field.

Once you have the correct fingerprint, populating the Self-Signed Certificate Fingerprint field will allow you
to proceed.

Waiting for Analysis Results

When performing an analysis, the Bamboo build task will zip up the specified workspace files and send
them to the Software Risk Manager server. By default, Bamboo will not wait for the results of the analysis.

In some cases, you will want to wait for the analysis to complete so you may consider the Bamboo build a
success or failure.

Wait for Analysis Results )
Upon enabling this option, the fields below will appear.

Build Failure Severity

None 7]

Only Consider New Findings

The Build Failure Severity field allows you to have the build marked as "failed" if Software Risk Manager
reports your project contains findings that match the chosen option. This field is defaulted to "None" and the
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build step will finish upon successfully uploading all files to Software Risk Manager. If a different option is
selected, the build step will not finish until the analysis is complete.

Build Failure Severity

None N 2

The Only Consider New Findings option, when checked, means that the build will only be marked as failed if
new findings that match the Build Failure Severity option are reported.

Only Consider New Findings Q

Software Risk Manager Server Defaults

If your team uses one Software Risk Manager server for multiple projects, it may be worth setting up
defaults for that server. This will make it easier in the future to create new Bamboo tasks that publish to
that server. You may set defaults by clicking on the Code Dx Pl ugi n link in the ADD- ONS section of the
Banmboo admi ni strati on.

Server Details

Default Code Dx API" o
URL

Default Code Dx API" (7]
key

Default Self-Signed o
Certificate
Fingerprint

Here, you may set defaults for the Software Risk Manager URL, API key, and optionally the self-signed
certificate fingerprint.

Once configured, you may opt to use the default server in your task configuration.
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Code Dx Server Settings

Use Default Code Dx Settings @)

Code Dx APl URL"

@

Code Dx API key"

(2

Self-Signed Certificate Fingerprint

@

Eclipse

The Software Risk Manager Eclipse plugin streamlines the use of Software Risk Manager within the Eclipse
IDE. Developers can push out new builds for Software Risk Manager analyses and the results can be
viewed from within the IDE.

A Software Risk Manager project is required. To allow users access to the project, they must be assigned to
the project where the user roles are consistent with those within Software Risk Manager.

This section of the guide explains how to install and use the Eclipse plugin. For more information you may
visit the Eclipse Marketplace.

This plugin supports the Eclipse versions Neon and later.

Installation

The Eclipse plugin is installed through the usual plugin installation method. Navigate to Help -> Install New
Software. Then click the Add button to add a new update site.

Enter Code Dx for Name. Enter https://eclipse.codedx.com/ for Location.
Then click OK.

Select the Code Dx plugin and continue with the wizard in order to complete the plugin installation process.

Configuration

To configure the Eclipse plugin, you can either navigate to Window -> Preferences and select Code Dx, or
you can navigate to Code Dx -> Configure. These methods will result in the same preferences section being
shown.
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| Mew Window
Mew Editar

Open Perspective

Show View

Customize Perspective...
Save Perspective As...
Reset Perspective...
Close Perspective

Close All Perspectives

Mavigation

| [5] show Findings

Preferences

Software Risk Manager Plugins Guide ¢ Eclipse

Window Help

£l Run Analysis..  Ctrl+Shift+D

£} Configure

To configure the Eclipse plugin, provide the Server, Username, and Password. Enter the URL of the
Software Risk Manager server in the Server field. Enter your Software Risk Manager log in credentials in
the Username and Password fields. Verify the Software Risk Manager plugin can communicate with the
Software Risk Manager server by clicking the Test Connection button. A message will appear indicating a
successful connection or explaining why the connection failed.
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. .
O Prefere e o | 5 o
| type filter text ' | Code Dx v v ow

» General
& Ant Connection

Code Dx Server: http://localhost/ codedy
Code Recommenders

Help Username:  admin

Install/Update Password: essess

]
JavaScript

Mawven

Mylyn Restore Defaults ] ’ Apply ]

Run/Debug
Teamn
Validation
WindowBuilder
[ XKML

e v v

=

@ [ ok [ Cconcel

S

Views

The Eclipse plugin provides two main views: the Code Dx Findings View and the Code Dx Finding Details
View. Both of these are available by navigating to Window -> Show View -> Other.
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[ Window | Help
Mew Window -t 5w o
Mew Editor
olMatriz.java ( menu_system.js &4
Open Perspective P lz.moved=false;wait{elao);?
Show View | & Ant
Customize Perspective.., Bl | Code Dx Findings
Save Perspective As... B Console Alt+Shift+Q, ,
e @ Declaration Alt+Shift+Q, D
e LT @ Javadoc Alt+5hift+Q, |
Close All Perspectives & |Navigator
B=  Qutline Alt+5hift+Q, 0§
Navigation g £ Package Explorer Alt+5hift+Q, P ;
Preferences [£/  Problems Alt+Shift+Q, X
i (m[x & Progress !
e=MM_ PD Project Explorer ;
if(lg = . i
et 1 Search Alt+Shift+Q, 5 E
if(dog « Tasks i
f';;ﬁ; [F2  Templates ;
if(j4 T2 TypeHierarchy Alt+Shift+Q, T
w=get E
eval( Cther... Alt+Shift+Q, Q  §
A sama

The views will be located under the Code Dx folder.
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-
= Show View

e )

type filter text

» = General

s (= Ant

4 [~ Code Dx
Oy Code Dx Finding Details
D Code Dx Findings

> = Debug

» = Help

s = lava

> [ lava Browsing

» = Teamn

Findings View

This view displays the findings from the selected project. There are three sections: the findings table, the
summary area, and a toolbar.

D Code DxFindings &3
WebGeat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

Eas

0 Tool Rule

|I| a5 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection SCL Injection

Lt| a6 SpotBugs / Security / Find Security Bugs Plugin / Potential Path Traversal (file read) Path Traversal

|:| ar SpotBugs / Bad practice / Method ignores exceptional return value Return Yalue

|I| a8 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered ...  Path Traversal

|I| a9 PMD / Design / Ensure resources are closed after use Rescurce Management
|I| 90 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection SCL Injection

|I| 0 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered ... Path Traversal

|I| 92 PMD / Design / Ensure resources are closed after use Rescurce Management
|I| 93 2 results from PMD, SpotBugs Resource Management
|I| 94 SpotBugs / Security / Monconstant string passed to execute() or addBatch methed on.. 50L Injection

The table has columns for many of the finding properties such as:

e Severity (shown using severity icons)

26 » Software Risk Manager Documentation (v2025.9.4)



Software Risk Manager Plugins Guide ¢ Eclipse

« ID

* Tool
* Rule
« CWE

* Codebase Locations
e Status

The table can be sorted by any of these columns except the Tool column. Right-clicking on a row provides a
context menu for performing actions on the selected finding.

The summary area is located above the table. It provides the project name, the total number of findings, and
the number of findings for each severity category.

Dy Code DxFindings 33
WebGoat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

The toolbar buttons include (from left to right) the ability to switch Code Dx projects, show details of a
finding, show remote source code residing on the Code Dx server, show only findings assigned to you,
filter by status, change status, synchronize the Eclipse Package Explorer view with the table contents, and
refresh the table.

S _:;-4

1

By

Q d | ik |l[hange Status... v]
Switching Code Dx Projects

The table of findings can easily be changed to show the results of different Code Dx projects. This is done
using the following toolbar button:

QM | % |[Change5tatu5... > G |

A dialog is displayed after you click the Select a Project button. Note that only the projects accessible to
your user credentials (provided during configuration) will be shown in this dialog.
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-
B Select Project [ | = |$J

Select a Project:

Enter filter text

Project 2
Test Project
WebGoat

| ok || cancel

Showing Source Code for a Finding

You can view and edit the local source code for a finding by double-clicking on it, or by right-clicking on
the selected finding and choosing Show Finding in the context menu. The editor view will open with the
associated source code. If there is a line number for the finding, the editor will automatically scroll to that
location.

D Code DxFindings &3
WebGeat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

s

0 Tool Rule
|I| a5 SpotBugs / Security / Find Security Bugs Plugin / Petential JDBC Injecticn S0L Injection
I_tl a6 SpotBugs / Security / Find Security Bugs Plugin / Potential Path Traversal (file read) e
m ar SpotBugs / Bad practice / Method ignores exceptional return value ST T
|I| a3 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered (L Show Finding Details
|I| 29 PMD / Design / Ensure resources are closed after use [] Show Remote Source
|I| 90 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection Status
|I| 91 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tarnpered ...
|I| 92 PMD / Design / Ensure resources are closed after use Resource Management
|I| 93 2 results from PMD, SpotBugs Resource Management
rY

94 SpotBugs / Security / Monconstant string passed to execute() or addBatch methed on.. 50L Injection
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Showing Finding Details

The details of a finding can be viewed by selecting a row in the table and either using the toolbar button or
the context menu of the row.

D Code DxFindings 3
WebGeat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

Eas

D Tool Rule

a5 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection SCL Injection
&b SpotBugs / Security / Find Security Bugs Plugin / Potential Path Traversal (file read)
ar SpotBugs / Bad practice / Method ignores exceptional return value

Show Finding

] SpotBugs / Security / Find Security Bugs Plugin / The filenarne read can be tamperec Q Show Finding Details
K]

Show Remote Source

) PMD / Design / Ensure resources are closed after use

90 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection Status

91 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered ... Path Traversal

92 PMD / Design / Ensure resources are closed after use Rescurce Management
93 2 results from PMD, SpotBugs Resource Management

OLLSLSESESESIN LS

94 SpotBugs / Security / Monconstant string passed to execute() or addBatch methed on.. 50L Injection

Showing Remote Source

It is sometimes useful to see the current version of a source file on the Code Dx server. For example, if the
code local to eclipse is different from the remote code. This can be done by selecting a row in the table and
either using the toolbar button or the context menu of the row.

D Code DxFindings 3
WebGeat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

D" Tool Rule
a5 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection SCL Injection
&b SpotBugs / Security / Find Security Bugs Plugin / Potential Path Traversal (file read) B '

Show Finding
Show Finding Details

ar SpotBugs / Bad practice / Method ignores exceptional return value
aa SpotBugs /[ Security / Find Security Bugs Plugin / The filename read can be tampered Q

a9 PMD / Design / Ensure resources are closed after use 4] Show Remote Source

90 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection Status

91 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered ... Pathrraversar
92 PMD / Design / Ensure resources are closed after use Rescurce Management

93 2 results from PMD, SpotBugs Resource Management

OLESLSESEIESINE LY

94 SpotBugs / Security / Monconstant string passed to execute() or addBatch methed on.. 50L Injection

The file will be downloaded from the Code Dx server and displayed in a read-only editor.
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=

[Code Dx] MaliciousFileExecution.java &3

1 package org.owasp.webgoat.plugin;

2

3% import org.apache.commons.fileupload.FileItem;[]

26

DT JEEE R R KK FFFFFFEF I I IR E R R AR R KRR R I FFEFFEFFFEEEEEEEERE RS
/

28
29
3@
31
32
33
34
35
36
37
38
39
40
a1
42
43
A4
a5
46
47
43
49
50

H

# O O ¥ O # O O # OH ¥ O O OF OH O OH OH R O R OH K

L)

This file is part of WebGoat, an Open Web Applicaticn Security Project
utility. For details, please see http://www.owasp.org/

Copyright (c) 2882 - 28814 Bruce Mayhew

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License as published by the Free Software
Foundation; either wersion 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT
ANY WARRANTY; without ewven the implied warranty of MERCHANTABILITY or FITMESS
FOR A PARTICULAR PURPOSE. See the GNU General Public License for more
details.

You should have received a copy of the GNU General Public License along with
this program; if not, write to the Free Software Foundaticn, Inc., 59 Temple

Place - Suite 33@, Boston, MA 82111-1387, USA,

Getting SOUrCE —=============

The title of the editor will be marked with a [ Code Dx] label before the filename so that it can be
distinguished from local source.

Filtering Findings

The table can be filtered to show only the findings that are assigned to you (left button) and to hide findings

that have a status of | gnor ed, Fal se Positive,Fi xed, Gone and M ti gat ed (right button).

| Q| % ? Change Status... v | ‘5 | o

Changing the Status of Findings

You can change the status of a single finding or a group of findings. First select the finding(s) then use
either the Change Status dropdown located on the toolbar or the Status option in the context menu.
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D Code DxFindings 3
WebGeat (4,100 findings: 1,045 high, 577 medium, 1,212 low, 1,266 info)

Eas

0 Tool Rule
|I| a5 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection SCL Injection
I_tl a6 SpotBugs / Security / Find Security Bugs Plugin / Potential Path Traversal (file read) Dakh, Trouearcal
[a] 87 SpotBugs / Bad practice / Method ignores exceptional return value Show Finding
|I| aa SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered 1 Show Finding Details
|I| 29 PMD / Design / Ensure resources are closed after use ] Show Remote Source
|I| 90 SpotBugs / Security / Find Security Bugs Plugin / Potential JDBC Injection Stabus
|I| 91 SpotBugs / Security / Find Security Bugs Plugin / The filename read can be tampered .. —roorroverzar
|I| 92 PMD / Design / Ensure resources are closed after use Rescurce Management
|I| 93 2 results from PMD, SpotBugs Resource Management
|I| 94 SpotBugs / Security / Monconstant string passed to execute() or addBatch methed on.. 50L Injection
|I| 95 2 results from PMD, SpotBugs Rescurce Management
|I| 5] SpotBugs / Security / Monconstant string passed to execute() or addBatch method on...  S0L Injection
|: a7 SpotBugs / Bad practice / Method ignores exceptional return value Return Yalue
|: ] SpotBugs / Performance / Method invokes inefficient Murmnber constructor; use static., -

Sync and Refresh

The Sync button is situated to the immediate right of the Change Status dropdown and is used in
conjunction with the Package Explorer view and editors. With the button enabled, just click a file in the
Package Explorer and the table will display only those findings associated with the selected file. Selecting
an editor window of an open file will do the same.

The Refresh button is located to the right of the Sync button. It is used to refresh the table with the findings
on the Code Dx server.

m| Q| ik w IChangeStatus,.. - E

=

JCr

Finding Details View

The Finding Details view shows a minimal version of the Finding Details page in the Code Dx application. If
you have the updat e role for a project, you can change the status of a finding in that project and post to its
activity stream.
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Projects » WebGoat » Finding 86 Path Traversal detected by SpotBugs

First seenon 06/14/2018 32 findingsin thisfile 54 similar findings in this project Medium severity
CWE 22 - Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') [ CWI

Status o
Description
& Brian i
Activity Stream Evidence (1)
‘ SpotBugs [ Security [/ Find Security Bu
VSl Clear Write comments with Markdown Detection Method: Static Analysis
Location: WEB-INF/classes/org/owasp/w
Assigned to Brian by admin Tool: SpotBugs
© minutes ago Tool Category: SECURITY
Status set to Unresolved by admin Tool Code: PATH_TRAVERSAL_IN
28 minutes 290 CWE: 22 - Improper Limitation of a Pathn
Created during an analysis by admin Severity: Medium
about an hour ago Tool Rule Description: show more

Contextual Description: show more

The toolbar contains a Sync button. When enabled, selections in the Findings table will automatically update
the information in the Finding Details view.

Dy Code Dx Finding Details i3 = H

Markers

The Software Risk Manager Eclipse plugin automatically adds source code markers to help you determine
the location of the findings within the code.
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| BecessControlMatrixjava 52

e FEE:

5

* @Gets the title attribute of the AccessControlScreen object
S

* @return The title value

*
/
o public String getTitle()
return ("Using an Access Control Matrix™);
// private final static Arraylist userlist = new ArraylList(Arrays.asList(users));
ff private final static Arraylist resourcelist = new ArraylList(Arrays.asList(resources));
ff private final static Arraylist rolelist = new ArraylList(Arrays.asList(roles));
8 IET]
¢
* Please do not ever implement an access control scheme this way! But it's not the worst I
* seen.
*
* f@param user
* Description of the Parameter
* [@param rehuurce
* Descripticon of the Parameter
* f@return The allowed value
e

!

- private boolean isAllowed(String user, String resource)

1
List roles = getRoles(user};
List resources = getResources(roles);
return (resources.contains(resource));
b
&8 F public Element getCredits()
1
£ return super.getCustomCredits("", ASPECT . LOGDY:
1

There are markers in both the left and right gutters. The markers in the left gutter use the Software Risk
Manager severity icons to show the highest level severity on the given line. The markers in the right gutter
show the findings throughout the entire file.

The context menu on the marker will show a submenu for each finding on the given line.
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LR S

1o P B S Iy L i
® Toggle Breakpoint Ctrl+Shift+B
g Toggle Breakpoint Enablement - SetResul roe b0
Go to Annotation D =1t -Firsi() — true))
3950 - PMD: SQL Injection (CWE 89) 3 Q Show Finding Details Datal);
A Pk ] Show Remote Source resultstetabata));
Add Task... Status L Fixed
Mitigated
v Show Quick Diff Ctrl+Shift+Q Bli. get("NoResultsMatched”)). Ignored

Show Annotation

v Show Line Mumbers

Falze Positive

. Ldified Unresohed
Folding ¥ Eement.executeQuery("SELECT Escalated
Preferences... talary = target results.get! _——

) ] Dwylan
Breakpoint Properties... inning gquery, salary for tar
- Ken
3@ target_results = target_statement.executeQuery("SELECT Phil
31 target results.first(); i
32 String after_salary nontarget salary = target_results.g

Running an Analysis

If you have the cr eat e role on a Software Risk Manager project, you have the ability to perform Software
Risk Manager analyses on that project from within the Eclipse IDE. Just select the Run Analysis option from
the Code Dx menu.

[ Code Dx | Window Help
£l Run Analysis..  Ctrl+Shift+D

Show Findings

I} Configure

When the dialog is displayed, select the Software Risk Manager project from the dropdown, the Eclipse
projects from the list, and click Run.
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-

& ESSEEE=)

Run Analysis

(i) Please choose the desired Code Dx project and Eclipse projects.

Code Dx Project: [Webﬁoat -

Eclipse Projects: Workspace
WebGoat

Run ] ’ Cancel

b

An Eclipse job is created and the progress is displayed in the bottom right corner of the IDE. This will create
a zip file containing all local source code from the configured project and send it to be analyzed by Software
Risk Manager. The Findings table will automatically be updated upon completion of the analysis.

Visual Studio

The Code Sight plugin streamlines the use of Software Risk Manager for developers by allowing them to
push out new builds for analysis and view analysis results from within the Visual Studio IDE.

A Software Risk Manager project is required. To allow users access to the project, they must be assigned to
the project where the user roles are consistent with those within Software Risk Manager.

For information on how to install and use the Code Sight plugin, please refer to the Code Sight
documentation.

Visual Studio Code

The Code Sight plugin streamlines the use of Software Risk Manager for developers by allowing them to
view analysis results from within the Visual Studio Code IDE.

A Software Risk Manager project is required. To allow users access to the project, they must be assigned to
the project where the user roles are consistent with those within Software Risk Manager.

For information on how to install and use the Code Sight plugin, please refer to the Code Sight
documentation.

Intellid

The Code Sight plugin streamlines the use of Software Risk Manager for developers by allowing them to
view analysis results from within the IntelliJ IDE.

A Software Risk Manager project is required. To allow users access to the project, they must be assigned to
the project where the user roles are consistent with those within Software Risk Manager.

Software Risk Manager Documentation (v2025.9.4) « 35


https://documentation.blackduck.com/category/codesight
https://documentation.blackduck.com/category/codesight
https://code.visualstudio.com
https://documentation.blackduck.com/category/codesight
https://documentation.blackduck.com/category/codesight
https://www.jetbrains.com/idea/

Software Risk Manager Plugins Guide ¢ Burp Suite

For information on how to install and use the Code Sight plugin, please refer to the Code Sight
documentation.

Burp Suite

The Software Risk Manager Burp Suite plugin provides a way to upload Burp Suite findings to your Software
Risk Manager server from within Burp Suite.

A Software Risk Manager project and an API key are required. The API key must have the cr eat e role on
the project it needs to interact with.

This section of the Plugins Guide explains how to install and use the Burp Suite plugin. For more
information, you may visit our GitHub Repository. This plugin is open source and we welcome community
involvement.

Installation

The Software Risk Manager Burp Suite plugin is available for download from the BApp Store and from our
GitHub Repository.

BApp Store

To install the Software Risk Manager Burp Suite plugin from the BApp Store, go to the Extender tab in Burp
Suite, click the BApp Store tab, and click on Code Dx.
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[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer IExtendef Project of

| Extensions | BApp Store T APls IOptiuns ]

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Mame |Installed | Rating | Popularity | Last updated | Detail |

Burp-hash prakah — 28 Aug 2015 Pro extension L:“ codel
BurpSmartBuster Wwowwi—i 22 Jan 2018 This ext
Bypass WAF Wi —1 29 Mar 2017 CodeDx
Carbonator W — 23 Jan 2017 h manage
Cloud Storage Tester WL i — 05 Oct 2017 V.

CMS Scanner Wi — 03 Oct 2017 Pro extension Author:
coz WIWWiwWw— 20 Jul 2017 Version
Code Dx | W — 06 Feb 2017 Source;
Collaborator Everywhere wwww——1 21 May 2018 Pro extension | Update:
Command Injection Attac... i — 06 Oct 2017

Commentator W e—i 25 Jan 2017 Rating:
Content Type Converter i1 23 Jan 2017 Popula
Copy as Mode Request phakanakakiny 09 Nov 2017

Copy as PowerShell Req... whwwwa—i 31 Jan 2018 Install
Copy As Python-Requests wwwww— 23 Nov 2017

CSP Auditor Wiy 15 Aug 2017

CSP-Bypass wwwww— 24 Jan 2017

CSRF Scanner i —1 02 Oct 2017 Pro extension

CSRF Token Tracker Wi —1— 14 Feb 2017

CSurfer WYy i—i 10 Nov 2015 Iy

[ Refresh list J [ Manual install .. J

On the right panel, click the Install button.

GitHub Repository
The Burp Suite plugin can be found on our GitHub Repository.
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Latest releaze
-.-\s> vi10

O fd728eb
Verified

v1.1.0

baffles released this 2 hours ago + 4 commits to master since this release

Assets

M burp-extension-assembly-1.1.0.jar
[I1 Source code (zip)

[1) Source code (tar.gz)

Additions

® Added ability to select multiple URLs for uploading to Code Dx

Fixes

® Fixed bug causing URLs not to show up on the target drop down

® Fixed bug causing the target list to not consistently update when changing to

To install the extension, go to the Extender tab in Burp Suite and click Add in the Burp Suite Extensions
section.

[Target I Proxy I Spider T Scanner T Intruder I Repeater I Sequencer I Decoder I Comparer IEHEﬂdEf Project option

J Extensions T BApp Store I APls T Cptions ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

—

Add | |Loaded | Type | Name

Remove

i

Down
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Click Select file for the Extension file field and navigate to the burp-extension-assembly jar, then click Next
to load the extension.

FPlease enter the details of the extension, and how vou would like to handle standard output and error.

Extension Details

Extension type: Java .'|

Extension file (jar): nadsﬁ.burp—extensinn—assembly—1.El.1.jar| l Selectfile ... J

Standard Output

k,_,,l Cutput to system console

() Save tofile: | Selectfile .. |

(® Show in LI

Standard Error

k,_,,l Cutput to system console

() Save tofile: | Selectfile .. |

(® Show in LI

[ Cancel J l Mext J

Configuration
To configure the Burp Suite plugin, navigate to the Code Dx tab.

The Server URL and API Key are required fields for sending data to Software Risk Manager. Ask your
Software Risk Manager administrator to generate the server API key with the cr eat e role for the project(s)
which the plugin must interact with.
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Settings

Server URL: https:ﬂlncalhusﬂcndedxﬂ

AP Key: 91849345-ed13-4cce-8083-70c4bde54479

Target URL: @J
Projects: l W]@J

[ Send to Code Dx J

Once the Server URL and API Key fields are populated, click the Refresh button to list the projects available
to the API key in the Project dropdown. It is highly recommended that you specify an HTTPS URL, since
using HTTP is insecure.

Settings
Server URL: | https:/localhost/codeds

AP Key: 91849345-2d13-4cce-8083-70c4bdebd479

Target URL: @J
Projects: [ WebGoat B@J
Project 2
Send to Co Test Project
WebGoat

If you receive a warning regarding an invalid certificate, you will be prompted to Reject, Accept Temporarily,
or Accept Permanently. Accepting temporarily will remember the exception until the session ends. Accepting
permanently will create a .usertrust directory containing the truststore information. On Windows this will

be in your appdata directory, on Mac it will be in the Application Support folder, and on Linux it will be in

the .codedx folder in the home directory.
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Untrusted Digital Certificate >

Unable to establish a secure connection because the certificate is not trusted

Issuer: CH=www_example.com
Thumbprint: 08 69 51 fe e7 29 9¢ bb 8d 6c 1b 3f 8d 80 a2 d0 Of 5d cc ef

Host Mismatch: Expected localhost’, but the certificate is for 'www.example_com'’.

l Reject J l Accept Temporarily J [ Accept Permanently J

Sending Results to Software Risk Manager

After scanning with Burp Suite, there are two ways you can send the results to Software Risk Manager.
The first is to choose a Target URL from the list in the Software Risk Manager Settings in Burp Suite. After

performing a scan, click the refresh button to list all of the available targets. Multiple targets can be selected
from the list using Ctrl + Click.

Select the project you would like to use, then click the Send to Code Dx button to send the results.

Settings
Server URL: | https:/flocalhost/coded:x/

AP Key: 91849345-ed13-4cce-8083-T0c4dbdebd47y

Target URL: | hetp-filocalhost @J
http://localhost:8080
Projects: lWehGuat .']@J

[ Send to Code Dx J

You will receive a message indicating whether or not the action was successful.
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Success

The report was successfully uploaded to Code Dx.

Pt

(o)

The second method to send the results is to use the context menu in the Issues panel of the Target view. To
do this, open the Target view and select your target or targets from the Site map.

J Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User op

(o s

Fiter: Hiding not found items; hiding C55, image and general binary content; hiding 4xx responses; hiding empty folders

» hitp:#flocalhost

# http:iflocalhost: 2080

[: /
¥ r-. WebGoat
s
» ﬂﬁ. attack
L capture
» f;ﬁ catcher
[0 css
» f;ﬁ i spring_security_check
|: 1 spring_security_logout
[ s
E. login.mvc
L plugins
» i-_o SEMVICE
Er_-; start.mvc
|: welcome.myc

Contents Issues

Host | Method | URL O Cross-site scrip
http:#ocalhost: 2080 GET MiebGoat/attack?Num= 4 | |~ @ cross-site scrip
http:/ocalhost 3080 GET Metanatl‘aﬁau:k?Scret’) > @ Cleartext submis
http:#ocalhost: 2080 GET MWebGoat/attack?Scres » | XPath injection [
http:/Mocalhost: 3080 GET MWebGoat/attack?Scres » 7 SOL injection [9]
http:iocalhost:3080 GET /WebGoat/attack?Scres Fassword subm
http:/Mocalhost: 3080 GET MWebGoat/attack?Scres ¥ 10 Password field 1
hitp:#flocalhost: 8080 GET MWebGoatiattack?Scres 1 U"Eﬂ_':wut_ed co
http:/Mlocalhost 2080 GET MebGoat/attack?Scres * - XL injecton [2]
http:/ocalhost 3080 GET MWebGoat/attack?S cres ¢ SQL statement i
http:iocalhost:3080 GET WebGoat/attack?Scre -,'r 1 Cross-domain R

T s e S 1 Cookie without b
= (‘- J A Lk 1 Frmail addrezzss

[Roquest | Response |

o]

J Raw T Paramzs T Headers T Hex ]

GET /WebhGoat/ attack?lum=3 HTTP,S1.1 |1

Host: localhost: 8080

User—-Agent: Mozillas5.0 (Windows NT &.1;

WoWe4; rv:46.0) Gecko/Z0100101

Firefox/ 4.0

Accept: */*

Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

H-PRegquested-With: *XMLHttpRequest

Referer:

http: f/localhost - 8080/WebGoat fstart _mve

Cookie:

JEESSIONID=cEST4CFESEEFOETEAZBIFIO0ZT7C241203

E

Comnection: close |
¥

0 matches

.,_
=g
.
—
M
W
—
+*
W
—
W
W
=
(=]
e
Eir
L]
h
1)
L]
)
3]
Z|
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Select the issues that you want to analyze and right click in the Issues panel. Click the Send to Code Dx
button at the bottom of the context menu.

| =

Issues

ﬂ Cross-gite scripting (stored) [2] | i
ﬂ Cross-site scripting (reflected)

ﬂ Cleartext submission of passw :
! XPath injection [14] Report selected issues

18 iszsues selected

SN

7 saL injection 8] Set severity (3
Pazsword submitted using GE1 Set confidence >
Pagsword figld with autocompl  pejste selected zzues
Unencrypted communications -

s T Wigw >
XML injection [8]

g w

SOL statement in reguest paral  —N0W new site map window

Cross-domain Referer leakage| |ssues help
Cookie without HitpOnly flag s

Fmail addrezzes dizrinzed

Send to Code D=

|
<7

. _[ Advisory T Reguest T Response ]

A menu will pop up and will ask you to select the Software Risk Manager project. Note that this option is
independent of the project and target settings from the Software Risk Manager view.

Send to Code D hod

Select a Project

[WehGuat .‘l’]

[ Ok ] l Cancel J

As with the previous method, you will receive a message indicating whether or not the action was
successful.

OWASP ZAP

The Software Risk Manager OWASP ZAP plugin provides a way to upload OWASP ZAP alerts to your
Software Risk Manager server from within OWASP ZAP.

A Software Risk Manager project and an API key are required. The API key must have the cr eat e role for
the project.

This section of the Plugins Guide explains how to install and use the OWASP ZAP plugin. For more
information, you may visit our GitHub Repository. This plugin is open source and we welcome community
involvement.

Installation

The Software Risk Manager OWASP ZAP extension is available for installation through the OWASP ZAP
Marketplace.
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File Edit View Analyse Report Tools QOnline Help

(StandardMode () (1 D M £ & OB @8 0D @Y ek r @

| @ Sites | = j " CManage Add-ons | Reques

@ LEE

¥ (5] Contexts Welcome to the
- D_efault Context ZAP is an easy to use integrated |
* @ Sites
FPlease be aware that you should
| NN Manage Add-ons

Installed  Marketplace

Add-ons
Filter: So
Status Name Description Update Sele
Beta BeanShell Console Provides a BeanShell Console 7.0.0
Alpha Attack Surface Detector The Attack Surface Detector analyzes w... 1.1.4
Alpha Call Graph Allows the user to view a call graph of t... 5.0.0
Alpha JSON View Adds a view that shows JSON messages... 3.0.0
Alpha Parameter Digger Identify hidden, unlinked parameters. U... 0.3.0
Alpha Software Risk Manager Extension Includes request and response datain ... 2025.9.0

Sending Results to Software Risk Manager

The OWASP ZAP plugin can generate a compatible XML file which can be uploaded manually, or it can
upload a report directly to Software Risk Manager.

To upload a report to Software Risk Manager, select the Software Risk Manager: Upload Report option from
the Report menu.

File Edit View Analyse Report Tools Import Export Online

Compare with Another Session...
Generate Report ...

Software Risk Manager: Upload Report
Software Risk Manager: Generate XML Report

15
wlt Context

You will be prompted for the Server URL, API Key and Project. Your settings will be remembered between
sessions and are stored in the srm.properties file located in the OWASP ZAP folder in your user directory.
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[ ] Enter Software Risk Manager Server Settings
Server URL: http:/ flocalhost:8080
AP Key: api-key:ViuSjgMfucixMDS4tvw_|loAcETMhGox)laSqEXX
Project: WebGoat.NET v |9

Timeout (seconds). 120

Cancel Upload

After entering the Server URL and API Key, click the Refresh button to populate the Project dropdown.

[ Enter Software Risk Manager Server Settings
Server URL: http://localhost:B080
APl Key: api-key:V3uS)gMflclxMDS4tvw_JloAcETMhGox|laSqBXX
Project: WebGoat NET « |9
Timeout (seconds): wWebGoat

La

If you receive a warning regarding an invalid certificate, you will be prompted to Reject, Accept Temporarily,
or Accept Permanently. Accepting temporarily will remember the exception until the session ends. Accepting
permanently will create a .usertrust directory containing the truststore information. On Windows this will be
in your appdata directory, on Mac it will be in the Application Support folder, and on Linux it will be in the
home directory.

F N
Untrusted Digital Certificate —

Inable to establish a secure connection because the certificate is not trusted

Issuer: CH=www example.com
Fingerprint: (8 69 51 fe e¥ 29 9c bb 8d Gc 1b 3f 8d 80 a2 d0 Of 5d cc ef
Host Mismatch: Expected ‘localhost, but the certificate is for "www.example.com’.

Reject [ Accept Tempaorarily J l Accept Permanently J

You will receive a message indicating whether or not the action was successful.

L ZAR
o The report was successfully uploaded to Software Risk Manager.

oK

You can generate an XML file for use with Software Risk Manager by selecting the Software Risk Manager:
Generate XML Report option from the Report menu.

File Edit View Analyse Report Tools Import Export Online

Compare with Anather Session...

Generate Report ...
Software Risk Manager: Upload Report
Software Risk Manager: Generate XML Report

s
wit Context
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API

The plugin also provides an API to use its functions programmatically. More information on how to use the
ZAP API can be found on the ZAP GitHub Wiki.

Note that as a security measure, ZAP will not include messages with Exceptions by default. If you want to
enable messages, you can check Report error details via API in Tools -> Options -> API.

Actions

uploadReport

Uploads a report to Software Risk Manager. Note that uploading an empty report with no alerts will cause
an Exception to be thrown as Software Risk Manager won't be able to read it and will return a non-200
response.

Parameters

» filePath: Absolute path to the report file

» serverUrl: Software Risk Manager server URL

» codeDxApiKey: Software Risk Manager API Key

» projectld: Software Risk Manager Project ID

» fingerprint: Optional SHA1 hash of an invalid certificate to make an exception for

» acceptPermanently: Optional boolean for if the exception should be stored permanently in a truststore
file.

Returns
XK if the report is uploaded successfully.
generateAndUpload

Generates a Software Risk Manager report, saves it to a temporary file, uploads to Software Risk Manager,
then deletes the file.

Parameters

» serverUrl: Software Risk Manager server URL

» codeDxApiKey: Software Risk Manager API Key

* projectld: Software Risk Manager Project ID

» fingerprint: Optional SHA1 hash of an invalid certificate to make an exception for

» acceptPermanently: Optional boolean for if the exception should be stored permanently in a truststore
file.

Returns
XK if the report is uploaded successfully.

EMPTY if the generated report is empty. The report will not be uploaded to Software Risk Manager.

Views
generateReport
Generates an XML report with request and response data.

Returns
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An XML report String.

Splunk

The Software Risk Manager Splunk add-on integrates the Splunk data analysis/monitoring/visualization
platform with your Software Risk Manager server. It allows you to push Software Risk Manager findings to
your Splunk server as Splunk events.

An API key and at least one Software Risk Manager project are required. The APl key must have the r ead
role for each project it needs to interact with.

This section of the Plugins Guide explains how to install and use the Splunk add-on. For more information
you may visit Splunkbase.

Installation
Under Apps in the Splunk home screen, click Find More Apps.

Search & Reporting
Add On 2

Add-on 1

+ Find More Apps

Search for Code Dx and install the Code Dx Add-On.

Configuration

Under Apps in the Splunk home screen, click Code Dx to open the Software Risk Manager add-on.
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Search & Reporting

Add On 2

Add-on 1

+ Find More Apps

Go to Configuration and click Add-on Settings. Then input the URL of your Software Risk Manager server.
Keep in mind that your server's URL may or may not have / codedx at the end.

Input your API key.

AP Ke)l L BT TT T

Click Save.

Handling a Self-Signed Certificate

If the server hosting Software Risk Manager is using a self-signed certificate, you must also populate the CA
Bundle field with the path of a . pemor . cer certificate file. Alternatively (although not recommended), you
can set the value for CA Bundle to ALL to disable certificate verification.

CA Bundle home/certs/cert].cer

Get a copy of the certificate as afile
The following steps use Windows and Chrome.

Navigate to the page with the untrusted certificate using your browser (i.e. Chrome). Then bring up Chrome
developer tools by opening the Chrome menu (#), then going to More Tools -> Developer Tools.
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MNew window Ctrl+N

MNew incognito window  Ctrl+Shift+N

History r
Downloads Ctrl+)
Bookmarks »
Zoom - 100%  + m
Print... Ctrl+P
LCast...
Eind... Ctrl+F
Save page as.. Ctrl+5 Mare tools 4
Create shortcut... Edit Cut Copy Dasts
Clear browsing data...  Ctrl+5hift+De Settings
Extensions Help »
Task manager Shift+Esc
Exit
Developer tools Ctrl+5Shift+I

Click the Security tab and click the View certificate button to bring up the certificate details popup.

A Certificate - missing

This site is missing a valid, trusted certificate
(net:ERR_CERT_AUTHORITY_INVALID).

View certificate

Go to the Detalils tab in the Certificate popup and click the Copy to File... button.
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wa Certificate ¥

General Details  Certification Path

Show:  |Extensions Cnly v

Field Value

Edit Froperties. .. Copy to File...

oK

Use the Base- 64 encoded X. 509 (. CER) format, then choose a name and location for the file.

¥ Certificate Export Wizard

Exnaort File Fermat
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)

(®)Base-54 encoded %509 (,CER):

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

When you click the Finish button, it should say "the export was successful."
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Getting Software Risk Manager data into Splunk

Go to Inputs and click Create New Input. Then fill out the fields to create your first Software Risk Manager

data input.

Add CSV Report

MName *

Interval *

Index *

Froject Specifier

Detection Method

Severity

Include resolved findings

Filter by last modified

Cancel

Notes:

Input_1

3600

default

* Component Analysis

» Critical || % High

* Interval determines how often your data input will run (every x seconds)

e If arun's start-to-finish duration exceeds the time specified by the | nt er val field (for example, if
the | nt er val is setto 60 and a particular run takes more than 60 seconds to finish), the next run
will wait for that previous run and start as soon as it finishes

« Project Specifier canbe aproject ID or a special string representation of a set of projects:

« Torepresent a single project, use that project's ID number, e.g. 12

« Torepresent all projects, use al |

« Torepresent an arbitrary set of projects, join the IDs of each project with an underscore, e.g.

12_42_ 123 124

¢ Toinclude ‘descendant’ projects, add a d before the IDs of the main projects, e.g. d12 or
d12_42 123 124 (note that there is only one d needed,; it applies to each of the specified projects)

« Detection Method and Severi ty will filter the data by detection method and severity respectively
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e These are both multi-value fields, so if you like you can specify multiple detection methods and/or
severities to filter by

To manage a specific input, click on its Action button, in the rightmost, Actions, column.

Inputs Configuration Search

Inputs

Manage your data inputs

1 Inputs filter
i MName = Interval Index
» | Input_1 3600 default

From there you are given 4 options:

Actions

Action

Delete
Disable

Clone

« Edit: view and potentially edit the input

* Delete: remove the input

* Enable/Disable: toggle whether the input is enabled or not
¢ Inputs are automatically enabled when first created
e Aninput will not run if it is disabled

» Clone: create a new input with the same default settings as this input

View your Software Risk Manager data in Splunk

Go to Search and search for whatever Software Risk Manager data you want to find.
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Inputs Configuration Search

No Event Sampling =

» Search History (3

sour ce="csv_report" - A simple search to start off with that gets results from all inputs (all inputs
retrieve data from Software Risk Manager through CSV reports)

Inputs Configuration Search

New Search

source="csv_report"
+ B events (4/9/211:34:00.000 PM to 4/9/21 1:49:00.000 PM) No Event Sampling =
Ewvents (6) Patterns Statistics Visualization

Format Timeline = — Zoom Out

= 9, 2021134 PM -

By default, the host , sour ce, and sour cet ype fields are included in Selected Fields (on the left sidebar
after running a search). You can change which fields are selected by clicking on All Fields (also at top of left
sidebar) and selecting/deselecting fields.
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{ Hide Fields := All Fields

SELECTED FIELDS

a creationDate 1
#covss 4

#owe 1

a host 1

#id 6

a location &

a projectHierarchy 1
a severity 1

a source 1

a sourcetype 1

a status 4

a tool 1

a type 1

a updateDate 1

a vendor_product 1

a xref 6

GitHub Action

The Software Risk Manager GitHub Action enables an Action workflow to upload files and initiate a scan
with your Software Risk Manager server.

A Software Risk Manager project and an API key or PAT are required. It must have the cr eat e role for the
project.

The Action can be used on any Runner machine type. The machine should have access to your Software
Risk Manager server. If Software Risk Manager is inaccessible to public traffic, we recommend using a Self-
Hosted Runner to run the action.

Instructions for installation and configuration can be found on the Marketplace listing and the GitHub
repository. This plugin is open source and we welcome community involvement.

Black Duck Bridge CLI Command Line Interface

Overview

The Black Duck Bridge CLI Command Line Interface (Black Duck Bridge CLI) allows you to run scans and
receive results from the command line, either by scripting or running the commands manually. Black Duck
Bridge CLI invokes adapters that handle Coverity and Black Duck scanning, along with abstracting the
various extensions and variables for them, so that usually no manual configuration is required.

For more information on Black Duck Bridge CLI and how to use the command line interface, see Using
Bridge CLI with Software Risk Manager.
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Configuring Coverity Thin Client for use with Black Duck Bridge CLI and
SRM

When you use Black Duck Bridge CLI to start a Coverity static scan, Black Duck Bridge CLI calls the
Coverity Thin Client to manage code capture. Black Duck Bridge CLI uploads the resulting data and artifacts
to SRM.

In some cases a configuration file, usually named coveri ty. yan , helps Coverity Thin Client by providing
capture settings.

When to use a Configuration file

A scan is likely to succeed without any intervention for uncompiled languages like Python, JavaScript, and
PHP, because Coverity Thin Client can automatically detect these languages and configure the scan.

Some scans require a configuration file to include project settings or optimize Coverity for best results.
Use a configuration file in the following situations:

« When scanning a compiled language, such as C/C++, C#, Java, and Kotlin, use the configuration file to
provide your build and clean commands.

* When scans for a project have failed or not returned useful results.

Note: Build environment components must be installed and accessible when integrating with
compiled languages, as illustrated in the "Build commands and dependencies for various build
systems" section further down in this guide. If you plan to run build capture, make sure the build tools
are installed where the capture will run.

Things you can specify with the Coverity Thin Client configuration file:
* Your build and clean commands
* Whether source code in a specific language should be captured or excluded.

e A custom compiler configuration. This is helpful if you are compiling C++ and Coverity does not
automatically configure the compiler (for example, when using a GCC cross-compiler).

How to start a configuration file

Save acoverity. yam file in your project's root directory and use the following examples to customize
that file. When Coverity Thin Client is called by Black Duck Bridge CLI, it automatically detects the file, reads
the contents, and executes custom configurations.

Basic examples
For more build and clean commands see the reference section at the end of the chapter.
Java with Maven

The following configuration specifies the clean and build commands needed by Maven. The project will be
cleaned by invoking mvn cl ean and built using mvn i nstall.

capt ure:
bui | d:
cl ean-comand: nvn cl ean
bui | d- command: nwvn install

About this example:

» This example shows the complete contents of a coverity. yam file that you can use to test a Maven
project.
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* Note that white space matters in YAML files. The three levels of indentation indicate that the build
property is nested under the capture property and build-command and clean command are nested
under build.

Standard Java example

capture:
bui | d:
bui | d-command: javac Hell oWrl d.j ava

C# with msbuild

capt ure:
bui | d:
cl ean-command: dotnet nsbuild /t: Restore; O ean OMSPTopl0. Sgl | nj ecti on. Web. cspr 0]
bui | d- command: dotnet nsbuild /t: Restore; Build OMSPTopl10. Sgl | nj ecti on. Web. cspr 0j

C# with dotnet

capt ur e:
bui | d:

cl ean- command: dot net cl ean Foo.sln

bui | d- conmand: dotnet buil d Foo. sln

Executable script as a build command

capt ure:
bui | d:
cl ean- command: cl ean. sh
bui | d-command: build-it.sh

Coverity Thin Client will only accept one build command and one clean command in the config file, but you
can point to a script containing commands if you need more.

Configuration properties

The tables in this section describe each of the keys that can be used in the coverity. yanl file, starting at
the top level with capture.

Capture settings

The following table describes the capture configuration; subsections describe the fields that make up the
Capture type. All the Keys in the first column of this table can be nested directly under the capture key in
the coverity. yan file. (For example, build can be seen in the first row of the table and is used in the
example immediately above.)

Key Type Description
build Build Specifies that build capture should be used to capture the project
Configuration and provides the build configuration to use.

If not specified and the project directory contains compiled source
files, automatic build capture will be used to capture compiled
source files in the project directory.

For compiled languages only: Java, Kotlin, C#, C, C++, Objective-
C, Objective-C++.

See the Build configuration table below for keys that can be nested
under this one.

encoding string Specifies the encoding to use when parsing and emitting the
source files in C, C++, JavaScript.Default: US-ASCII
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Key Type Description
languages Languages Specifies which languages to include or exclude for capture.
Configuration See Language configuration for a list of supported languages.

Default: all languages are included
See the table in the Language configuration section for keys that
can be nested under the languages key.

Build settings

The following keys can be defined for compiled languages only. All the keys in this table can be nested
directly under the build key in the configuration file.

Key Type Description

aspnet-compiler | Boolean Specifies whether to enable or disable the automatic invocation
of Aspnet _conpi | er. exe for any ASP.NET 4 and earlier

Web applications that are detected in the build. The output of
Aspnet _conpi |l er. exe is required by the C# security checker.

build-command | String Required: The build command will be invoked to use build capture to
capture the project.

A build command specified on the command-line will override this
setting.

clean-command | String The clean command will be invoked prior to doing build capture to
capture the project.

For example:

capture:
bui | d:
cl ean-command: dotnet nsbuild /t: Restore; G ean OMSPTop10. Sgl | nj ecti on. Web. cspr 0]
bui | d- conmand: dotnet nsbuild /t:Restore; Build
aspnet-conpiler: true

Language configuration

Use the following keys to specify which languages to include or exclude from capture. You may not specify
both fields.

Language strings may be the following:

e apex

» c-family (This family includes C, C++, Objective C, and Objective C++)
e csharp

¢ go

* java (Includes JSP and android config files)

» javascript (Includes JavaScript and TypeScript)

e kotlin

* php

e python
* ruby
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o swift
e vb (Visual Basic)

The following languages are not supported by the Coverity CLI:

« CUDA
e Fortran
 Scala

Keys in this table can be nested under the | anguages key, which appears in the first table above and is
nested under the capt ur e key.

Key Type Description
include | Array of String Specifies the languages for which the source code should be included in the
capture.

This key is mutually exclusive with the exclude key.
Default: all languages are included.

exclude | Array of String Specifies the languages for which the source code should be excluded in the
capture.

This key is mutually exclusive with the include key.

Default: No languages are excluded.

For example:

capt ur e:
| anguages:
excl ude:
- python

Build commands and dependencies for various build systems

You may need to install the machine dependencies in order to run the corresponding build. If build and
clean commands don't work—check for the dependencies.

Build How to Detect Minimal Set Build and Clean commands
System of Machine
Dependencies
Maven Look for the presence | Maven build tool bui | d- conmand: mvn -DskipTests -DskipITs
of "pom.xml" files in Java compiler install
the project directory cl ean- conmand: mvn clean
Gradle Look for the presence

of "build.gradle" files
in the project directory

With a "gradlew" file | Java compiler bui | d- command: gradlew --no-daemon -x test
(Linux/Mac) (Gradle will be build testClasses
downloaded cl ean- conmand: gradlew clean

automatically)

With a "gradlew.bat Java compiler bui | d- conrmand: gradlew.bat --no-daemon -x
file (Windows) (Gradle will be test build testClasses
downloaded cl ean- conmand: gradlew.bat clean

automatically)
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Build How to Detect Minimal Set Build and Clean commands
System of Machine
Dependencies
Without a "gradlew" or | Gradle build tool bui | d- conmand: gradle --no-daemon -x test
"gradlew.bat" file Java compiler build testClasses
cl ean- conmand: gradle clean
Make Look for the presence | Make build tool bui | d- conmand: make
of a file called Compiler for the cl ean- conmand: make clean
"Makefile" appropriate language
Ant Look for the presence | Ant build tool bui | d- conmand: ant
of a "build.xml" Java compiler cl ean- command: ant clean
MSBuild | Look for the presence | .NET SDK bui | d- command: dotnet msbuild /t:Build
of files with ".sIn" or cl ean- conmand: dotnet msbuild /
".csproj" extensions. t:Restore;Clean
XCode Look for the presence | XCode bui | d- conmand: xcodebuild -workspace
of directories ending <xcodeproj dir> -scheme <scheme>
with ".xcodeproj" build -UseModernBuildSystem=No
CODE_SIGN_IDENTITY=
CODE_SIGNING_REQUIRED=NO
cl ean- conmand: xcodebuild -workspace
<xcodeproj dir> -scheme <scheme> clean

GCC configuration

The GNU Compiler Collection (GCC) requires its own coverity. yan configuration settings. To use GCC,

add lines to:

» Specify the GCC compiler using cov- confi gure.

» Designate the language and CPU target:

cov-configure:
- [ --tenplate,
- [ --tenplate,

--conpiler,
--conpi |l er,

arm | i nux- gnueabi - gcc,
arm | i nux- gnueabi - g+,

gee ]
g+ |

- - conpt ype,
- - conpt ype,

Below is an example coverity. yam settings block for GCC, telling it to run a make cl ean then run the

make command in parallel with at least 10 job slots (make -j

C/ C++ Cross Conpiler coverity.yanm exanple:

# Coverity configuration file.
# The schenm is avail abl e here:

capt ure:
bui | d:
cl ean- command: "nake cl ean"”
bui | d-command: "nmake -j 10"

conpi |l er-confi gurati on:
cov-confi gure:
- [ --tenplate,
- [ --tenplate,

--conpi l er,
--conpi l er,

10).

<install-dir>/doc/configuration-schena.json

arm | i nux- gnueabi - gcc,
arm | i nux- gnueabi - g+,

gcc ]
g+ ]

- - conpt ype,
- - conpt ype,

Note: Pay special attention to GCC binary naming conventions if using more than one language

and/or CPU target.
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